
EDITOR’S NOTE4 | 2018

www.myforesight.my - 1 -

4 | 2018 PP17630/12/2012(031478)

MALAYSIA’S NATIONAL FORESIGHT MAGAZINE

Putting values and integrity at the 
forefront of the 4IR 

e d i t i o n

23rd

Agriculture
Algorithms and 
predictive analytics to 
free up productivity 
constraints

Data brokerage
A fog of uncertainty 
looms over personal 
data stewardship

Construction’s 4IR 
Disruptive 
technologies a 
threat to slow-footed 
companies?





EDITOR’S NOTE
Initial thoughts

IN PERSON WITH
Datuk Dr Anis Yusal Yusoff 

INSIGHTS
Technology, government and 
ownership of the future

Risks & vulnerabilities for 
public service 2025

VIEWPOINTS

Data brokerage: When trust is 
abused

Blockchain and governments: 
Enhancing policy framework 
through blockchain adoption

Making sense of Malaysia’s 
fourth industrial revolution—
construction

Emerging technologies to 
improve food security

Japan’s Society 5.0 upkeep

Leadership 4.0: All hail the 
future king

When air masses collide: 
Bracing for a trade war

MYFORESIGHT 
INTERCONNECT

myForesight® book club

myForesight® in the news

What Asia’s citizens think 
about corruption

Editorial Board

ADVISOR
Datuk Dr. Mohd Yusoff Sulaiman

EDITOR-IN-CHEIF
Rushdi Abdul Rahim

WRITERS
Ahmad Razif Mohamad
Azmil Mohd Amin
Dr. Liz Alexander
Dr. Tan Shu Ying
Mastura Ishak
Megat Shahrul Azam Megat Burhainuddin
Nadia Sullivan
Natrah Mohd Emran
Norsam Tasli Mohd Razali
Nur Amira Muhammad

CONTRIBUTOR
Amallia Ahmad Zaini 

PUBLISHED BY
Malaysian Industry-Government Group for High 
Technology (320059-P)
MIGHT Partnership Hub, 
Jalan Impact, 63000 Cyberjaya,
Selangor, Malaysia.

FOR INQUIRIES

Phone :  +603 8315 7888
E-mail :  foresight@might.org.my
Website :  www.myforesight.my

DISCLAIMER
Any article included in this publication and/or opinions 
expressed therein do not necessarily reflect the views 
of the myForesight® but remain solely those of the 
author(s).

The Publisher is not to be held responsible for any 
copyright violation of articles, which have been 
provided by contributing writers.

PP176630/12/2012(031478)

myForesight® is pioneering a national level foresight 
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businesses. myForesight® advises and provides a 
common platform for the government, industry and 
academia to share experience, insights and expertise 
on ‘futures’ strategy, both locally and at a larger global 
level.

Key components of myForesight’s mission are 
intelligence, research, competency framework and 
community engagement. myForesight® raison d’etre is 
set out to accomplish the following:

1. Anticipate Malaysia’s future possibilities;
2. Promote foresighting at national, sectoral and 

corporate levels;
3. Identify key technologies to support sectoral 

development;
4. Outline key future R&D areas.
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Initial thoughts
Greetings & salutations

Rushdi Abdul Rahim 
rushdi@might.org.my

B y the time this magazine is in your hands, the 
country would have celebrated its 61st year of 
independence. The word ‘Merdeka’, Malay for 

Independence, has always carried great significance.  
For many Malaysians, it is a source of immense pride 
and I’m heartened to see that it is celebrated as 
fervently as ever. 

However, ‘Merdeka’ today and what it represents has 
changed compared to what it was, say, 50 years ago. 
Though the date is forever remembered as the day we 
achieved independence from British occupation, the 
word ‘Merdeka’—freedom and independence—carries 
different definition and meaning for every generation 
and I believe this will continue to change as the country 
makes further progress in the future. Regardless of 
semantics, what is shared is that Merdeka provides us 
with the springboard for a better Malaysia. We believe 
that through all the changes, uncertainty and volatility 
taking place, a better Malaysia awaits in the future. 

Speaking of change and uncertainty, this 23rd 
edition of myForesight’s magazine continues to 
offer examinations of the impact and implications 
of technology development in relation to the fourth 
industrial revolution (4IR). As we at MIGHT advocate the 
use of technology to enrich, assist and uplift the quality 
of our lives, we are also aware of the perils of having 
these technologies in the wrong hands. In popular 
culture fiction, we’ve seen how the morally corrupt use 
technology for ill gains only to be foiled by the leading 
man, like the super spy James Bond. In reality, we can’t 

st

HAPPY
INDEPENDENCE
DAY MALAYSIA

Creating the right value system in the era 
of the fourth industrial revolution
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depend on Bond, that is why there is a need to ensure 
the right value system is continuously present to ensure 
that whatever technology development takes hold, it is 
for the benefit of mankind and serves the purpose as it is 
intended to be. 

A few weeks back, we had a conversation with Datuk 
Dr Anis Yusal Yusoff, the Deputy Director General of 
Governance, Integrity and Anti-Corruption Centre (GIACC) 
where he talked about Malaysia’s renewed fight against 
corruption and the public service’s future of work. He also 
shared his views on technology adoption and weighed in 
on how the 4IR technology development could enable 
the provision of high-quality public service delivery. 

On a similar note, we thought it would be fitting to revisit 
the list of risks and vulnerabilities that will be faced by the 
Malaysian Public Service from the work done in 2015. See 
how many of these factors have played out or moved 
from small probability to a large possibility.

As we repeatedly stress, the level of disruption from the 
4IR differs for each industrial sector and organisation. 
In this issue, we look at how the 4IR is changing the 
construction industry. We examined the trends behind 
technological breakthroughs that could reignite the 
construction industry’s growth. In addition, the contents 
laid out for this issue have been thought over to help you 
look at the landscape of these disruptions and scan the 
horizon for potential “wildcards”. We hope this will give 
you a heads up against disruptive change.

In this issue’s ‘Viewpoints’ section, the writer looks at 
leadership in the era of the 4IR—Leadership 4.0, where 
he sees new leaders are needed and emerging. These 
new leaders are breaking the command and control 
stereotype so commonly associated with that of the 
previous generation. 

Elsewhere in the magazine, apart from highlighting 
a number of technological trends that attempt to 
shake up the industry, we focus on an issue regarding 
stewardship of personal data that’s often being abused 
by irresponsible brokers.

In addition, we have also put together something along 
the lines of government delivery and explored the ways 
in which the growing tension between two of the world’s 
biggest superpowers may impact global economy in the 
future.

As usual I sincerely hope the magazine provides you with 
some food for thought as you think about your future.

“

“

There is a need to ensure the right value 
system is continuously present to ensure that 

whatever technology development takes hold, 
it is for the benefit of mankind and serves the 

purpose as it is intended to be.
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Datuk Dr Anis 
Yusal Yusoff
Deputy Director-General, 
National Centre for Governance, 
Integrity and Anti-Corruption 
(GIACC)

In person with...

Datuk Dr Anis Yusal Yusoff is currently the Deputy 
Director General of the National Centre for 
Governance, Integrity & Anti-Corruption (GIACC) 
at the Prime Minister’s Department.  Prior to 
this he was the Director General of the National 
Integrity and Good Governance Department, 
Malaysia and the President and Chief Executive 
Officer of the Malaysian Institute of Integrity 
(INTEGRITI). He has served over ten years at The 
United Nations Development Programme (UNDP) 
as well as at the United Nations Volunteers (UNV) 
Headquarters in Bonn, Germany. Before joining 
INTEGRITI, he was a Principal Research Fellow 
at the Institute of Ethnic Studies, the National 
University of Malaysia. He was recently appointed 
as an Adjunct Professor by University Malaya and 
has served since January 2018 as Adjunt Proffesor 
at Tun Hussein Onn University (UTHM). Datuk Dr. 
Anis Yusal has also served on a number of national 
advisory councils in the past. To name a few, he 
was a member of the Advisory Panel for The 
Consultation and Prevention of Corruption under 
the Malaysian Anti-‐Corruption Commission and 
until August 2018, he was the Deputy Chairman 
of the Enforcement Agency Integrity Commission 
(EAIC).
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A dedicated fight against corruption

We have been fighting corruption 
and promoting integrity even before 
independence. This is nothing new and it’s 
something we have been doing for a long 
time. In fact, in 1955 the British government 
had introduced a special commission to 
look into the integrity of the civil service. It 
is an ongoing thing, in order for us to make 
a society better, you obviously need a 
continuous monitoring effort.

Let’s go back about just a little more than a 
decade ago, in 2004, during former Prime 
Minister, Tun Dato’ Seri Haji Abdullah bin 
Haji Ahmad Badawi’s tenure, The Malaysian 
Institute of Integrity (INTEGRITI) was 
established. Nonetheless, even prior to 
the inception, we’ve had an anti-corruption 
agency that was established earlier in 
1967. Put simply, the government at that 
time was of the opinion that it needed to 
educate the society. We cannot just go 
on detaining the perpetrators to no end 
without any means of educating to put a 
halt to the problem. Had it been the case, 
we would be playing catching up forever. 
There needs to be a plan to embed moral 
values and social causes in our society, and 
this was the basis of the National Integrity 
Plan. Following this, the Malaysian Institute 
of Integrity was established to oversee the 
implementation of this plan. Although we 
see educating efforts are being carried out, 
after so many years, many still endeavour to 
go above the law committing wrongdoings 
in so many creative ways, trying to fend off 
or dilute the law. 

Recently, a major deterrent to the public 
service was the breakdown in the rule of 
integrity. Unfortunately, enforcement too 
has degraded over time and at the height 
of recent crisis, the impact was traumatic 
when although for a short spell, the world 
looked down at us as a kleptocrat nation. 
That was an alarming signal. These are the 
problems that we need to deal with where 
the solution requires measures that go 
beyond prevention. If one was diagnosed 
with cancer, as does the current context, 
considering the magnitude of the problem, 
the narrative requires an aggressive action 
to deal with the problem head on to be 
able to put a stop to it.

Differences in fighting corruption in the 
past, today and in the future

I come from an IT background. All too 
often, there are positives and negatives 
of technology. When I was doing my 
master’s degree, one of the things we were 
developing at the time was virtual reality 
(VR). In the early 90s, it was a novelty. We 
were thinking about how VR could be used 
to solve a host of problems. When we 
started, we had to reduce the size of the 
computer monitor, designed a simple glove 
and programmed the system to simulate a 
variety of actions such as playing volleyball.

Initially, the idea was to allow medical 
students to virtually dissect the human 
body. One of our research partners later 
teamed up with another university to 
further the research. To profit from the 
research, he sold the technology to a toy 
making company. Using the glove, the 
company subsequently produced a boxing 
game with Mike Tyson. Virtually, by playing 
the game, you go up against the great Mike 
Tyson. It wasn’t as perfect as what we have 
today, but it had already started back then. 
While a toy company used it to create an 
immersive boxing game, other iterations 
of VR have unfortunately challenged our 
moral conscience. Some of the ideas are 
so misguided that they have induced 
something like virtual sex for example.

In today’s climate, technology development 
is a great asset waiting to be tapped. Take 
bribery for example, the use of drone to 
supervise certain high risk sites such as 
the country’s borders or territorial waters 
for illegal barter trading activities can be a 
great surveillance tool. If we could have a 
drone hovering over and monitoring more 
frequently, it would be a deterrent to the 
people to commit such crime when they 
know there is someone watching. However, 
we need to weigh the decisions thoroughly 
and align the objectives with our national 
causes. In the wake of this, every year, the 
smuggling of illegal cigarettes and alcoholic 
beverages is a huge loss to the country 
said to be somewhere in the region of RM8 
billion a year. That money should have 
been tax money collected and returned 
to the people of Malaysia. Therefore, we 
need to seek greater influence over the 
supervision of these incidences because 
they take place in the middle of the sea, 
and currently, there are limitations in some 

We need to figure 
out how we can gain 
from technology and 
wean ourselves from 
its ills. Both of these 
considerations are 
equally important 

and they act as 
counterweights for 

one another.

“

“
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areas that we are yet to bridge and 
soon we need to turn to technology 
to improve our service delivery. 

At present, we are in the midst 
of formalising an anti-corruption 
national plan that will outline 
Malaysia’s fight against corruption. 
We should take advantage of our 
expertise in foresight to aid the 
cause. Maybe in the past, it was 
described as “duit kopi” (under-
the-counter-money), but now 
since we are moving toward a 
cashless society, we need to be 
ahead of these possible scenarios 
to overcome those who are likely 
suspects to commit bribery. Perhaps 
to educate the future generation 
about bribery and red tape, there 
will no longer be a need to conduct 
seminars. With social media, you 
can do so many things, people are 
reading WhatsApp messages more 
than books these days. These are 
the changes that foresight activities 
can inform to help society planners 
make better decisions and making 
sure we are well aware of the 
challenges that lie ahead. You don’t 
want to look at it just on the bright 
side, but you also need to dive into 
the worst possible scenario. All this 
can help us pay close attention to 
the issue to devise a clear strategic 
narrative and condense it to a critical 
few imperatives to take action.

4IR technology development and 
potential disruption 

First, there must be a buy-in 
of any new technology being 
introduced. Mapping the context, 
we need to know where we are. 
Whether to adapt or adopt the 
technology, in 1992, I wrote a paper 
about the importance of adapting 
and adopting technology with a 
local wisdom. Case in point, the 
technology is already there, we 
are not just adopting it, we are also 
adapting it to our environment and 
surrounding. We need to come to 
terms that cultural immersion is also 
a part of the whole exercise.

I have a bit of a reservation when it 
comes to adopting a technology 
without adapting it to our culture. We 
sometimes forget that those who 
design these new technologies, 
they may come from a different 
place. We can’t just be adopting 
technology just for the sake of 
adopting it to the extent where we 
are jeopardising our culture and the 
good things about it. 

With technology, sometimes, some 
are going to argue, why are we 
defending things that by modern 
standards are obsolete. However, 
behind them are the wisdom and 
ingenuity that have helped us carry 
out basic tasks very well right to this 
day. Let me explain. If you only know 

how to cook rice using a rice cooker, 
you have abandoned the simple 
way to cook rice the way it was done 
before the technology was ever-
present. This is the type of wisdom 
that is very important for us to 
preserve. When there comes a time 
electricity gets cut off, you wouldn’t 
know how to cook rice. Again, I 
would like to stress, embracing the 
new is important, but not for its own 
sake.

Public service navigating 4IR 
challenges

At one point in the 90s, everyone was 
talking about one stop centre. When 
I was staying in Bukit Bandaraya, the 
Bangsar post office was telling us 
consumers that we could pay all of 
our utility bills at the post office. So I 
went there and it was a long queue. 
When my turn was up, the lady at 
the counter told me the system was 
down. I asked her why couldn’t I pay? 
I had waited 45 minutes in the queue 
and I certainly didn’t want my time 
to just go up in smoke. At that time, 
I just came back from the U.S with a 
master’s degree in IT. So it occurred 
to me, why couldn’t we do it the 
old way? In the parameters of what 
we are discussing, lest we forget, 
we cannot be totally dependent 
on technology. I probed further, 
before there was the system, how 
was the payment done? They said 
we would take your bill, record it in 

“

“New behaviours need to be ingrained and we must 
take pains to understand these expectations that at the 

moment revolve around integrity and austerity.
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the logbook, take your payment, 
return your balance and issue you 
a receipt. So why couldn’t we do it 
now I asked them. I exasperatingly 
lamented and pointed out that 
when the system would eventually 
get up and running again, you could 
update my payment. And the lady 
looked at me puzzled. The point is, if 
we don’t prepare ahead of time and 
simply adopt technology just for the 
sake of adopting it, technology is 
going to weigh us down and cripple 
us. 

This is the real issue, in the context 
of technology adoption for the 
improvement of the public service, 
it boils down to our preparation. We 
need to understand where we are, 
and how technology can move us 
forward. Otherwise, we could even 
adopt a monumental technology, 
but it would not be used to its full 
capacity and sadly we would still 
be producing the same results and 
repeating the way we do things but 
with just a different device. If not 
thought through, it is going to dictate 
how we do things, like walking 
with a crutch, it would hinder our 
ability to do things better without 
really focusing on improvement 
in results delivery. Therefore, we 
need to figure out how we can 
gain from technology and wean 
ourselves from its ills. Both of these 
considerations are equally important 
and they act as counterweights for 
one another.

Public service in the next 10 years

The public needs to understand that 
the public service sector is made 
up of people. In relation, it is very 
important for us to comprehend 
human behaviour. What’s more 
important is this, we need to 
prepare the people who are going 
to be joining the public service in the 
coming years. In the face of current 
challenges, we need socially-
conscious candidates who uphold 
integrity and honesty to fill the jobs 
that will be offered in the future. 
Significantly, we must upgrade our 

talent base. This is why we need 
to apply simple psychology and 
mental-health metrics to assess 
the integrity of the candidates 
beforehand to sift through the 
selection. For future public service 
hiring, for example, if the person 
being interviewed is showing signs 
of being curtly quarrelsome which 
makes him a poor fit for the job, 
similarly, it is like hiring a Dracula who 
could become the CEO of a blood 
bank, it is fraught with potential 
implications. Therefore, we need 
to understand the compatibility 
factors for every job offered, and 
gather a sense of what the public 
is expecting from the public service 
sector. New behaviours need to be 
ingrained and we must take pains 
to understand these expectations 
that at the moment revolve around 
integrity and austerity. 

On a similar note, one of the things 
we want to encourage is to get 
anti bribery management system, 
standard ISO 37000/1 introduced. At 
the same time, we need to educate 
and advocate vast members of the 
public. Now though, the current 
climate is calling for a drastic action. 
However, for the future, we have 
to nurture a new group of society. 
Our society needs credible thought 
leaders. And we need to make 
sure, the public service sector has 
the right leaders in every section. 
Unfortunately, while there are 
many bosses, there are very few 
leaders and we need true leaders to 
emerge, ones who lead by example 
and champion integrity. Together, 
everyone has to act with integrity 
and when we are confronted with 
any illegal or dishonest behaviour, 
we need to practice the whistle 
blowing act. In any case, we must 
put the larger mission before our 
individual goals. All these are 
important measures to be able to 
muster the courage to stand up to 
wrongdoings. Our stance on the 
consolidation needs to bring about 
a shift in thinking to promote a sense 
of collective responsibility among 
public officials. 

Plus, we need to be prepared. 
Future preparedness is what’s 
going to determine our future. 
Hence, foresight gives us this 
advantage. It’s good that we have 
this special window to peek into 
the future. When opening it, I get 
some views about possibilities and 
probabilities of what might happen, 
then I say ok, now let me plan, how 
can I do this and deal with it in the 
right way. There are now so many 
opportunities—each with its own 
costs and complications —that it can 
be difficult to cut through the noise 
and find the best way forward. The 
risk of making the wrong decision is 
of course, huge, but the risk of not 
acting at all may be even worse. This 
is one old wisdom that will never get 
old. Preparedness.
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Liz Alexander, PhD

Futurist. Author. 
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Some years ago I wrote an article 
for Fast Company entitled What 
Faux Futurists Cost the Rest of 

Us . Its premise was that we should be 
less inclined to leave the design of our 
futures solely to the innovators of new 
technologies and their funders, since past 
evidence suggested this was unwise. The 
issues I wanted to open up in that article 
remain relevant, but it is also timely to 
explore the increased—some might say 
unprecedented—power that industry 
and business wields today as a result of 
the fourth industrial revolution, and the 
challenges this poses to government. 

Coming from an arguably narrow and 
culturally anomalous worldview, the 
preferred visions of the future, imagined 
by those responsible for disruptive 
technologies, often don’t align with what 
the rest of us want or need. They also 
frequently don’t foresee the negative 
consequences of their innovations. 

In my Fast Company article, for example, 
I cited General Motors which, for their 
Futurama II exhibit at the 1964 World’s 
Fair, “(S)howcased a robotic “Jungle Road 
Builder” intended to delve deep into the 
last untrammelled jungles of the world, 
eviscerate everything in its path, and leave 
behind elevated asphalt superhighways,” 
according to author Andrew V. Uroskie, 
writing in his book, Between the Black 
Box and the White Cube . None of GM’s 
executives appeared to have considered 
what this might do to jungle ecology. Yet 
we are becoming aware today how the 
landslides and flooding experienced in 
many parts of the world are a result of 
indiscriminate deforestation, as well as 
natural causes. 

GM’s earlier vision, at the 1939 World’s Fair, 
was for the creation of cities, “custom-built 
for machines” which, one might argue, 
is a future that has been largely realised 
and found to be less than satisfying for 
the average person. But then, can we 
expect such social considerations from 
industries primarily concerned with their 
own commercial interests? Interests 
that are often not in alignment with the 
responsibility that government has, to 
ensure living spaces that focus on the 
safety, satisfaction and success of human 
beings, not machines.

Yet it appears not to have been government 
pressure that put a halt to GM’s early 
ambitions to decimate vast areas of South 
American jungle, but the nascent state of 
technology at that time. With the benefit 
of hindsight, I imagine we are all grateful 
for that. For in its 2018 annual Global Risks 
Perception Survey , the World Economic 
Forum (in conjunction with universities in 
Singapore, the U.K. and the U.S.), reports 
that the environmental risks trend:

As Mr. Azmil Mohd Amin articulated in 
his article, Characteristics of Industry 4.0, 
published in the 21st edition of myForesight 
magazine, “The Industry 4.0 movement 
started in Germany, with many of that 
country’s leading industrial companies 
demonstrating strong initiatives.”  In 
other words, government hasn’t been 
leading this charge towards the profound 
transformation of our economies and 
societies, as much associated with Industry 
4.0 as its promise of sustainable production 
and manufacturing efficiencies, industry 
has. 

Yet in articulating the preferred futures that 
come about as a result of such industry-
led initiatives, we see glaring blind spots 
with respect to their social implications. 
The law of unintended consequences or, 
in the terminology of futurists, 2nd, 3rd and 
even 4th order effects, states that decisions 
and actions don’t always result in expected 
outcomes. And we have considerable 
evidence of the unintended negative 
consequences of science and technology’s 
impact on our everyday lives:

“

“

The preferred 
visions of the 

future, imagined by 
those responsible 

for disruptive 
technologies, often 

don’t align with what 
the rest of us want 
or need. They also 

frequently don’t 
foresee the negative 

consequences of 
their innovations.

“

“

…has continued this year, 
with all five risks in the 

environmental category 
being ranked higher than 

average for both likelihood 
and impact over a 10-year 

horizon.

Industry-led initiatives 
and social integrity are 
perpetually in doubt.

The law of unintended 
consequences
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• Who would have thought that the proliferation 
of digital and video game technology 
would end up with the World Health 
Organisation (WHO) classifying gaming 
addiction as a mental health disorder? How 
many educationalists are factoring in this 
unanticipated outcome as they promote 
“gaming” within online education, and what 
might be the long-term ramifications of that?

• Who had the foresight to associate mobile 
phones with the rise in the number of car 
deaths, fatal crashes and injuries? The 
WHO issued a 2011 report alerting us to the 
increasing prevalence of “distracted driving” 
around the world. According to a separate 
source, it seems no one realised that “texting 
while driving would increase the risk of a car 
accident 23 times.” 

• Who might have been prescient enough to 
foresee the connection between peer-to-peer 
short-term accommodation, as pioneered by 
Airbnb, and a shortage of affordable housing?  
Yet in discussing a working paper that 
focused on that issue, the Wall Street Journal 
pointed out that, “Anything pushing up rent 
and home prices is a public concern.”  It’s 
just not something that Airbnb is concerned 
about – and why would they be?

When it comes to the automotive industry’s 
development of autonomous cars, whose responsibility 
is it to anticipate the ethical quandaries inherent in that 
particular “disruption”? In Australia, as in other countries, 
the government is trying to get a handle on the life-or-
death decisions that will inevitably arise when algorithms 
are in control of our vehicles. That debate is “more 
complex and delicate when real humans are involved”  
and is being left largely to politicians and ethicists, not the 
car manufacturers, to determine. Nor should we leave 
this challenge to them, given the context-dependent 
nature of the issue. As Sri Widias Tuti Asnam Rajo Intan 
included in her myForesight article entitled Real Time 
Object Recognition (Industry 4.0 edition, 2018), Australia 
has a unique problem with respect to kangaroos, said 
to be “responsible for 90 percent of collisions between 
vehicles and animals.” Yet while Swedish car company, 
Volvo, has developed a system that can identify other 
kinds of large animals, dealing with one that hops around 

has so far stumped them. What similar problems might 
arise when self-driving cars are faced with the equally 
unpredictable human behaviour of motorcyclists and 
pedestrians? 

According to a report in the Sydney Morning Herald  
while Australia is ranked 14th out of 20 countries for 
autonomous vehicle “readiness,” 25 percent of Australians 
say they can’t wait to drive one. How will the Australian 
government—or any other, for that matter—address that 
kind of imbalance? 

Which brings us to another challenge to policymakers: 
Not just anticipating the unintended consequences of 
technology, but being informed sufficiently to ask the 
right questions. Following the Cambridge Analytics 
scandal in which it was determined that Facebook 
“systematically failed to protect the private information” 
of the quarter of the world’s population said to use its 
services, the company’s founder, Chairman and CEO 
Mark Zuckerberg, was brought before the U.S. Congress. 
This was—according to a report in Time magazine—“a 
demonstration more than anything else that lawmakers 
know very little about the social media platforms they 
hope to regulate.” Yet, as this example indicates, the 
government blithely expected Facebook to do the right 
thing. As one US representative said to Zuckerberg, 
having “that much influence comes with enormous social 
responsibility, on which you have failed to act and to 
protect and to consider.”  But is it not somewhat naïve of 
politicians to expect this from a commercial enterprise? 
Is social responsibility and protecting its citizens not 
government’s role? 

Let me offer one further example, that speaks directly 
to the challenges and unintended consequences that 
may come about when focused purely on Industry 
4.0’s anticipated benefits of increased productivity and 
efficiencies. I recently visited a charcoal factory close to 
the Matang Mangrove Forest Reserve in Kuala Sepetang, 
Perak. As Mr. Chuah, our host, explained, the factory has 
been around since the 1930s and has used the same 
technology since, to provide high-quality charcoal 
principally for the Japanese filter and pharmaceutical 
industries. Apparently it takes many years of human 
experience and expertise, observing the texture of the 
smoke that escapes from the chimneys, to determine 
when the charcoal is ready to be released from the 
sealed brick kilns. Leading Mr. Chuah to claim (proudly, 
I surmised), that the process is not something that could 
be automated. 

I certainly hope that it isn’t, regardless of the lack of 
efficiency involved. Because would anyone bother to 
visit such a place and marvel at the human ingenuity 
inherent in such an activity, if it were run by robots? When 
it comes to the 2nd and 3rd order effects of the decisions 
being made, should not government be concerned 
also with those experiences that give joy, sociability and 

A question of ethics 
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meaning to our lives and work? Shouldn’t 
relationships receive just as much 
credence as transactions? Who is having 
that debate as we hear continually about 
plans to disrupt the food, hospitality, and 
medical care industries (among others), 
with robots?  

As for industry’s promise that automation, 
and the attendant loss of jobs, will lead to 
better social outcomes and give people 
more time for leisure, self-improvement, 
or to spend time with loved ones, let us 
not forget that this promise has been 
made before—but not yet realised—by 
technologies including the telephone 
and various automated home appliances.  
And the “paperless office” promised by 
computerisation? That remains a 30-year 
old pipe-dream.   

In the article, Musings with Datuk Dr. Mazlan 
Othman in myForesight’s Envisioning 
Malaysia 2050 edition, Malaysia’s first 
astrophysicist and Council Member for 
the Academy of Sciences Malaysia (ASM), 
asked: “If all you ever do is play catch-up, 
will you ever be a game-changer?” 

If government leaves industry to determine 
their preferred futures on behalf of the 
rest of us, they are likely to be left playing 
catch up. Especially with regards to 
dealing with the unintended social and 
other broader consequences of those 
commercial decisions. While those in the 
fields of science and technology are fond 
of talking about the country becoming a 
smart community, isn’t government’s role 
to ensure we also live in one that prioritises 
heart and soul? It may be that leading 
this charge will be government’s greatest 
challenge to date. 

Leading the way
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In the World Health 
Organisation’s 11th 
International Classification 
of Diseases draft (ICD-11), 
gaming addiction was 
classified as a mental 
health disorder primarily 
characterised by impaired 
control over gaming.

Datuk Dr. Mazlan Othman 
Malaysia’s first astrophysicist and Academy of 

Sciences Malaysia (ASM) Council Member.

“ “If all you ever do is play 
catch-up, will you ever be a 

game-changer?
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Risks & vulnerabilities for 
public service 2025

Contents Global changes being ushered 
in pose immense challenges to 
public service

Bridging the digital divide is an uphill 
battle that the public service sector 
must win

Talent depth shrinking 
alongside birth rate decline

In 2015, MIGHT* published a list of risks 
and vulnerabilities that would impact 
the Malaysian public service between 

2015 to 2025. The list was created to 
instigate action from the public service 
sector to create the necessary strategies 
and action plan to mitigate, negate or 
lessen the impact or likelihood of these 
threats happening. After 3 years, perhaps 
it is time to look and review them again.

The following are 14 risks and 
vulnerabilities that could impact the 
public service sector between 2015 to 
2025 in no particular order.

Failure change of mind-set 

The failure of public officials to embrace change, 
fixed in thinking and culture led to the degradation 
of public service.

Greater digital divide 

Despite having the required infrastructure in place, 
the digital divide will be a factor contributing to 
ineffective delivery service.

Massive technology failure to the systems 

With the reliance on technological solutions and 
the expansion of the Internet of Things, a massive 
technological failure affects critical systems of the 
public service.

Dehumanisation of public services 

Technology adoption has created interactions 
through virtual space that lack personalisation and 
human interaction.

Geopolitics volatility 

The uncertainty of global economy, a continuing 
war on resources, climate change, highly organised 
terrorist attacks, tightening of security, hardened 
policy measures and drastic actions will disrupt the 
geopolitical landscape that directly or indirectly 
affect Malaysia.

Feminisation of the work force 

Levels of post-secondary educational attainment 
for women have risen rapidly in recent years. This 
is continuing a long-term trend where female 
graduates have outnumbered men at all levels. 
This trend is reflected in the public service.
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Drastic austerity measures implemented 

Large public spending cuts with policy decisions on public sector 
wages, hiring, employment and pensions are implemented.

Big data challenge 

As data continues to grow rapidly, data management becomes 
crucial–advanced data analytics & data protection capability is 
required by the public service.

Cyber attack and the end of internet 

The threats of cyber attack and cyber terrorism have risen. Low levels 
of internet insecurity result in a massive loss of trust and deterioration 
of economic growth. The government opts to shut down all access 
to the internet in order to prevent any further impact to the country.

War for natural resources 

Resource scarcity intensifies old conflicts and defines new ones. 
Natural assets again become the focal point for military actions as 
nations seek to protect access to food, water, minerals and land.

Under financed aging population

An aging population brings new social challenges and rising costs 
to Malaysia. Lack of adequate income, housing, education, food and 
social inclusion makes the population vulnerable.

Massive lay-off of public officials

Need I say more? This is caused by any of the following factors - 
budget cuts, change of policy directions or adoption of technology.

Rise of the usage of ethical machines

As we approach technological singularity, autonomous robots and 
algorithms make ethical judgments that impact the life and death of 
human beings.

War for talent

The future talent pool will be smaller than today as a result of 
declining birth rates and this could eventually lead to a possible 
depopulation in Malaysia. As such, intense competition between 
public and private sectors to get the right talent will be greater. 

What are your thoughts. Do you see anything new in the horizon?

*This was done in collaboration with the Malaysian Public Service Department 
(JPA) and the United Nations Development Programme (UNDP)

With mounting pressures 
on multiple fronts, the 
public service sector needs 
to recognise the need 
for change and embrace 
technology to fulfil its 
mandate.
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Data brokerage:  
When trust is abused 

Contents Personal data collected and 
sold to marketers bending rules 
concerning users’ consent

Loosely regulated activities are making 
a dent in users’ trust and could give rise 
to criminal activities

Users want better 
supervision of their data

Lawmakers weighing tighter legislation

Online advertisers have a rather uncanny ability 
to steal your time with attention grabbing 
advertisements. Just as internet users go about 

their daily business online, oftentimes, users come 
across promo pop-ups that mirror their previous 
searches with ads that appeal to their individual interests. 
To the bemusement of many, it may only appear as an 
unwelcomed feature of the internet browser keeping 
track of their online activities. However, out of sight, 
users are unknowingly exposed to rampant data 
brokering activities that are threatening to imperil the 
integrity of consent given and are now becoming a 
heightened cause for security concern.

Look up personal data and privacy issues on Google, 
Cambridge Analytics and Facebook scandals are 
more than likely to populate your search results. Why 
is this significant? In the past, personal data had been 
exploited to achieve devastating results—distorting 
perceptions and in large measures, swung the 
outcomes of big events in favour of certain high-profile 
individuals. Most recently, personal data was obtained 
without any consent and social media was used to 
influence the 58th American presidential election held 
on the 8th of November 2016. 

Consequently, the vast majority of internet users were 
targeted with politically nuanced advertisements 
individually tailored to their dispositions in order to 
manipulate decisions and vote for Donald Trump in 
the previous 2016 election. This was then mooted as 
a ‘psychological profiling and information warfare’. To 
get an idea of the devastating effects of this modern 
warfare by simply going over some numbers, digest 
this; at the end of 2018’s first quarter, Facebook had 2.19 
billion monthly active users. 

On the surface, we may only see or hear a glimpse 
of what is happening. Behind the scene however, 
numerous individuals and organisations are retrieving 
users’ personal information—subsequently packaging 
the data into specific profiles to be sold for huge 
amounts to large corporations. Thus, many experts 
have earmarked data as oil, in that it is unrefined and 
data brokers as, well, oil miners. Big data as it is more 
commonly known now, is a ‘smart’ commodity of high 
value that can be analysed computationally to reveal 
patterns, trends, and associations, especially relating 
to human behaviour and interactions. This is the driving 
factor of this unfettered yet highly profitable activity. 
And the unsettling issue we face at hand is not so 
much about what users share, but rather it concerns 
our personal data being collected and sold—apart 
for the unscrupulous gain of others, quite possibly 
misappropriation that may cause harm.
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For the sources behind this infographic, please visit: 
www.myforesight.my
This work is licensed under a Creative Commons 
Attribution-ShareAlike 4.0 International License

Source: 
1. University of Maryland, BigData Revolution Is Here
2. University of Malaya, Data Protection Law is Coming to Asia
3. MIGHT Analystics



In this era of pervasive networks, 
data brokers are a group who 
take stock and create value from 
collecting and selling your individual 
data. This contextual data is then 
sold to marketers who are always 
hunting for information about users 
and patterns to generate leads. 
Although these brokers have no 
relationships with the users, users’ 
personal data is being collected 
anonymously without them 
having any knowledge of it. Call 
it inappropriate, regardless, the 
growth in the so called business-
intelligence tools sector has 
spawned a new market and created 
high demands for users’ personal 
data.

Needless to say, data brokers have largely contributed to this unhealthy 
epidemic and the unseemly growth of this market activity. In spite of typical 
broker activities (i.e., providing risk advice and facilitating insurance placement) 
brokers are the market makers in emerging risk threats and classes such as 
cyber security where little or no actuarial data actually exists. While a dash 
of creativity is certainly needed to develop new innovative promotions and 
solutions, many of these opportunistic brokers whom having identified this 
lucrative opportunity, invested heavily in data collection tools and technologies. 
These tools are then deployed to gather a greater understanding of both their 
own and users’ individual datasets to accelerate market growth.

While in many ways, there appears to be nothing malicious about this rather 
unsuspecting activity, it is the third party access to personal data that is 
causing the real concern. Although the buying, selling and aggregation of 
data may be largely hidden or whether this is just another market innovation, 
users can ill-afford to allow their personal data to be used beyond the stated 
or implied purpose when consent was given at the time of data collection. 
This is particularly interesting given that every second, users disclose a 
raft of information to the ‘supposedly’ trusted party when they agree to the 
terms and conditions that contain a clause authorising such sharing of data. 
However, to construe user consent loosely or to exploit it without any regard 
for compliance as far as personal data privacy is concerned is just plain rash 
on the part of data brokers and marketers. With long-simmering concerns 
about data protection and the issue of trust chiefly hanging over unresolved, 
it makes perfect sense why lawmakers are currently mulling over tighter 
legislation to curb rampant personal data manipulation activities. 

Case study 1 Case study 2 Case study 3

In Q3 2017, credit reporting 
agency Equifax lost $87.5 
million when mitigating the 
consequences of a personal 
data leak hitting 145+ million 
people. As per its Q3 2017 
financial statements, the 
company spent $55.5 
million in direct costs, $17.1 
million in incident response 
and professional fees, and 
$14.9 million in customer 
compensations. Equifax 
management expects 
additional costs of $56 million 
to $110 million in the coming 
months, apart from class-
action lawsuits brewing in 
many U.S. states 

Source: bleepingcomputer.com

A 28-year-old Indian woman 
working for a bank in UAE 
as a sales executive abused 
her position to log on to the 
e-system and extract data 
pertaining to as many as 2,500 
InfoWatch Analytics Center 
Global Data Leakage Report, 
2017 11 clients, including 
names, dates of birth, account 
balances, and bank card 
numbers, and then handed 
these data over to her Indian 
accomplice. As a result, the 
criminals managed to steal 
approximately $300,000 from 
bank accounts. 

Source: khaleejtimes.com

In October 2017, a massive data 
leakage was published for sale 
on a well-known Malaysian online 
forum, Lowyat.Net. Because the 
forum posted sample data leaks, it 
triggered thousands of users’ anger 
as many were able to find their 
details leaked. The leakage dates 
back to 2012 to 2015. The data is a 
large list from Malaysian telcos, 
including Celcom, Maxis, Digi, 
Altel, Enabling Asia, FriendiMobile, 
MerchantTradeAsia, PLDT, RedTone, 
TuneTalk, UMobile and XOX.  This 
could be the biggest data breach 
ever in Malaysian history. If this data 
falls into the wrong hands, it might 
enable other criminal activities, such 
as scam, phishing and targeted 
attacks to expand their targets. An 
estimated 50 million records were 
leaked and put up for sale.  

A growing concern  Data brokers and 
marketers 
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Singapore
• Singapore’s Personal Data 

Protection Act 2012 (PDPA) is the 
primary governing law for protecting 
individual privacy. The act applies 
to all electronic and non-electronic 
communications that involve data 
collection, processing, or disclosure 
in Singapore, regardless whether 
these activities or companies have 
an actual physical presence in 
Singapore.

• This means that if any of your 
customers or users are in Singapore, 
the law applies to you and your 
business.

Malaysia
• The Personal Data Protection 

Act (PDPA), came into force in 
November 2013 and applies to 
data that’s processed in Malaysia 
regardless whether the business or 
the person processing the data is 
established in Malaysia or otherwise.

US
Under the Federal Trade 
Commission Act (15 U.S. Code 
41 et seq.), the USFederal Trade 
Commission (FTC) is broadly 
empowered to bring enforcement 
actions to protect consumers 
against unfair or deceptive practices 
and to enforcefederal privacy and 
data protection regulations.

EU
The Global Data Protection 
Regulation (GDPR) is probably the 
strictest and most far-reaching 
data protection regulation ever 
passed, imposing tight data 
protection requirements and heavy 
penalties for non-compliance for 
any business around the world that 
collects or process EU resident 
data.

South Korea
• South Korea’s privacy legislation 

is thought to be the strictest in 
Southeast Asia.

• The Personal Information 
Protection Act (PIPA) came into 
force in 2012 and distinguishes 
personal data and sensitive 
personal data.

Vietnam
• Vietnam’s privacy law is part 

of a broader piece of the 
legislation; the Law on Information 
Technology 2006.

• Article 21 of the Law on 
Information Technology covers 
the collection, processing, and 
use of personal information online, 
and sets out similar requirements 
to the laws discussed above in 
Singapore, Malaysia, and South 
Korea.

Constantly evolving landscapes pertaining to data privacy 
rights, cyber threat capabilities, regional economics and 
political interests are giving rise to a number of possible 
scenarios. Meanwhile, contrast these scenarios and they 
will inevitably call for the implementation of a robust data 
privacy regime that requires better data management and 
security measures. Now, individuals and organisations 
must anticipate how data collection, the use of data, 
and transfer restrictions are likely to change over time. 
Therefore, to prevent any sight of harm, data privacy 
and security programs must be designed to respond to 
these changes faster than these covert market activities, 
hidden in plain sight possibly could.

In contrast to security vulnerabilities, data protection 
refers to practices and regulations designed to protect 
your personal information and ensure that you remain in 
control of it. Users are given total ownership of their own 
data and in every respect, users autonomously decide 

what they do with it or the party collecting it can do with 
it (e.g., sharing of data, access to data, duration of data 
storage, stated and implied purposes & permission to 
modify the data.)

Standing still in the face of this situation however 
are various parties that are impacted by the issue. 
Governments from across the globe are working hard 
to resolve the issue, for if undeterred—is a situation 
threatening to spiral out of control. A heightened security 
interest is needed to ensure better protection of personal 
data. For example, in 2015, 21.5 million records were stolen 
from the US Office of Personnel Management. This stolen 
data contained highly sensitive personal data of federal 
employees and their family members. This type of attack 
is happening more frequently and actions should be 
taken to better protect individuals’ data information with 
a comprehensive data protection framework.

A concerted effort

Responses by the government: endorsement of privacy laws

Privacy laws in neighbouring countries

Source: MIGHT Analytics
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Increasingly, a number of technologies and 
trends have since caught up to address 
modern backup and data protection 
concerns. However, data protection 
technologies are not the one-size-fits-
all solution users and organisations are 
so desperately seeking to deal with the 
multi-faceted data privacy issues and 
security threats. Whether we are dealing 
with ransom ware, big data, security or 
compliance issues, it differs for everyone, 
thus rendering the issue even more 
complex to be dealt with with just a single 
generic solution.

Just as technology can be used to automate 
data collection and processing, similarly, 
the myriad ways it can be seamlessly 
or covertly used to automate individual 
control over personal information can 
result in grave consequences. In light of 
this, the National Telecommunications and 
Information Administration, United States 
Department of Commerce Authentication, 
enlisted a specific criteria of technology to 
safeguard self-regulatory privacy regimes. 
While the technology can be used to 
protect personal privacy on the Internet, it 
also allows individuals to reap the benefits 
of customised services and convenient 
payment mechanisms. 

In addition, these technologies can be 
used to build applications that minimise 
the need to reveal personal information 
and empower individuals to control the 
personal information they reveal and better 
understand how it will be used.

These are changing times. The boundaries 
between right and wrong are continually 
in flux. Across the board, users want 
better personal data supervision and 
sensible regulations that protect their 
interests, adequately. Essentially, users 
need to trust that information shared will 
be well supervised. Good supervision 
means that data will be used for the 
purposes allowed—and only for those 
purposes, restricting its use for only well 
comprehended applications, without 
murky disclaimers that don’t tell the 
whole story. In all cases, regardless of the 
process by which permission is obtained, 
supervision of data in fostering trust 
remains paramount. Finally, better codes of 
conduct and a compliance standard need 
to be embedded into brokers’ operations. 
Currently however, companies that collect 
data must work to establish greater trust 
and further mitigate the risks of harm.

With this in mind, what if in the future, users 
are allowed to sell their personal data as a 
source of income?

Final say —better 
stewardship

Number of breach 
incidents by industry
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Blockchain and governments: 
Enhancing policy framework through 
blockchain adoption 

Blockchain and Distributed Ledger Technology (DLT) have 
generated phenomenal interests of late after a recent 
permutation (from their early Bitcoin association in 2009) is 

building up a potentially widespread cryptocurrency exploit. Based 
on current progress, blockchain’s development, which supports the 
emergence of person-to-person (p2p) and digitised technologies, 
could be best summarised by Gartner’s Emerging Technology Hype 
Cycle 2018 below.

Mastura Ishak

mastura@might.org.my  

Contents Governments the world 
over are rethinking current 
assumptions to drive 
transformative blockchain 
applications

Policy and legal 
structures around the 
technology are still in 
the works

Government adoption of 
blockchain is expected 
to take another five to 
ten years

Blockchain offers a 
decentralisation option for 
various government functions, 
therefore promoting greater 
transparency

Managing the risks of a potential disruption posed by decentralisation
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Although blockchain is a technology 
that is yet to mature, it is expanding 
rapidly alongside other digitised 
technologies such as Digital Twin, 
IoT and Knowledge Graph in scaling 
the global digitisation trend. 

In view of this, conversations about 
blockchain have picked up steam 
over the last three years beyond 
fintech and various test cases have 
been deployed to understand its 
potential use and adoption. Hype 
and news about the technology 
have become more visible through 
the creation of new blockchain/
cryptocurrencies focused digital 
media such as Coindesk, CCN 
and  Cointelegraph. Some were 
created by evangelists and 

communities that thrive on the 
network effect of community meet-
ups, communication channels such 
as Telegram, Wechat and Slack, 
with Reddit and Github frequently 
referenced for double checking 
the information. As the technology 
develops further, more information 
about the technology can be 
gleaned from mainstream media 
that have built a specific platform to 
cover related news such as Forbes 
Crypto. However, as the blockchain 
technology morphs at high velocity, 
some of the news that was published 
in the previous six months could be 
rendered less than half accurate, 
and readers are advised to be as 
open to new ideas as possible.   

Gartner Hype Cycle For Emerging Technologies, 2018

Innovation 
trigger

EXPECTATIONS

Years to mainstream adoption

less than 2 years

As of July 2018

2 to 5 years 5 to 10 years more than 10 years
TIME

Peak of 
inflated 

expectations

Trough of 
disillusionment
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Plateau of 
productivity
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Biochips
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Smart Robots
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Smart Dust

Artificial General 
Inteligence

Blockchain for 
Data Security

Quantum Computing

Self-Healing
Systems Technology

AI PaaS

Brain-Computer Interface
Autonomous Mobile Robots

Augmented 
Reality

Hype cycle for emerging technologies, 2018

The above hype cycle, published by 
Gartner, detailed the development 
of blockchain applications in 
government sectors and other 
areas. (2) Mainstream adoption 
of use cases in government 
applications is expected to take 
another five to ten years, although 
currently some specific use cases 
involving blockchain, particularly 
in cryptocurrencies governance 
and law, have witnessed emerging 
economies such as Malta, Gibraltar 
and Bermuda, alongside more 
advanced countries such as Japan, 
Switzerland and Liechtenstein, take 
centre stage at the global level with 
efforts to host crypto currencies’ 
exchanges within a purpose-built 
legal framework. (3)
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Hype and news circulate 
faster now with focused 
digital media such as 
Coindesk, CCN and 
Cointelegraph.

Gartner Hype Cycle for Blockchain Business, 2017

Innovation 
trigger

EXPECTATIONS

Years to mainstream adoption

less than 2 years obsolete before plateau

As of August 2017

2 to 5 years 5 to 10 years more than 10 years

TIME

Peak of 
inflated 

expectations

Trough of 
disillusionment

Slope of 
enlightenment

Plateau of 
productivity

Complementary Currency

Green Money

Cryptocurrencies

Blockchain for Customer Service

Blockchain in Oil and Gas
Blockchain in Retail
Ricardian Contracts
Stable Cryptocurrency
Digital/ Cryptocurrency Fiat

Blockchain-Based ACH 
Payments

Smart Assets

Blockchain in 
Healthcare

Blockchain in 
Utilities

Blockchain in 
Insurance

Blockchain
Internet of Things
Blockchain in Banking and Investment Services

Distributed Ledgers

Initial Coin Offering

Blockchain (in China)
Blockchain in Government

API Economy

Quantified Self

Smart Contracts

Blockchain for CSP’s

Blockchain in 
Manufacturing

Blockchain in 
Supply Chain

Decentralised Autonomous 
Organisation

Blockchain in Life Science
Blockchain in Education

Cryptocurrency and 
Blockchain Regulation

The Programmable 
Economy

Digital Commodity
Exchanges

Bitcoin

While still at an early stage, 
cryptocurrencies, or in many cases 
defined as “crypto-assets” are permeating 
mainstream financial platforms in 2018, and 
involvement of government supported 
organisations in cryptocurrency/
blockchain initiatives such as the 
creation of connecting platform Bakkt by 
Intercontinental Exchange (ICE) that owns 
the New York Stock Exchange may signal 
about the increasing acceptance in the 
mainstream financial transactions (4).
To draw on the technology’s potential, 
early discussions about governments’ 
involvement have mainly focused on 
regulations around cryptocurrencies 
and tokenisation efforts. While the 
strategy is more about collaborating than 
competing, the adoption of applications 
for governments in areas such as 
attestation are becoming more common 
as governments and International 
Bodies such as United Nations  CEFACT 

published the whitepaper on blockchain 
(5)  and  International Organisation for 
Standardisation’s  (ISO) created TC 307 
committee on Blockchain and Distributed 
Ledger Technology (6) . These global 
platforms were created for nations to 
discuss the impact of the technology 
before setting a common standard for 
cross boundary transactions, with major 
impact expected on global trade and 
services, identity management as well 
as related issues involving security and 
data privacy etc. Meanwhile, the World 
Economic Forum (WEF) 2018 has also 
explored decentralisation through its 
theme “Creating a Shared Future in a 
Fractured World”. Within this context, 
many emerging economies find that 
formulating policy framework and 
strategies to create a sustainable future 
require a re-examination of current 
assumptions. Before cryptocurrencies 
become a mass movement, governments 
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need to think through how adopting 
the technology would catalyse the 
effort. (7)

This approach is very much relevant 
for a developing country like 
Malaysia. Government involvement 
in blockchain needs to be guided 
by the overall policy framework 
concerning the country’s future that 
sets the context for the adoption 
of use cases for itself (public) and 
its roles in promoting industries’ 
adoption (private). 

When the elements are inspected in 
this perspective, Malaysia needs to 
balance its internal needs in relation 
to its role among ASEAN neighbours 
and at a larger global level. Adoption 
of the technology does not only 
mean adopting the use cases for the 
sake of adopting a new technology, 
but it must exert a strategic impact 
over medium and long terms.

Some of the areas that have been 
a huge challenge for governments 
where it could also benefit from 
blockchain is managing government 
funding and procurement. The 
supply side of blockchain promotes 
transparency, traceability and 
cost savings for government 
procurement, but before it is done, 
consideration must be given to 
the current system, and the added 
“weight” to transaction time, cost 
and interoperability, which may 
narrow down its effectiveness to 
specific types of transactions.

One potential recipient could 
involve the Malaysian Industrial 
Collaboration Programme (ICP) 
under the Technology Depository 
Agency (TDA) Ministry of Finance.  
It manages the Economic 
Enhancement Programme 
(EEP), Offset and Countertrade 
programmes for government 
procurement above RM100million 
(EEO) and RM 50million for Offset 
and Countertrade. The high floor 
limit would help justify the added 
cost to the process, while focusing 
on high value procurement and 
transactions on blockchain would 
keep the transactions transparent 

and traceable. (8)
Likewise, another potential 
application would be the registration 
of companies on the 1-innocert 
certification programme. The 
programme, anchored by SMECorp 
and SIRIM, was developed with 
MIGHT’s inputs to foster innovation 
among homegrown companies 
through fast track funding and 
market access program. (9) What’s 
less recognised is that recipients 
must be Malaysian companies 
that have been in operation 
for at least two years with one 
year audited account. From the 
point of enterprising, certified 
companies would not be a fly by 
night companies, and putting the 
certification process on blockchain 
could become a verification of 
the legitimacy of the certification 
process and could be used as an 
added value in promoting these 
companies at global market.

Beyond financial transactions, 
another potential use case for 
Malaysia is to solve the high rate 
of accidents and fatality from traffic 
collisions. Statistics from 2013 World 
Health Organisation (WHO), stated 
that Malaysia was among the highest 
ranked countries with the riskiest 
roads after Thailand and South 
Africa at 23 deaths per 100,000 
population. The Malaysian Institute 
Road Safety Research (MIROS) 
research showed that 80.6% of road 
accidents were attributed to human 
errors. (9). Thus, collecting engine 
and drivers’ data using blockchain 
and other technologies could help 
companies and authorities mitigate 
the human risk element through an 
early warning system. Over the long 
run, it could also help transportation 
companies manage their risks and 
bring insurance costs down.

These are a few examples where 
blockchain could be used to 
address the challenges that are 
specific to Malaysia. There are 
many other instances of how the 
technology could be used to solve 
other challenges at hand in the 
government system, and they 
might be different than how more 

developed countries are deploying 
it. Perhaps Malaysia could test 
the viability of these ideas and 
applications through pilot projects 
before committing to any definite 
course of action. 

On deployment by the government, 
both Bank Negara Malaysia and the 
Securities Commission have created 
a benchmark and have led the way 
in creating the regulatory sandbox 
for testing ideas in a controlled 
environment, which could be 
adapted to suit the non financial 
ecosystem. 

As the clock ticks down, although 
there appears to be many pockets 
of opportunities, there are still 
many technological challenges 
that need to be solved before 
blockchain and DLT could be 
adopted. Interoperability, scalability, 
cost, reliability, cybersecurity, and 
in fact sustainability are some of 
the topics that are being discussed 
currently by communities and other 
commercial setups.  

In essence, blockchain should 
be looked at as the opening 
up of an opportunity to test the 
idea of decentralisation and its 
processes in managing the nation. 
Certainly blockchain does not solve 
everything, but understanding the 
technology would help Malaysia to 
manage risks better in the future. On 
top of this comes the responsibility 
to shape an honest perception on 
the formulation of policy framework 
in the face of an ubiquitous 
technology disruption.

Trend analysis remains very much 
crucial in managing and mitigating 
risks for both businesses and 
governments, but beyond this, 
governments need to look at 
blockchain beyond use cases but 
the fundamentals it represents – 
decentralisation.
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Blockchain supports the 
emergence of person-
to-person (p2p) and 
digitised technologies

Centralisation

Decentralisation
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Focused experimentation and solid 
hard work by an increasingly diverse 
range of organisations leading to a 

true understanding of the technology’s 
applicability, risks and benefits: not for 

another 3 years.

A b
re

akth
ro

ugh, p
ublic

 

dem
onstr

atio
n, p

ro
duct la

unch or 

oth
er a

ware
ness

 g
enera

tin
g eve

nt: 

th
e la

unch of b
itc

oin, e
th

ere
um

, e
tc.

A phase of overenthusiasm and 

unrealistic projections, which sees 

publicised activities result in early 

success, which also has its failures, as the 

technology is being pushed to its limits: 

ICO, DLT, low POC scaling, etc.

Te
ch

no
lo

gy
 d

oe
s 

no
t l

iv
e 

up
 to

 it
s 

ov
er

in
fla

te
d 

ex
pe

ct
at

io
ns

 a
nd

 ra
pi

dl
y 

be
co

m
es

 u
nf

as
hi

on
ab

le
: c

lo
se

d-
so

ur
ce

 

bl
oc

kc
ha

in
 p

la
tfo

rm
s.

The real-w
orld benefits of the technology 

are accepted, tools and m
ethodologies 

are increasingly stable: not for the next 5 

to 10 years.

BLOCKCHAIN

PHASE OF HYPE
CYCLE

Te
ch

nolo
gy tri

gger            Peak of inf ated expectation     Tro
u

g
h

 o
f d

isillusionm
ent         Slope of enlightenment    

     
   P

la
te

au
 o

f p
ro

d
u

ct
iv

it
y

Source: Gartner

VIEWPOINTS

www.myforesight.my - 25 -

4 | 2018



Contents 4IR innovations 
enabling growth in 
operations and profit

Eight new trends are 
pushing for industry 
penetration

Technological 
breakthroughs triggering 
new ways to build and 
work

Seeds of 4IR inventions are 
beginning to sprout across 
simulation, robotics, UAV 
and 3D printing sectors

Nadia Sullivan

nadiasullivan@might.org.my   
norsamtasli@might.org.my  

Norsam Tasli Mohd 
Razali  

Making sense of Malaysia’s fourth 
industrial revolution - construction
Sustaining growth through technology

VIEWPOINTS

www.myforesight.my- 26 -

4 | 2018



Technological breakthroughs in the not 
too distant future look set to reignite 
the construction industry’s growth. The 

emergence of new technologies is offering plenty 
of opportunities and creating new fortunes for 
the industry. In part, early promises of reduced 
operating costs and turnaround time are enabling 
greater flexibility in the areas of design and 
structure. This is making room for higher profit 
growth mostly welcomed by industry players. Now, 
construction companies can expand operations 
at amazing speed with these new technologies. 
Imagine a house built in only 24 hours thanks 
to a new 3D printing technology called “contour 
crafting” that reduces construction time by using 
a nozzle-equipped robot spewing out a flow 
of concrete mixture based on a programmed 
computer pattern.

Some developed countries are already getting 
ahead of this game-changing trend and similarly, 
many large companies have followed suit. Using 3D 
printing, for example, Dubai recently announced 
that 25% of the city-state’s new buildings will be 
made using 3D printers by 2025.

Currently, there are a lot of applied technologies 
being developed and soon, in line with the rise 
of the fourth industrial revolution (4IR), widely 
innovated construction methods will enable lower 
labour utilisation and considerable energy savings. 

This is a much needed break from the usual 
business as the 4IR will bring about a massive 
transformation. Given its potential, during recent 
World Economic Forum, Klaus Schwab said that 
the transformation was not only going to impact 
the industry but will also alter the way we live, 
work and relate to one another.

All these innovation activities are fuelling several 
major changes especially in the way goods and 
services are produced, delivered and consumed. 
Technology is increasingly the source enabling 
growth. What is significantly different is the way it 
is playing out to be a transition where conventional 
manual approaches will be phased out with 
digitalisation and automation. Towards these 
goals, digitalisation is combining multiple aspects 
of data analytics, digital access and connectivity to 
create autonomous and self-organising systems. 
In general, the transformation will impact the 
whole value chain, imaginably from design to 
onsite construction works and deconstruction.

Global construction sector is 
expected to grow 

of Dubai’s 
new buildings will be made 
using 3D printers by 2025.

this year

3.6% 

25% 
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“Construction 4.0” is a branch of the 4IR. The term is 
used to refer to the digitalisation of the industry. The 
construction sector has a strong competitive edge, 
which by 2025, will be radically transformed when 
leading expertise in architecture, design and engineering 
grows more prominent. A number of large companies are 
already leading the way—offering sustainable solutions, 
such as reaching an unprecedented result in lowering 
greenhouse gas emissions by as much as 50%.

This year, the global construction sector is expected to 
grow 3.6%. With new trends are taking over, the industry’s 
future looks more promising than it has ever been. Below 
are the top eight trends that appear likely to make the 
biggest impact over the next five years or so.

Construction 4.0 

1

2

3

4

5

6

7

8

Building Information Modelling (BIM)
BIM is a digital test mule that simulates the physical and 
functional characteristics of a building. The greatest 
case for BIM lies in the ability to make planning better 
and today, more and more contractors are using BIM to 
improve their work processes.

Project management software
Real-time project management software programs 
are improving and optimising the fundamentals of 
construction methods. Making a critical contribution 
in the building process, project management software 
packages enable data-driven decision making. 
These real-time software programs promote greater 
transparency, accountability and efficiency throughout 
the industry.

Virtual reality and augmented reality (VR and 
AR)
Realistic and immersive, VR can demo a virtual 
walkthrough to sell a property or pitch architectural 
ideas to clients. In construction, it can be effectively 
used to provide safety training for construction workers. 
VR can also be used to improve lines of communication 
especially for tasks such as selecting parts in a 
warehouse or sending repair instructions over mobile 
phones.
Mimicking real-world environment, AR devices overlay 
information, graphics or audio content through data 
and information. Construction companies can use AR 
to provide accurate measurements of building plans, 
building materials and frameworks to reduce the risk of 
errors and cut construction time. 

Robotics
Robotics is constantly gaining ground in construction. 
The use of robots in the building process can accelerate 
the completion of repetitive tasks. However, robotics still 
has a long way to go but in the long run, it is expected 
to introduce a faster, cheaper and safer way to work on-
site. 
Self-driving vehicles, masonry construction robots are 
some examples of the robotics’ arrival in construction.

Drones
With large sites and assets to manage, the use of 
drones in the construction sector means a significant 
change in the industry. Drones can be used for a wide 
range of purposes such as communication, safety 
and marketing. Drones offer numerous advantages 
for construction applications (e.g. site mapping and 
inspection, reporting, client updates and project 
monitoring.) To illustrate, drones can reduce the need 
for engineers to visit sites, while at the same time 
increase the frequency of location checking.

Modular construction
A modular building is the development of a building 
structure off-site, and then transported to the actual 
location without compromising on quality. It essentially 
moves 80% of the construction work off-site.
Often used in combination, now, jobs on-site can be 
done in significantly less time. Industry observers 
estimate job completion turnaround time to be reduced 
by about 65 times faster. 

Green construction
A green building by default is a building that’s designed, 
constructed and operated to reduce or eliminate 
negative impact to the environment. Quite possibly, 
green buildings could also contribute to a larger 
ecological footprint. 
On a similar note, green construction will attract a lot 
of attention. Construction managers and contractors 
will have to change their old ways and acquire the 
necessary capability to satisfy the most demanding and 
up to date green construction standards.

Improved labour
In construction 4.0, the workforce composition is 
anticipated to change. The rise of digital technology 
demands a new pool of tech-savvy and competent 
workers to emerge. 
Undoubtedly, knowledge workers will be the future of 
the industry. In general, the construction industry has a 
great opportunity to update its profile and become an 
appealing option for young jobseekers who are after a 
long-term career in a technological environment. 
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Self healing concrete

Carbon nanotubes

Transparent aluminium

If road concrete could heal itself, cities 
could save a lot of money.

Carbon nanotubes have the highest 
strength-to-weight ratio of any material 
on earth and can be stretched a million 

times longer than their thickness. 

Transparent aluminum could be used 
to construct towering glass-walled 

skyscrapers that required less internal 
support.

10 futuristic 
construction technologies that will change civil engineering  

Road printer

Temperature reactive tiles

Aerogel insulation

3D printed houses

Paved roads are suitable for 
communities because they are easy to 

maintain and repair.

This table changes color when 
something warm rests on it, thanks to a 

temperature-reactive surface.

A carbon sponge made of aerogel 
rests on this cherry blossom. While it 
is lighter than helium, it can absorb oil 

250-900 times its own mass.

Company building in Shanghai, China, 
able to build 10 houses in a day.

Vertical cities

Smart bricks 

Smart concrete

It is said by 2050, world population will 
be over 9.6 Billion. Companies are now 
developing buildings which will provide 
residences, workplaces and shopping 

areas.

These building blocks have knobs on 
the top and they connect exactly like 

lego pieces do.

Soaking roads and wet concrete 
causes major damage to infrastructure. 

Resolving this, tarmac uk has 
developed a product of asphalt which 

lets water soak through.

 (Source:WIPO, MyIPO & MIGHT Analytics)

The construction industry is going through a major change with innovative new technologies pushing for industry 
penetration updating and upgrading current ones. Ten construction trends below form the building blocks of 
“Construction 4.0” and hold massive potential to go mainstream.
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To revive Malaysia’s construction industry, there are a number of low hanging fruits that can be exploited. Studying 
trends led by other countries, invention and exploration on 4IR technologies are creating the platform upon which 
innovation operates. New inventions and innovations are making up a lot of ground in various technology platforms 
namely simulation, robotics, UAV and 3D printing. United States, China, Russia, Canada and Australia are among the 
front-runners with the most representations of 4IR patents accounting for 84, 39, 14 12, and 11 total patents, respectively.  

Patent analysis  

The 4IR is believed to bring stronger 
results to the country’s economy. 
By exploring and accelerating the 
take-up rate of the 4IR technologies, 
Malaysia could improve its 
socioeconomic performance. To 
date, invention activities are focused 
on civil engineering, building 
materials and process work-flow for 
improvement. From 2008 to 2015, 
the number of patents registered has 
averaged 60.5 patents a year, while 
the decline in 2016 and 2017 stood at 
35 and 10 patents, respectively. 

According to International Patent Classification (IPC), leading the charge is the 
general building category with 99 patents registered. Meanwhile, 57 patents 
were registered for chemical materials, 54 patents for foundation, 38 patents 
each for transportation and scaffolding, 37 patents for waste materials, and 
last but not least 27 patents were registered for layered products.

63 60.563 69 68
56 53

35

10

5359

Number of patent registered for year 2008 to 2017

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017AVERAGE

Number of patent categorised based on international patent code (IPC)

E04B E04C

E02D

B65D

C04B

E04G

B32B

General building 
constructions; walls, e.g. 
Partitions; roofs; floors; 

ceillings; insulation 
or other protection of 

building, 99

Foundations; soil-shifting-
foundations; excavations; 

embankments; underground 
or underwater structures, 54

Layered 
products, i.e. 

Products built-
up of strata of 
flat or non-flat, 
e.g. Cellular or 
honeycomb, 

27
Waste materials, 37

Materials chemistry-cements; 
concrete; artificial stone; 
ceramics; refractories, 57

Transporting-
conveying; 

packing; storing; 
handling thin 
or filamentary 
material, 38

Scaffolding; 
forms; shuttering, 

38

Source : WIPO Database, MyIPO Database, MIGHT  Analytics.

Source : WIPO Database, MyIPO Database, MIGHT  Analytics.
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United 
State (84) 

China (39) Canada (11)  Australia (11) Russia (14)

9

1

Big 
Data

10

4

1

1

1

9

BIM 
Cloud

16

2

1

19

UAV
22

2

11

Sensor
13

4

2

1

Virtual
Reality

7

10

6

22

2

Robot
22

26

13

5

5

Simu-
lation

49

12

7

1

3D
Printing

20

Further, the exploration of ground breaking 4IR technologies presents a great opportunity for the research and 
development in various technology areas. As the table suggests, simulation, robotics and UAV were the technology 
platforms that registered the most patents by top countries.

4IR 
TECHNOLOGY

Simulation

Electric digital data 
processing

Measuring distances, 
levels or bearings

Data processing 
systems or methods

Constructional features 
of aircraft structure

Spraying apparatus; 
atomising apparatus; 

nozzles

Recognition of data; 
presentation of data

Manipulators; chambers 
provided with 

manipulation devices

Radio direction-finding; 
radio navigation

Optical elements, 
systems, or apparatus

Data processing systems or 
methods

Image data processing or 
generation

UAV Robotics

Source : WIPO Database, MyIPO Database, MIGHT Analytics.

new exponential 
technologies hold massive 
potential to go mainstream.

From 2008 to 2015, an 
average of

patents were registered 
every year.

10 

60.5
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In “Construction 4.0”, simulation will 
see more widespread application. 
Real time data and image processing 
will be used to great effect to mirror 
the physical world in a virtual 
model. This allows industry players 
more room to maximise machines, 
products and humans’ workflows. 
So far, the technology has exhibited 
the ability to drive down machine 
setup times. Soon, it will be used 
even more to identify bottlenecks, 
maximise efficiency and prevent 
occupational hazards. 

Onto robotics, the focus has 
been put on improvement gains 
across the construction process. 
This includes spraying, atomising 
apparatus, manipulating devices, 
advancing the use of optical 
systems and apparatus for major 
construction works. 

Meanwhile, invention activities 
around UAV have focused on 
the development of generic UAV 
features. These features cover 
radio navigation and recognition, 
presentation and data monitoring 
of which we are likely to see more 
UAVs at construction sites for 
maintenance and inspection works. 

Patent analysis is one indicator 
that can be used to measure 
the innovation performance of a 
country. Malaysia has the potential 
to improve its socioeconomic 
performance through dispersed 
innovation in construction. Most 
striking, there appears to be a 
trend pointing toward faster 4IR 
technology adoption led by large 
construction companies. This will 
be a boon to the industry in the near 
future and will undoubtedly improve 
overall industry practices. 

The 4IR is inevitably here and it will 
bring great benefits to the industry 
at large. New technologies have a 
lot to offer and will lead to greater 
efficiencies. Now, city authorities, 
private developers and residents 
have at their disposal tools to better 
plan, visualise and manage urban 
development as well as operations. 
Over time, these technologies and 
capabilities will become much 
more cohesive to support intelligent 
work procedures and evidently, 
streamline the construction sector 
once again.

Taking off globally, advances such 
as reduced construction costs 
and lower environmental effects 
from more efficient use of scarce 
materials are hugely beneficial in the 
long run. In its net effect, innovation 
and sustained development effort 
are the lifeblood of the revolution—
and have the ability to narrow global 
infrastructure gap even further. 

In order to stamp the 4IR’s hallmarks, 
the construction industry needs to 
create new jobs, drive economic 
growth and provide a viable solution 
to address a host of formidable 
social, energy and environmental 
challenges. But unlike other periods 
of significant change, governments 
and the industry need to collaborate 
and rethink their strategies to deal 
with each country and market’s 
unique challenges. And in Malaysia’s 
case, it is the country’s ageing 
population. However, the issue is not 
just unique to Malaysia.

Overall, industry players must 
thoroughly consider the evolving 

needs of the industry in end-to-end 
project management to draw on 
the 4IR’s emerging technologies. 
At least, that’s what conventional 
wisdom holds. The reality, though, 
is more complex as the take-
up rate of new technologies is 
never fully aligned. Construction 
companies will certainly have to 
scour their operations for ways to 
boost efficiency to find an edge. 
The real challenge therefore lies 
in building “smarter”. Without 
question, the only way to achieve 
this is to embrace technology and 
productivity-enhancing innovations 
to improve decision making and 
work procedures. However, before 
we hop on the 4IR map, let’s get the 
fundamental right in the first place. 
It’s not just about building faster, 
taller buildings, but building smart 
for a sustainable shared future.

Conclusion  
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It was last year when scientists in China 
developed several types of rice that 
can be grown in seawater, potentially 

creating enough food for 200 million 
people. Researchers have been trying to 
grow the grain in salty water for decades 
but have only now developed varieties 
that could be commercially viable. The rice 
was grown in a field near the Yellow Sea 
coastal city of Qingdao in China’s eastern 
Shandong province. Different types of the 
grain were planted to investigate which 
would grow best in salty conditions. Back 
home, agriculture remains an important 
part of the nation’s economy in the new 
millennium for a growing populace with the 
challenge to provide both food security and 
food safety (FSFS), as well as sustainable 
development and wealth creation. 
Switching from conventional farming to 
high technology farming is important to 
meet food supply needs in line with the 
increase in the country’s population. Food 

production must be increased to assure 
self-sufficiency for the coming generations. 

The need for more food produced more 
efficiently—coupled with escalating 
demands that food need to be produced 
more sustainably—is driving the 
development of new technologies aimed 
at intensifying the efficiency of farms and 
farming. Some of these farming innovations 
involve bringing to bear new data-driven 
insights to improve operations, reduce 
waste and losses. Others involve adopting 
new technologies—drones and robotics, 
sensors and monitors, augmented reality 
software, as well as focusing on increasing 
overall agricultural productivity.  

Azmil Mohd Amin 

azmil@might.org.my   

Nur Amira Muhammad  
amira@might.org.my  

Emerging technologies to 
improve food security

Contents Algorithms and predictive 
analytics to free up 
productivity constraints

New technologies to help farmers 
catch up with increasing demands from 
population and consumption growth

Shrinking amount of arable land 
calls on new farming techniques to 
increase efficiency

Potential solutions to improve productivity 
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UN global population 
projection

2018 2030 2050 2100

Drivers  

New agricultural technologies  

Expanding populations

The UN projects that the global population, from 7.6 billion as of today 
will grow to about 8.6 billion in 2030, 9.8 billion in 2050, and 11.2 billion in 
2100. This steady population increase is heightening the demand for food 
and agricultural productivity. Today, much of the world is waking up to the 
situation. In contrast, Malaysia’s population is projected to grow linearly 
and the Federation of Food Organisation (FAO) indicates that Malaysia’s 
population is expected to reach approximately 43 million people in 2050. 

Expanding middle class 

The Brookings Institution estimated that at the end of 2016, the size of 
the global middle class was about 3.2 billion people. Yet Brookings also 
projected that the global middle class would add another 160 million 
people every year over the next five years—a 25% increase in that time. 
Similarly, the population increase and middle-class expansion will raise 
the demand for both fresh produce and meat. 

Limited availability of farmland

The amount of arable farmland is a finite resource, with just an estimated 
40% of the world’s land available to grow crops. Though the demand for 
food will continue to steadily increase in the coming years, at best, the 
amount of arable land will remain the same or otherwise shrink—thus 
adding an increasing urgency to improve agricultural efficiency. 

Sustainability imperatives

As consumers and governments increasingly demand it, the push 
for more sustainable use of natural resources across all sectors of 
enterprises—especially agriculture, which accounts for one-third of 
global greenhouse emissions—will become more urgent over the next 
several decades. Sustainability imperatives encompass everything from 
energy use to reducing or eliminating waste, recycling and reuse to (as 
much as possible) participation in the circular economy. In agriculture, 
sustainability efforts focus not just on making the most out of the limited 
amount of available farmland, but also reducing the use of resources 
such as fresh water—70% of which is being used in agriculture.

A number of compelling demographic, economic and social factors are driving the innovation 
of several technological solutions to modernise farming tools, methods and technology:

Given the increasing demands of the global food system and the mounting pressure to 
become ever-more sustainable, a number of new technologies are becoming more prevalent 
in farming, especially on megafarms (large, factory farms). The need to expand skilled and 
semi-skilled labour force from the pool of human capital to replace foreign workers through 
technology intensification and innovation agro-food programmes is a serious undertaking. 
Fields such as farm management, precision farming, biotechnology, mechanisation and 
automation, bioinformatics, process engineering, food traceability system, entrepreneurship 
and development of product marketing have been identified as key areas to be focused on. 
After a succession of developments, the wave of big data may sweep farmers off their land, 
unless they mark out a course in good time and decide which problems digital technologies 
should address.
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24/7 Sensors and real-time monitoring

Farmers are increasingly using round-the-clock smart 
sensors to monitor real-time crop and livestock health, 
soil quality, and weather—tracking sound, sight, or touch 
to provide constant and consistent observation and 
information about their farms. In addition to providing data 
that will feed smart (AI) systems to enable more efficient 
and effective farm management, 24/7 monitoring allows 
quicker, more efficient and appropriate responses and 
interventions to changing conditions that the sectors 
detect. 

A handful of farmers are employing sensors in agricultural 
equipment and machines, some are transported on 
drones or larger aircraft to collect data on soil, crops, and 
livestock to furnish aerial photographs, thermal images, 
near-infrared data and the likes. The rising use of sensors 
to monitor growth of crops and livestock will yield a 
deeper, more granular understanding of the relationship 
between a wide variety of growing conditions (soil 
composition, irrigation, light, temperature, diet, exercise, 
etc.) and agricultural productivity.

Drones, robotics, AI, and automation 
platforms

Fully autonomous or semi-autonomous (i.e., requiring 
the presence of a human operator) robots, drones, and 
other intelligent farm machines augment efficiency and 
improve worker safety as well as save costs (especially 
labour costs). Indeed, many tasks once performed 
by farm hands—everything from milking cows to 
irrigation—have become almost fully automated on the 
contemporary farm. 

Over the next several years, agricultural robots will likely 
see improvements in miniaturisation, the integration 
of more sensor technology and communication, and 
efficient use of energy. In addition, upgrades will largely 
focus on improving navigation and manipulation in 
unstructured environments. As a result, robots on farms 
will take on an even greater share of hard manual labour—
especially the more mundane chores of farming.  

In addition to taking on more tasks, robots and automated 
systems will become smarter. In strict productivity 
terms, as more and more robots perform autonomously, 
their sensors will allow them to accumulate an ever-
expanding set of data—which will in turn improve their 
ability to evaluate situations and use algorithms to make 
better decisions.  Another example, a six-legged robot 
named Prospero is roaming test fields in the US, planting 
individual kernels of corn in exactly the right spot for the 
plant to take root. And for several years now, Prospero 
has been wandering the fields of Germany unassisted, 
testing the ground and picking weeds that threaten the 
main crop.

Malaysia being one of the largest exporters of palm 
oil in the world—has launched a national IoT plan with 
agriculture as one of the priorities. It wants to ramp up 
farming capacities and envisions generating 1.4 billion 
(US$320 million) in 2020 with smart farming tech. MIMOS, 
the country’s ICT R&D centre, has developed an IoT 
platform that captures environmental data and shares 
it across agricultural producers, traders and suppliers. 
MIMOS is also trialling sensors in farms where IoT is being 
used to detect the right time to pollinate oil palm flowers 
where sensors will also be used to track the health of fish 
in breeding ponds and automate irrigation.

Precision agriculture and predictive data 
analytics

While sensors and robots will in themselves improve 
farming efficiency and compile massive amounts of 
useful data, it will require considerable analysis to 
convert the growing amount of big data available to 
farmers into actionable insights: relevant and usable 
information that helps them better manage operations. 
To create actionable insight out of data, analysts or their 
computers need to review all the data, decide what is 
relevant and important, make sense of what all the data 
means, and present both the data and its insights in ways 
that are meaningful to the intended users. For this reason, 
the coming years will see a profusion of technologies 
designed to channel analysis of farm related to big 
data toward making better decisions—decisions that 
will increase efficiency, save energy, manage risk, and 
optimise farming operations.

Smart farming

Smart farming—also called precision agriculture or lean 
farming—brings together many information technologies 
to improve the efficiency of agricultural production 
systems. Indeed, the key to precision farming technology 
is the application of real-time monitoring (through sensors) 
and data analysis, using algorithms that model and 
predict outcomes. Data-driven precision agriculture—
coordinating detection, evaluation, decision rules, and 
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Malaysia wants to ramp up 
its farming capacities to 
generate 

RM1.4 billion 
(US$320 million) 
in 2020 through smart 
farming.

the execution of actions—will not only allow 
farmers to reduce such operational costs 
as seed, feed, medication, harvesting, and 
energy expenditures, but also maximise 
yields and therefore profits.

3D printers

Offering both convenience and cost 
savings, 3D printing has limitless agricultural 
applications. Although once confined to 
moulding objects out of plastics, 3D printers 
can now create objects printed layer by 
layer from plastics, glass, metals, vegetable 
material, and even biological tissue like 
bones and organs, making the machines 
much more versatile for agricultural 
enterprises’ use. Virtually anything that can 
be designed using 3D CAD software can 
be printed on a 3D printer: gears, hinges, 
fixtures, mounting brackets, valves and 
hundreds of other objects and parts.

The addition of one or more 3D printers 
on a farm can thus result in substantial 
time and money savings for farmers as the 
availability of spare parts in rural and often 
remote environments can be a real struggle. 
Farmers who own, share or use a 3D printer 
can therefore save time, money, and hassle 
by manufacturing their own agricultural 
tools, equipment and replacement parts for 
machineries (including drones and robots) 
that break down. 

The advent of 3D printers in farming may 
force agricultural equipment makers to rely 
more on know-how than manufacturing 
to generate revenue. Farmers making 
their own replacement parts and tools 
will have less need to buy the parts and 
tools themselves, but a greater need to 
buy the computer assisted design (CAD) 

software and specs that will allow them to 
manufacture what they need on their own.

Augmented and virtual reality

Augmented reality (AR)

Augmented reality (AR)—goggles or glasses 
that superimpose an overlay of explanatory 
data on what the viewer actually sees in 
real-time will also play an increasingly 
significant role in farm operations in coming 
years, both as information platforms and 
training tools. 

As monitoring becomes more prevalent 
on farms, AR will provide an ideal platform 
for delivering data collected on individual 
plants, animals, and farm operations. When 
looking at an individual corn, wheat plant 
or a cattle with AR goggles, the farmer 
has his vision augmented with a display 
of detailed information about the plant or 
livestock: the plant’s height and health, 
the soil’s water saturation and irrigation 
schedule, the animal’s registration number 
and information on its health status and 
diet—almost any fact about that plant or 
animal that has been digitally recorded. So 
while looking at each animal or plant, the 
farmer will be able to visualise key metrics 
and apply the knowledge immediately. In 
this way, AR will deliver actionable insights 
derived from Big Data precisely at the 
moment when the specific plant or animal 

in question is in front of the farmer. 

Farm management 
software, algorithms and 
big data to help farmers 
make daily decisions on how 
to work their crop fields
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Modernisation that incorporates innovative new technologies into farm 
operations is much more than just a matter of staying on the cutting edge. It 
allows farmers and farm operators to cut operating costs, which in turn will 
enable farms to make their products more cost competitive. Nevertheless, 
what will be left for farmers to do when agriculture is digitalised and automated? 
Will they be reduced to servants of algorithms and of machines that require a 
few remaining manual manoeuvres, or will they take on a new role? Perhaps, 
this leaves farmers to assume the role of technically skilled researchers, as 
new diseases emerge, organisms migrate, and unusual cases and technical 
problems arise, our farmers may no longer steer tractors themselves, but they 
will still have to check the fields and stables, take care of specific tasks and 
improve systems interactively on an ongoing basis.

Planting the seeds of the future
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Take a look back in history, Society 
1.0 was defined as a group of people 
hunting and gathering in harmonious 

coexistence with nature. Not long after 
Society 1.0, next, Society 2.0 gathered a 
group of people based on agricultural 
cultivation. This then created a favourable 
climate for Society 3.0, a socio-economic 
movement that promoted industrialisation 
through a revolution, making mass 
production viable. Following on the heels 
of the third revolution, Society 4.0 was an 
information society that recognised added 
values, connected intangible assets and 
combined them to form a network of 
information. Finally, changes are afoot again 
with the creation of the next Society 5.0. 
While not entirely a departure from what 
Society 4.0 was, Society 5.0 builds upon 
its previous iteration and sets a course to 
a prosperous human-centred society. This 

time, let’s delve into what this prevailing 
concept has to offer.

Firstly, a prerequisite move in swiftly 
building a Society 5.0 is to get Big Data 
collected more seamlessly by IoT players. 
This vast new troves of information will be 
converted into a new type of intelligence 
we now know as Artificial Intelligent (AI). 
This is the keystone of Society 5.0 and it 
will touch every corner of the society. This 
means, in effect, Japanese citizens will 
be provided with only the products and 
services they need, in the exact amount 
and at the specific time needed. Even 
more constructive perhaps is Japan’s 
effort to practically increase the threshold 
of its comfortable and sustainable 
living standards with higher technology 
adaptation. Smart indeed.

SOCIETY 1.0

SOCIETY 3.0

SOCIETY 2.0

SOCIETY 4.0

Hunter-gatherer society

Industrial society

Agrarian society

Information society

Japan’s Society 5.0 upkeep

Contents Society 5.0 borne out 
of necessity—a new 
social fabric woven by 
technology

Japan is boosting 
innovations of the 4IR to 
generate growth

Technology adoption to be 
draped around human touch and 
be more attuned to the needs of 
Japan’s society.

Where men and machines improve wellbeing

Nadia Sullivan
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Society 5.0 isn’t rocket science. It simply takes full advantage of what 
current technology has to offer to become a smart society. Potentially just 
as fascinating is the sight where robots are employed in Japanese houses 
and these smart robots communicate with their adopted families. Private 

What is Society 5.0?  Learning from the 
Japanese

01010101010
01010101010
01010101010 AI

BIG
DATA

IoT

SOCIETY 5.0

In Japan, as part of its Fifth Science 
and Technology Basic Plan (FY16 
to FY20) announced in April 2016, 
the Japanese government aims 
to mobilise what it calls a “Society 
5.0,” or a “Super Smart Society.” In 
resonance with this concept, Society 
5.0 seeks to provide a common 
societal infrastructure to enhance 
citizens’ prosperity based on an 
advanced service platform.

IT is the make up of a smart society 
and connectivity brings a lot of 
benefits to it. Well ahead of others, 
Society 5.0 attempts to usher in 
the transition from a technology-
centred approach to a human-
centred ideal to take full advantage 
of the advancement in science and 
technology, especially A.I.

The approach is two pronged. First 
is to create a society that can face 
up to a host of current challenges 
and then enhance innovations of 
the fourth industrial revolution. 
Harnessing the power of digital 
intelligence, Society 5.0 aims to 
reshape society by embedding 
IoT, big data, AI, robotics, and other 
technologies throughout daily living. 
By leaning into the opportunity 
with readily available technologies, 
the society of the future will 
continuously create enormous 
values and services, making living 
more conformable and sustainable.

Similarly, just as Industry 4.0 
is the digital transformation of 
manufacturing, Society 5.0 tackles 
Japan’s unique challenges with roots 
that extend far beyond economic 
digitalisation in accelerating the 
digitalisation progress of the 
Japanese society.

Anticipated progress in IT will 
continue to provide Japanese 
citizens with a tremendous window 
of opportunity that spans innovation, 
growth, and prosperity through 

conversations will be automatically uploaded to cloud, analysed by AI and 
downloaded back to the robots to perform a wide range of functions. As a 
result, millions of conversations will be stored in cloud for monitoring and 
improvement objectives.

Weaving this new social fabric, Society 5.0 aims to increase the quality of life 
in a meaningful way rather than just increase the power of technology. The 
main goal here is to facilitate human prosperity and provide a tailored solution 
for the supply of goods and delivery of services in relation to how a particular 
group of consumers require them.

More broadly, wellness is the lofty aspect pursued by Society 5.0. Against the 
backdrop of current demographic challenges, the suite of technology adopted 
in Society 5.0 needs to respond precisely to a wide variety of social needs. 
As such, technology needs to fashion what it can offer in new ways not very 
common before to accommodate everyone from all tiers of the society. The 
strategy, on which everything Society 5.0 does is designed to give everyone 
access to high‐quality services, overcome differences of age, gender, region 
and language to live a comfortable life. 
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Society 5.0, Japan is going beyond Industry 4.0 with a 
people first focus

Issues: 

Supporting an ageing population requires deeper resources. The 
decline in vitality will be particularly acute if not addressed properly. 
In the years to come, Japan has to cope with rising medical and 
social security expenses and needs better facilities to care for the 
elderly. 

Solutions: 
• Connect and provide a sharing platform for medical data that 

includes medical check-up records and treatment log
• Put remote medical care services into practice
• Use AI and robots at nursing-care facilities to reduce medical 

staff workload and dependence.

By means of connecting and sharing medical data with hospitals, 
patients’ data can be easily collected to provide consultation and 
the medical treatments that follow. Remote medical care makes it 
possible for the elderly to monitor their health conditions at home, 
and they no longer have to pay a visit to the hospital as frequently as 
before. 

Healthcare

human-machine collaboration and co-creation. However, the development also presents 
unprecedented ethical, legal, social, security, privacy and safety challenges that need to be 
addressed before the true benefits of these opportunities can be realised. 

For Japan, a super-smart society is not 
just an aspiration, it is a necessity. While 
Germany is best known for its Industry 
4.0, Japan is taking it a step further. The 
government wants to create a society that 
not only thrives in the next digital economy, 
but also leverages the positive changes 
that digitisation brings.

It all started when Japan was looking for 
new ways to overcome the many disparate 
challenges the country was facing, 
particularly concerning its aging population. 
Projections into the future showed that 
Japan’s older citizens (65 years old and 
above) will grow out of proportion and are 
expected to reach nearly 40% of Japan’s 
population by 2065. Consequently, this 
unhealthy outlook will inevitably stretch the 
country’s workforce well beyond its depth 
and capacity.

Impacts of the world’s ageing population 
will be more immediately felt in Japan 
considering its demographic composition. 
Thus, to avoid placing strains on the 
country’s economy, Japan’s focus in 
creating Society 5.0 hinges on broad 
improvement in healthcare, mobility and 
smart city infrastructure. Of course, Japan is 
also looking into dismantling old business 
practices with financial services that offer 
better facilities for its citizens.

Besides this, Japan faces other pressing 
challenges such as pollution and natural 
threats. Fortunately, for each of these 
problems, Society 5.0 offers innovative 
methods to reduce the risks involved.

Robots are poised to change 
Japan’s Society 5.0
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Japan’s population by 2025

Japan is considering use of 
blockchain to get around 
burdensome remittance 
issues and global transaction 
security threats.

Solutions: 
• Promote use of autonomous taxis and buses for public transportation to make rural 

transportation more readily available
• Improve distribution and logistics’ efficiency by introducing innovations such as a single 

driver cargo truck that is followed by a convoy of unmanned vehicle systems and drones.

Going to the store or the hospital will no longer be an issue with autonomous vehicles, for 
example, drones will be able to provide a wider route-coverage especially for those staying in 
underpopulated areas. Drone technology locates and provides faster services in areas lacking 
access to public transportation.

Issues: 

A population decline has resulted in 
underpopulated rural areas. The lack 
of access to public transportation 
is alarming while the fast-growing 
e-commerce market segment faces 
delivery worker shortage. 

Mobility

Issues: 

Deterioration of public infrastructure 
developed during Japan’s rapid 
economic growth period has 
caused a shortage of skilled labour 
and increased financial burden on 
inspection and maintenance works.

Solutions: 
• Adopt the use of sensors, AI and robots to inspect and maintain roads, bridges, tunnels 

and dams.

To run new technologies such as ICT, robots and sensors for inspection and maintenance 
works however, require specialised skills. Despite this, defect detection and repair work can be 
executed in significantly less time. Additionally, this can minimise accident risks and at the same 
time improve safety as well as productivity outcomes.

Smart infrastructure

40%
aged 

65 and 
above
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Challenging the status quo

It remains to be seen how fast Japan can mobilise its 
Society 5.0 action plan but nobody is betting against 
them. By fashioning this proposition with all the fluid 
technological applications and resources available 
today, Japan aims to create new values to accommodate 
its people and the distinct challenges they currently 
face. Certainly, Society 5.0 is generating a lot of buzz as 
governments ponder the potentially large part technology 
could contribute to a better and more sustainable living. 
In a nutshell, improving wellbeing lies in the myriad ways 
men and machine are able to appreciate and participate 
both in cyber and physical spaces.
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Issues: 

A large portion of Japanese transactions are still conducted in 
cash despite cumbersome bank procedures. Usage of IT is still not 
widespread enough and installation of cashless payment systems 
and convenient financial services still have a lot of catching up to do.

Solutions: 
• Use blockchain technology for money transfer 
• Introduce open application programming interfaces (API) to 

FinTech firms and banks
• Promote cashless payment

Overseas’ remittance is sometimes burdensome as Japanese online 
banking users are often required to spend more time and incur high 
transaction processing fees. However, with blockchain technology, 
Japanese citizens can cut time and costs down yet get better security 
protection in carrying out global business transactions.

Financial services
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“Royal flames will carve the path in chaos

Bringing daylight to the night

Death is riding in the town with armor

Because thail take all your rights

Hail to the king, hail to the one

Kneel to the crown, stand in the sun

Hail to the king (hail, hail, hail, the king)

Blood is spilled while holding keys to the throne

Born again, but it’s too late to atone

No mercy from the edge of the blade

Thail’ll escape and learn the price to be paid”

- Avenged Sevenfold -

Megat Shahrul Azam 
Megat Burhainuddin 

megat@might.org.my  

Contents Digital leaders are 
breaking the stereotype 
of command and control

Digital leaders 
collaborate effectively 
with their coworkers

An emerging management 
style that conveys purpose 
and direction is the organ of 
leadership 4.0

Leadership 4.0: All hail the future king
Empathetic leaders to capture the future

Oh how times have changed from ye old age of how we 
perceive on what the requisites in becoming a King have been. 
Gone were the days where blood is shed and challenges are 

overcome. No more do we see where Kings are determined based 
on the tip of a sword and their strength in battle. It’s the journey from 
where we were and to where we are now that depicts the evolution 
of Kings or in other words the Evolution of Leaders. 
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According to MindTools, the word 
“leadership” can bring to mind a variety of 
images. For example:
• A political leader, pursuing a 

passionate, personal cause.
• An explorer, cutting a path through 

the jungle for the rest of his group to 
follow.

• An executive, developing his or 
her company’s strategy to beat the 
competition.

MindTools also reiterates that leaders help 
themselves and others to do the right things. 
They set direction, build an inspiring vision, 
and create something new. Leadership is 
about mapping out where you need to go 
to “win” as a team or an organisation; and it 
is dynamic, exciting, and inspiring.

Yet, while leaders set the direction, they 
must also use management skills to guide 
their people to the right destination, in a 
smooth and efficient way.

If we look back in time, we can see 
leadership as a concept—and as a set of 
qualities—has changed almost beyond 
recognition.

In the beginning, power of leaders came 
from sources which were divine or mythical 
in nature. Think of how Arthur became King 
by pulling a sword from a stone which 
was once the acceptable standards in 
acknowledging the divine rights for kings 
to rule. During those ancient times, people 
ruled because they happened to be born 
into the right family or because they could 
command the strongest armies. Those 
were the days leadership meant giving 
orders and being obeyed, usually because 
of fear of retribution, whether in this lifetime 
or the next. As they say during those days, 
“Off with their heads”.

Defining leaders during those days: 
authoritarian, insulated from followers, 
demanding and dominating, expected 
unquestioning obedience, used fear and 

abuse to coerce their followers, and were 
rare—people felt that few people were 
capable of being powerful leaders.

Fast forward to the 21st century, digital 
technologies have disrupted everything, 
not only within IT, but also leadership styles 
and how we manage our organisations. 
Leaders at every tech company are not 
digital leaders, but it is undisputed that Elon 
Musk and Mark Zuckerberg are two of the 
best examples today. 

First and foremost, there is a difference 
in management styles. Both men have 
the gift to inspire their employees to 
innovate and “hold” onto these ideas. Their 
acumen in applying benchmarks of digital 
leadership shows a fast, cross-hierarchical, 
cooperative, and team-oriented approach 
often integrating the innovation peak ideals 
of Silicon Valley. Above all, the personal 
competence, the mindset, and the 
application of new methods (or instruments 
such as “design thinking”) are crucial.
According to Oxford Leadership there are 
several traits that are exhibited, ones that 
we also use to differentiate Leadership 4.0.

What is leadership?  

The evolution of 
leadership?

Brian Bacon, Chairman and founder – 
Oxford Leadership

“

“

Leadership in the 4th 
Industrial Revolution will 
be defined by the ability 
to rapidly align & engage 
empowered, networked 

teams with clarity of purpose 
and fierce resolve to win.

The future is invented and 
designed; a digital leader 
knows innovations are 
based on a team’s focus on 
a common goal to make 
the best possible use of the 
abilities of each individual 
(Right Potential).

Leadership 4.0 is about the 
involvement of employees, 
their individual abilities, 
motivations, and ideas.
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Responsibility

Traditional managers clearly define responsibilities, roles and are team-oriented. Cross-
functional tasks beyond the manager’s outlined hierarchy immediately lead to conflicts.

Digital leaders learn how to distribute tasks according to the situation and team competence, 
where the abilities of managers together with employees are continually linked; success 
means all participants contribute their competence through networking and intelligence.

Results

Traditional managers control orders, plan resources, and evaluate results (and as a rule, 
their own comfort zone will define the borders of a project).

Digital leaders control voting processes and discourse, evaluate tasks and results together 
with team members, and use resources according to potential and competence (cross-
functional and cross-hierarchical); practical results are generated by integrating constant 
feedback between internal and external stakeholders.

Distribution of information

Traditional leaders typically distribute information under an obligation to provide data in a 
“strategic” and piecemeal manner (embodiment of the “knowledge is power” syndrome). 
Freedom of information (or choice) leads to control mania.

Digital leaders create a transparent framework, counts on a “collectable debt” of self-
responsibility and proactive behaviours.

Objectives and assessments

Assessing the performance of employees individually in fixed cycles is within the comfort 
zone of a traditional manager. Situations determine the need for assessing employees and 
teams equally by a digital leader, with exchange/ feedback continually occurring.

Mistakes and conficts

Rules with consequences for violations avoid mistakes are the hopeful path the traditional 
manager takes before conflicts occur. An open atmosphere with the learning effect in errors 
is endorsed by digital leaders, who places the company’s own responsibility for solutions 
in the foreground.

Change

Maintaining budgets, stable quality, and minimise risks are a priority for the traditional 
managers, leaving little room for creativity. The energy of a digital leader sustains the high-
level willingness and ability for change within the company while deliberately promoting as 
well as encouraging high agility between the market, customers, and employees.

Innovation

Creating the latest ideas for new products is typically extremely challenging for a traditional 
leader, as it does not fit the normal cycles or processes. The future is invented and designed; 
a digital leader knows innovations are based on a team’s focus on a common goal to 
make the best possible use of the abilities of each individual (right potential). Innovation is 
learnable; this is helped by transforming old structures through the use of multidisciplinary 
teams, flexible working environments, and creative processes.

Seven things successful leaders in the digital age do differently
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The Importance of shifting mindset and a 
view of the world today

The future of leadership

“

“

The true mark of a leader is 
the willingness to stick with 
a bold course of action—an 

unconventional business 
strategy, a unique product-
development roadmap, a 
controversial marketing 

campaign—even as the rest 
of the world wonders why 

you’re not marching in step 
with the status quo. In other 

words, real leaders are happy 
to zig while others zag. They 
understand that in an era of 
hyper-competition and non-

stop disruption, the only way to 
stand out from the crowd is to 
stand for something special.

Bill Taylor, from article “Do You 
Pass the Leadership Test?”

References:

1. MindTools Content Team, Article 
Titled: “What Is Leadership?”

2. Virgin Website, Article Titled: A 
brief history of leadership through 
time”. By Ali Ahmed, 12 September 
201

3. Jan 19, 2017, Leadership 
Thoughts (Blog), Author, Christina 
Boesenberg, Fellow, Article Titled: 
“7 Characteristics of Leadership 
4.0 – What successful leaders do 
differently”

4. http://thehumanfactor.biz/six-
future-leadership-trends/, Author 
Monica Wells

It has been said that it is more difficult to sustainably change yourself from 
within than learned new skills. This is because adjustments mean new thought 
patterns are adopted, developed as habits, and energise future actions. Easy 
you say? I assure you it is not. 

According to Oxford Leadership, agility is the key principle of digital leadership, 
relating to customer orientation and responding directly to the needs as well 
as desires of a target group. At the same time, Leadership 4.0 is about the 
involvement of employees, their individual abilities, motivations, and ideas. 
An open, transparent, and innovative culture is the basis for high agility, rapid 
market adaptation, and the DNA within the digital leader.

Digital leaders must give much more responsibility to their teams in order 
for them to efficiently react to robust changes in the market by giving their 
employees a lot of freedom (and trust) in their own decisions. The co-creative 
fast community culture of the world today requires a high learning flexibility of 
each individual as essential.

The future cannot be dictated from the outside; it is invented and designed 
from within.

Taking into account the fast-changing world today, leadership is bound to 
change radically in the near future. Due to the unpreparedness of many leaders 
towards the economy around them, leadership development programs 
should provide training aimed at developing skills for addressing problems 
arising from economy globalisation and current leadership gaps.

According to Monica Wells, a Team Leader at http://www.bizdb.co.uk/ we’ll 
surely see more management policies fostering sustainability and witness a 
transition from the autocratic, command-and-control management style to its 
democratic variety. When it comes to leadership of the future, we’ll finally see 
its human face employed as a growing factor in business success by many 
global brands.

Taking into account the fast-changing world today, leadership is bound to 
change radically in the near future. Due to the unpreparedness of many leaders 
towards the economy around them, leadership development programs 
should provide training aimed at developing skills for addressing problems 
arising from economy globalisation and current leadership gaps.

According to Monica Wells, a Team Leader at http://www.bizdb.co.uk/ we’ll 
surely see more management policies fostering sustainability and witness a 
transition from the autocratic, command-and-control management style to its 
democratic variety. When it comes to leadership of the future, we’ll finally see 
its human face employed as a growing factor in business success by many 
global brands.
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On the economic front, the weather has been quite tempestuous in the 
past few months with strong Western headwinds colliding with Easterly 
winds. Threats of tariffs and economic actions have materialised into 

tit-for-tat retaliations that are quickly unfurling into a potential trade war with 
massive worldwide impact. What began as a move from the United States 
(US) against China has now begun to escalate into US versus the world.

The actions we see today are not new. In fact, this is a pendulum swing to the 
past when wars among nations were fought not on the physical battlefield but 
on attacking what hurts the most—a nation’s economy.Tan Shu Ying, PhD

shuying@might.org.my  

When air masses collide: 
Bracing for a trade war

Contents Perverse changes in US 
tariffs are impacting world 
economies

Consumers on the losing 
end when two of the world’s 
biggest economies lock horns

The biggest opportunities could 
be just outside smaller nations’ 
comfort zone

US-China tension threatens to put a strain on world economy
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A snippet of trade wars

1806 1814 1839 1860 1930 1934 1961 1964 2002 2003 2018

Napoleon’s 
Continental 

Blockade

ACTORS
France & European 

Allies vs Britain

WHAT 
HAPPENED?

Forbade the import 
of British goods 

into Europe

Smoot-Hawley 
Tafiff Act and 

the Great 
Depression

ACTORS
France & European 

Allies vs Britain

WHAT 
HAPPENED?

US increased tafiffs 
on imported goods 

by 40% ROW 
retaliates sparking 
the largest trade 

war in history.

IMPACTS
World trade fell by 
25% Exacerbated 

the Great 
Depression

US Steel Tariffs

ACTORS
US vs ROW (Except 
Canada & Mexico)

WHAT HAPPENED?
Us imposed steel 

tariffs of 8-30% 
to help revive 
the aiding US 
steel industry, 

EU retaliated by 
imposing counter 
tariffs on oranges 

exported from 
Florida, WTO sides 

with ROW.

IMPACTS
 US backs down and 

rescinds tariffs.

Chicken Wars

ACTORS
France & Germany 

vs US

WHAT HAPPENED?
Imports of cheap 
American chicken 
floods European 

markets decimering 
local farmers. To 
protect the local 

industry, tariffs were 
introduced  causing 
US exporters a less 

in 25% of sales.

In retailiation, US 
introduced 25% 

tariffs on light trucks, 
potato starch and 

brandy.

Trump’s Tariffs

ACTORS
US vs China and 

ROW

WHAT 
HAPPENED?

Us announces 
25% and 10% tariffs 

on affliated and 
aluminium parts.

To reduce the 
USD578 billion 

trade deficit with 
China, US imposed 

a 25% tariff on 
over 800 Chinese 

goods worth 
USD50 billion. 

China retailated 
with similar 

counter tariffs.

Opium Wars

ACTORS
China vs British

IMPACTS
Downfall of Qing 

Dynasty forced the 
opening of  China 
markets. China’s 
share of global 
GDP fell by half

Source: MIGHT Analytics

US imposed and proposed trade actions by item and counter-actions 

Date imposed
Side imposing 
tariffs/barriers

Tariff/barrier target Major items

1 Jun USA Global Steel, aluminum

5 Jun Mexico US Bourbon, pork

15 Jun China US $50 billion worth of US imports

21 Jun India US Agriculture, chemical, metal products

30 Jun USA China / Global Expected deadline for investment restrictions on “sensitive” 
US industries

1 Jul Canada US Steel, aluminum

6 Jul EU US Motorcycles, jeans, whiskey

July/August USA EU, Japan, China Automobiles

Summer/Fall USA China $200-$400 billion in tariffs, focused on “Made in China 
2025” items

Source : Citi Private Bank, As of 28 June 2018
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A tweet by US President, Donald 
Trump exclaiming that trade 
wars are good and easy to win is 
contradictory to what history has 
shown us. From agricultural products 
to construction materials, alcohol 
to automobiles; almost anything 
is fair game to a tariff in a trade 
war. Its reach is wide, the impacts 
range from short to long-term and 
could be as devastating as the fall 
of economies, governments and 
nations. Unquestionably, the biggest 
loser in all these trade wars are the 
consumers. People like you and I 
end up paying more for everyday 
items. A case in point is the soft drink 
Coca Cola. Less than a month after 
the new tariffs were announced by 
the Trump administration, Coca 
Cola has announced plans to raise 
soda prices in North America due to 
the rising costs of metals following 

tariffs imposed on Chinese imports.

At this juncture, Malaysians reading 
this will be thinking of how will the 
impending US vs China trade war 
impact us here? We are after all 
15,061 km away from US and 3,525 
km away from China. In today’s 
world, distance no longer matters. 
Even more so in the world of 
manufacturing and implementation 
of Industry 4.0. Take for example 
your mobile phone. While it might 
say Samsung, Apple or Huawei 
on the casing, most if not all the 
components are not from the 
country the company originates. 
Case in point is the iPhone that 
is designed in California, US 
and assembled in China but its 
components are sourced from all 
over the world.

With the economies of scale, China 
plays its role as final assembler to 
many of such products. Malaysia 
too is impacted by this global supply 
chain as China is our largest trading 
partner with exports amounting 
to USD29.4 billion or 13.5% of total 
global exports in 2017. On the other 
hand, Malaysia’s exports to the US in 
2017 amounted to USD20.7 billion or 
9.5% of total global exports. (Source: 
MATRADE External Trade Statistics, 
2017).

A sizeable amount indeed. Hence, a 
potential trade war between these 
two countries will certainly impact 
Malaysia’s position as a global hub 
for supply, manufacturing and 
services of raw and intermediate 
goods.

U.S tariff changes come with 
less-savoury implications 
but may unlock new 
opportunities for emerging 
economies

LTE Modem
China (Qualcomm)
Connects your iPhone 
to your carrier’s LTE 
network

Storage
Japan (Toshiba)
Where the iPhone 
stores iOS, apps, music, 
photos, and videos.

RAM
Korea 
(Samsung)
The short term 
memory where 
your iPhone 
stores your 
most recently 
used apps so 
you can open 
them faster

A9 processor
Korea (Samsung)
Taiwan (TSMC)
Runs iOS and your 
apps

Chassis
China

The iPhone’s body A9 processor
California, China
For multiple parts, like colors 
for screen, phone circuitry, 
speakers, vibration unit

Radio frequency 
transceriver

China (Qualcomm)
Sends and receives 
radio signals for clls 

and data

Wifi Module
China (Universal 

Scientific 
Industrial)

Battery
China (Huapu 

Technology)
Camera
Japan (Sony).

Camera
Japan (Asahi).

Where the parts of an iPhone 6s come from

Source: iFixit; CNet
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Top 10 Malaysian exports to China

Top 10 Malaysian exports to US

 Trade wars are looking to 
inflict pain where it hurts 
most, the economy

Malaysian export to China

Malaysian export to US

or 13.5% of total global 
exports in 2017.

or 9.5% of total global 
exports in 2017.

USD29.4 billion

USD20.7 billion

$10.6 billion

$2.4 billion

$1.5 billion

$1.9 billion

$1.4 billion

$1.2 billion

$1 billion

$1.4 billion

$4.7 billion

$3.4 billion

$878.8 million

$277.9 million

$271.4 million

$252.7 million

$1.5 billion

$872 million

$541.3 million

$429.7 million

$598.1 million

$9.4 billion

Electronic 
equipment

Machinery

Rubber

Rubber

Plastics

Ores, slag, ash

Organic chemicals

Animal/
vegetable fats 

and oils

Mineral fuels including oil

Machinery

Medical, technical equipment

Plastics

Knit or crochet clothing

Aircraft, spacecraft

Medical, technical 
equipment

Furniture, lighting, 
signs

Animal/vegetable fats 
and oils

Other chemical goods

Other chemical goods

Electronic 
equipment

Top 10 
Malaysian 
Exports to 

China

Top 10 
Malaysian 
Exports to 

US

Source: International Trade Centre, MIGHT Analytics

Industry 4.0
readiness a key imperative to 
weather the storm
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Based on current developments, we are currently (at time 
of writing) in Scenario 2: Tit-for-Tat Trade Battle but recent 
developments have shown that the situation is quickly 
escalating to Scenario 3 in a mere few months. In July, 
retaliatory measures from China has been enacted with 
the US announcing in August that it will further increase 
tariffs on USD200 billion worth of Chinese imports. While 
negotiations with the European Union (EU) have resulted 
in a temporary truce, negotiations are still ongoing 
and appear to be shaky. So, what does this all mean to 
Malaysia?

A recent meeting with Kumpulan Modal Perdana 
Principal/Senior Vice President; Mr Rustam Ku Azmi 
hypothesised that in in the long-run the trade war will 

create more opportunities for Malaysia’s Electrical and 
Electronics (E&E) industry. There will be intensified 
mergers and acquisition activities to acquire intellectual 
property (IP) or patents by China as an alternative to US 
for intermediate goods. Hence, these will spur innovation 
by private companies in Malaysia, increase economic 
participation and provide exit opportunities in the sector.

That is just a hypothesis of one possible future that could 
happen. In foresight, we often look at many possible 
futures to ensure we are ready to respond to almost 
anything and everything. Hence, several scenarios based 
on the global big picture could potentially play out as 
such for Malaysia:

How then should Malaysia respond to brace this storm? 
As Peter Drucker once said, “every single social and global 
issue of our day is a business opportunity in disguise”. 
Hence, we should look for the silver lining in this dark 
cloud. There are many opportunities to be seized, gaps to 
be filled and risks to be minimised. How then can we grab 
this business opportunity as a Nation? 

First, we need to prepare ourselves for when the 
opportunities arise. A grasp on how this situation 
could potentially play out will enable us to identify the 

opportunities that we can leverage on and the threats that 
we need to mitigate. Foresighted preparation is pivotal to 
implement policies, provide products and services and 
commit a Nation’s mindset to the rapid shifts that needs 
to be taken in these fast-paced changes. 

In other words, we need strategic planning through 
scenario planning to expect the unexpected. Let us take 
for example a global scenario building exercise by ING 
done in March 2018 of how the trade war could escalate 
and its impacts on the global market. 
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ING’s trade war scenarios - 
Transitioning from a cold trade conflict to a global trade war

Scenario outline
US trade policy & response of 

major trading partners

Economic impact
Implications for US 
& ROW economic 

growth

Financial market implications

Global risk 
sentiment

US dollar & global 
FX markets

C
o

ld
 t

ra
d

e
 c

o
n

fl
it

Trump’s lone 
trade attack
No retaliation 

by major trade 
partners

• US import tariffs on steel (25%) & 
aluminium (10%); NAFTA, EU, Brazil, 
Australia, Korea & Argentina exempt

• US impose $60bn tariff package on 
China invoking Section 301 by citing 
alleged theft of intellectual property.

Small economic gain for 
US (and equivalent loss 

for trading partners) as no 
retaliation sees some US 

import substitution

Nervous goldilocks
Risk sentiment 

stable but threat 
of trade war keeps 
invenstors cautions

US protectionist 
policies to address 

trade deficit implicitly 
leads to weak USD 
expectations being 

embedded into 
markets

‘Tit-for-tat’ 
trade battle
Proportional 
retaliation by 

trade partners

• Countries affected by aluminium & 
steel tariffs retaliate proportionally

• China’s retaliation proportionally to 
US tariffs (with anti-trade measures)

• US does not react to retaliations

US economic loss given 
trade partner retalliation. 
Beijing retaliatory tariffs 
buffers any damage to 
the Chinese economy

Stagfation risk
Inflation-linked 

assets bid, while 
global equities see 
knee-jerk dip lower

Asia FX sensitive to 
US-China trade wars; 

AUD a proxy sell 
for escalation; CNY 

stays firm as a way to 
defuse trade tensions.

G
lo

b
al

 t
ra

d
e

 w
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US escalates 
reciprocal 

tariffs
Trump’s 

‘reciprocal’ tariff 
warpath widens

• US broaden protectionist measures 
to other countries & sectors (eg. 25% 
import tax on EU cars); EU retaliate 
with proportional countermeasures

• US reacts to China’s retaliation with 
20% blanket tax on Chinese imports

EZ economy hit now as 
Trump targets EU car 
imports. Protected US 

auto sector partly eases 
US GDP hit in Scenario 2

High risk aversion
Escalation sees 

elevated risk 
aversion & sharper 

sell-off in risky 
assets

USD trades lower 
versus JPY and 

EUR given large US 
net foreign liability 
position & greater 

scope for dovish Fed 
re-pricing

All-out trade 
war

US adopts a no 
holds barred 
policy stance

• Trump pulls out of WTO and throws 
world trading system into disorder

• US impose 20% tariff on all imports
• Trading partners also retaliate with 

20% tariff on all imports from the US

Significant damage to US 
economy. Loss to RoW is 
lower as trade between 

other countries remains at 
lower tariffs

Global downturn
Sustained move 
lower in global 

equities & flight-to-
safety in US debt

EM FX underperforms 
(ZAR, RUB & BRL 
most sensitive to 

increases in global 
risk aversion); FX and 

SOEs* vulnerable

Source: ING, March 2018
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Knowing that these futures could possibly unfold, what 
is and should be Malaysia’s next move? Without a doubt, 
we need to start preparing ourselves today. As the 
saying goes, “time and tide wait for no man”. Changes are 
happening at a rapid pace than ever before. We need 
to identify the opportunities to be taken and threats to 
be mitigated today. For certain, Industry 4.0 readiness 
is important in ensuring we can brace ourselves for the 
oncoming storm. Government, industry, academia and 
civil society need to accept and adopt best practises now 
to ensure we are prepared for this. So, how will you brace 
the storm?

Author’s comments: This article serves as an eye opener on 
how future scenarios could possibly unfold on the burning 
topic of US vs China trade war. Further investigation is 
ongoing on the matter and will be delved further in future 
publications.
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Scenario What happens? Malaysia’s position

Sunny skies
Global trade war 
is averted with 
lower tariffs and 
conditions agreed 
upon

US vs China and ROW ends.
Trump administration is pressured to end the trade war in 
view of election results siding the Democrats. Negotiations 
mediated by WTO are successful and global trade returns 
to normal. China agrees to the terms set by the US on 
intellectual property and anti-dumping measures. US 
agrees to lower tariffs on China imports. US and EU agree 
to a quid pro quo deal on automobiles.

Malaysia misses the opportunity
Malaysia’s near term exports in sectors that have been 
imposed tariffs are affected due to the decrease in demand. 
Certain industries particularly in electronics attempts to fill 
in the gap left by China but due to the industry readiness 
especially for Industry 4.0, the respond time is slow. Just 
when things are about to kick-off, the trade war ends and 
China returns to dominance.

Light showers
Minor trade war 
persists mainly 
between US vs 
China

US vs China and ROW continues on small tit-for-tat 
tariffs.
Current situation persists with a lot of threats but only minor 
tariffs and restrictions imposed. Neither nations take drastic 
measures to worsen the situation fearful of major negative 
implications to their economy.

Malaysia a neutral ground for trade and manufacturing
Malaysia becomes the alternative producer to circumvent 
the tariffs imposed due to our neutrality. Both US and China 
companies move their production to Malaysia increasing 
technological transfer and spurring innovation.

Hurricane & 
typhoon
Targeted tariffs on 
selected goods 
from certain 
countries

China escalates but US vs ROW is successfully 
negotiated.
Targeted tariffs on certain countries and goods reduces 
global trade by 20%. Consumers have limited choices 
in product options and have to pay a premium price for 
products due to tariffs imposed. Trade among member 
countries of trade agreements remains at lower tariffs.

Malaysia the next China
China moves production to Malaysia to circumvent tariffs. In 
the short-term, Malaysia benefits with increasing exports, 
high FDI and job opportunities. But in the long term, US and 
EU impose tax tariffs on all Malaysian products especially 
palm oil and electronics crippling our global supply and 
create a glut of Malaysian products. Malaysia look towards 
friendly trade members to buy Malaysian products 
particularly among TPP and ASEAN member countries.

Geostorm
Global trade war 
with high tariffs on 
imported goods 
irrespective of 
exisiting trade 
agreements

US vs ROW escalates. WTO becomes dysfunctional with 
the pull-out of major economies.
All hell breaks loose with a major trade war crippling global 
trade by 50%. Only domestic trade is viable as all other 
markets impose protectionist actions, unstable exchange 
rate, high energy costs and high energy rates. Leads to 
major economic crises and high inflation rates.

Made for Malaysia
Malaysia’s exports are badly affected. Only essential 
exports such as petroleum and palm oil are in demand 
but the amount has been halved and prices are volatile. 
Manufacturing is mostly for domestic consumption but 
because of a smaller market and the pull-out of many 
MNCs, the market demand is weak.

Malaysia’s possible futures in a trade war

Source: MIGHT Analytics
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The Anticipatory Organization:
Turn disruption and change into opportunity and advantage

Technology-driven change is accelerating at an exponential rate, but moving 
fast in the wrong direction will only get you into trouble faster! Reacting 
to problems and digital disruptions, no matter how agile you and your 
organisation are, is no longer good enough.

The Anticipatory Organization teaches you how to separate the Hard Trends 
that  will  happen, from the Soft Trends that  might  happen, allowing you to 
jump ahead with low risk and the confidence certainty can provide. Accelerate 
innovation and actively shape the future—before someone else does it for 
you!

Digital transformation has divided us all into two camps: the disruptor and 
the disrupted. The Anticipatory Organization gives you the tools you need to 
see disruption before it happens, allowing you to turn change into advantage. 
In The Anticipatory Organization, Burrus shows us that the future is far more 
certain than we realise, and finding certainty in an uncertain world provides a 
big advantage for those who know how and where to look for it.

Inspired by the dramatic results that organisations are experiencing from 
his award-winning learning system,  The Anticipatory Organization  offers a 
comprehensive way to identify game-changing opportunities. Using the 
principles of this proven model, you will learn how to elevate planning, 
accelerate innovation, and transform results by pinpointing and acting upon 
enormous opportunities waiting to be discovered.

Artificial Intelligence: 
101 things you must know today about our future

Did you know that artificial intelligence is changing our world faster than we 
can imagine?

It will impact every area of our lives. And this is happening whether we like it 
or not.

Artificial intelligence will help us do almost everything  better, faster and 
cheaper, and it will profoundly change industries such as transportation, 
tourism, healthcare, education, retail, agriculture, finance, sales and 
marketing. In fact, AI will dramatically change our entire society.

You might have heard that many  jobs will be replaced by automation and 
robots, but did you also know that at the same time a huge number of new 
jobs will be created by AI?

This book covers many fascinating and timely topics related to artificial 
intelligence, including: self-driving cars, robots, chatbots, and how AI will 
impact the job market, business processes, and entire industries, just to 
name a few.

Are you ready to discover how artificial intelligence will impact your life?

This guidebook offers a multitude of tools, techniques and strategies that 
every business and individual can quickly apply and benefit from.

ISBN-10:  1626344469
ISBN-13:  978-1626344464
Author:    Daniel Burrus
Publisher:  Greenleaf Book Group 

Press

ISBN-10:  1982048808
ISBN-13:  978-1982048808
Author:    Lasse Rouhiainen
Publisher:  CreateSpace 

Independent Publishing 
Platform (January 29, 
2018)
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Forestry in the fourth industrial revolution

Malaysian blockchain regulatory report launch and forum

Responding to the United Nations Development 
Program’s (UNDP) universal call to action, Malaysia is 
committing a serious effort to mobilise its SDG goals by 
2030. In today’s constantly changing world, oftentimes, 
environmental stewardship takes a back seat in favor of 
development. To establish the aspiration, University Putra 
Malaysia’s Faculty of Forestry and Institute of Forestry 
Malaysia recently organised a colloquium to discuss the 
challenges posed by the fourth industrial revolution (4IR) 

development. In the resulting session, MIGHT’s Senior 
Vice President, En. Rushdi Abdul Rahim shared insights 
on how the 4IR could impact the industry. Meanwhile, 
touching on the pool of technologies that would 
advance progress toward the SDGs, En Rushdi provided 
event participants a fitting explanation on a number of 
innovative trends that are at work to aid Malaysia’s natural 
resource security agenda.

At the recent launch of Malaysian Blockchain Regulatory 
Report, University Malaya’s Law Faculty and its Malaysian 
Centre of Regulatory Studies (UMCORS) organised two 
panel discussions anchored around the key findings 
of the report. Saliently, the sessions offered profound 
views on issues pertaining to Initial Coin Offering (ICO) 
and Personal Data Protection Act (PDPA) in the wake 
of recently enforced EU’s General Data Protection 
Regulation (GDPR).
The forum is an expansion of the launch to discuss 
change efforts on blockchain regulatory frameworks 
and implementation. During elaborate forum sessions 
discussed against the backdrop of Malaysia’s economic 
competitiveness, panel members deliberated multiple 
regulatory frameworks in an effort to promote higher 
innovation. A succession of ideas on implementation 
and thought-provoking notions were timely addressed 
to ensure future national regulatory framework does not 
constraint the technology’s economic potential. Some of 
the ideas highlighted include:

• Unintended consequences of the “The Right to be 
Forgotten” on account of blockchain’s immutable 
features.

• The need for policymakers to gather a deeper 
understanding on the technical aspects of blockchain. 
In turn, this will improve how policies can cater to a 
wide range of blockchain applications.

MIGHT’s Blockchain Program Director, Mastura Ishak was 
notable for sharing her views on Blockchain’s regulatory 
headway in Malaysia as she conducted the concluding 
session together with Mr. Adam Vaziri, Founder and CEO of 
QRC Group Plc. Stressing that adoption needs a balanced 
approach, Mastura underscored that Malaysia needed 
to view blockchain holistically and study other relevant 
regulations in consideration of the broader group of digital 
technologies. She further emphasised that a thorough 
look at blockchain regulation in both financial and non-
financial terms was a prerequisite to assess how the 
technology can improve the country’s competitiveness. 
Mr. Adam Vaziri on the other hand highlighted the need 
to address ICO contributions and the risks it poses in 
order to increase the country’s readiness to tap into the 
technology’s growth wave.

Universiti Putra Malaysia (UPM)
14th May 2018

Renaissance Hotel, Kuala Lumpur
5th July 2018
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World’s largest blockchain summit

In what was viewed as the largest global blockchain 
fixture in a while, MIGHT, through the participation of 
Blockchain Program Director, Mastura Ishak, formed a 
line up of formidable panelists at the recently concluded 
World Blockchain Summit. Held at the Marina Bay 
Sands, Singapore on the 19th and 20th of July 2018, 
the conference discussed Asia’s compelling blockchain 
regulatory and implementation landscapes. The event 
is part of the World Blockchain Series that seeks to 
consolidate the public, industries and governments’ 

interests in the maturing technology. On the back of 
recent development, the technology is undoubtedly 
progressing beyond hype. Many among the turnout 
believed that there was a huge potential for blockchain 
in financial and non-financial applications. There was 
thus a sense that gravitating toward faster adoption was 
the right decision for governments and critically, the 
outcomes deduced at the conference will serve as an 
invaluable insight on the challenges and opportunities 
that lie ahead.

Marina Bay Sands, Singapore
19th & 20th July 2018

Public consultation on UN / CEFACT Blockchain White Paper
Auditorium Dr. Tengku Azzman Mohd Shariffadeen, MIMOS Berhad, Technology Park Malaysia, Selangor
10th July 2018

A public consultation session on UN/CEFACT blockchain 
white paper was recently held at Technology Park 
Malaysia, as part of Malaysia’s initiative to be a key 
contributor in global standardisation initiative. A precursor 
to future regulatory framework, the meeting focused on 
blockchain trade facilitation and supply chain automation. 
The two-way program was undertaken under the 
purview of Technical Committee T/C/G 15, the Malaysian 
National Mirror Committee for TC 307, the ISO Committee 
for Blockchain and Distributed Ledger Technology (DLT).

Currently, there are 35 countries on the TC 307 
Committee’s list of active participants. Meanwhile, 
another 15 attended as observers. Evidently, the growing 
number of participating countries reflects swelling 
interests in the technology’s development. 

Fueled by technology, UN/CEFACT’s collective effort 
aims to facilitate wider blockchain adoption in various 
key sectors, especially trade, safety and security. In UN/
CEFACT’s view, government-led initiatives will provide 
a better climate to improve participating countries’ 
competitiveness and readiness to comply with future 
global standards.

To ease into the process, Malaysia’s Ministry of 
International Trade and Industry (MITI) provided context 
on Malaysia’s ongoing effort in business facilitation that 
spans trade across borders and e-commerce. Trading 
across borders was highlighted as the pivotal area 
that’ll improve Malaysia’s economics of doing business 
where time and import-export costs are key decision 
considerations. The ministry assured that over time, 
Malaysia will continue to strengthen various collaboration 
networks, infrastructure, and facilities. 

Part of this development lies with digital technologies 
maturing as Tan Tze Ming, Malaysia Digital Economy 

Corporation (MDEC) representative explained that 
the UN/CEFACT whitepaper was weighted toward 
international supply chain such as flow of goods, funds, 
and data to help business facilitation. As such, blockchain 
can now be considered as three complementing 
components entirely;
• Smart contact platform
• Electronic notary, and
• Decentralised process coordinator

As change comes quickly in technology, the subject 
of integration with IoT for example, is what makes 
global standards becoming increasingly important. 
During the public feedback session, MIGHT’s Director 
of Blockchain Program, Mastura Ishak moderated the 
technical discussion and subsequently rounded up draft 
amendments of the white paper to be submitted to the 
UN/CEFACT.

In conclusion, governments’ collaborative effort between 
the public and industry members will largely determine 
blockchain’s take up rate. The UN/CEFACT Blockchain 
White Paper provides a general guideline of the general 
requirements needed to accelerate global-scale 
adoption. Besides individual adoption where the basis of 
the system is invariably users’ trust, at larger national level 
however, governments must work together to work out 
a fool-proof adoption framework. On one count, further 
discussions need to be conducted to convert current 
groundwork into applicable mandatory requirements 
that will enable monitoring by the instituting entities.

The white paper is available for download at MyForesight’s 
website: www.myforesight.my 



66 34

44

32

43

38
44

EU & Western 
Europe

Middle East & 
North Africa

Eastern Europe 
& Central Asia

Asia Pacific

Sub-Saharan 
Africa

Global

Score: 0 25 50 75 100

Americas

Average score

Average score

Average score

Average score

Average score

Average score

Highly 
corrupt

Very 
clean

Average score

Top: Denmark (88)
Bottom: Bulgaria 

(43)

Top: UAE (71)
Bottom: Syria (14)

Top: Georgia (56)
Bottom: Turkmenistan 
(19)

Top: New Zealand (89)
Bottom: Afghanistan (15)

Top: Botswana (61)
Bottom: Somalia (9)

Top: Canada (82)
Bottom: Venezuela 
(18)

What Asia’s citizens think 
about corruption

Each year, Transparency 
International’s Corruption 
Perceptions Index scores 
countries on how corrupt their 
public sectors are seen to be.   
The results are met with mixed 
interests. Some take issues 
with attempting to measure an 
intangible perception, but the 
outcomes are a telling reminder 
to the world that corruption is 
a deep seated problem that 
needs to tackled head on, thus 
sparking a world-wide dialogue 
about the grave consequences 
of corruption. 

As part of a regional series 
of the Global Corruption 
Barometer, this report comes 
at a key moment when many 
governments in the region are 
consolidating their agenda 
to meet the United Nation’s 
Sustainable Development Goals 
(SDGs). The SDGs are set out 
as development priorities to be 
mobilised until 2030 and these 
goals include corruption and 
bribery reduction as an important 
measure to be improved upon.

This infographic is taken from 
findings in a chapter of the 
PEOPLE AND CORRUPTION: 
ASIA PACIFIC report as well as 
the Corruption Perceptions 
Index.
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Source: 
1. Corruption Perceptions Index 2017, Transparency International
2. People and Corruption: Asia Pacific, Global Corruption Barometer

For the sources behind this infographic, please visit: www.myforesight.my
This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License
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Map the 
future
As a stakeholder and strategic policymaker, 
you can contribute by voicing out your 
opinion to help us map out the desired 
collective future for Malaysia.

This is an invitation by myForesight® to 
every member of the public. If you think 
we could have done better or perhaps you 
would like us to cover a specific topic in the 
study of Foresight or better yet, you would 
like to contribute an article, we would love to 
hear from you.

Send your feedback and get in touch with us 
at foresight@might.org.my

Website: www.myforesight.my
 
We look forward to hearing from you.

myForesight® team


