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Rushdi Abdul Rahim 
rushdi@might.org.my

In October last year - prior to Movement Control Order 
2.0 – MIGHT, in collaboration with the Malaysian Ministry 
of Defence, organised a series of scenarios workshop 
to reimagine the future of Malaysia’s defence industry. 
Interesting conversations and thoughts were exchanged 
during the sessions. It was apparent that there is a serious 
intent to re-examine the defence industry, strengthen its 
capacity, as well as leverage on its current capabilities.

For the last 10 years, Malaysia has spent an average of 
approximately USD4 billion annually on defence. Sounds 
like a lot, does it, but it is dwarfed by the amount some of 
our Southeast Asian neighbours (think: Singapore and its 
USD10.77 billion defence budget in 2020). Yet, one of the 
major consensus amongst the participants was - how can 
we leverage and build upon this spending?

Traditionally, stakeholders in the defence industry are 
the companies that specialise in the supply, research, 
development, and production of military related weaponry 

and technologies. However, the defence industry has 
become broader since the beginning of the 21st century. 
Threats to national security and sovereignty have changed 
and expanded beyond military capabilities. New threats, be 
they biological, chemical, or virtual, - meant that new defence 
and security systems must be developed continually to 
prevent widespread attacks and casualties. Therefore, there 
is an urgent need to apply and develop new technologies 
and products to protect our people and public infrastructure.

As some of these products for defence are developed, 
there will be those which can be developed for commercial  
usage. The Internet originally started life back as the 
Advanced Research Projects Agency Network (ARPANET). 
This network, along with other technologies such as TCP/IP 
became the technical foundation of the Internet as we know 
it today. GPS, duct tapes, and drones, all possses origins for 
military applications. The advancement of technology  can 
and should also provide solutions for the use of defence and 
security. For example, identity verification technologies such 

INITIAL THOUGHTS

REIMAGINING 
DEFENCE INDUSTRY

Greetings and Salutations,

Products invented by the military and later commercialised

YEAR
1904

1914 1935
19401914 19411930 1942 1942

Undershirts were made part 
of the official Navy uniform 
in 1905 after which cotton, 
T-shaped undershirts were 
widely produced or worn.

Aviator sunglasses. In the 1930s, optics manufacturer 
Bausch & Lomb developed aviator goggles under the 
direction of the U.S. Army Air Corps and rebranded the 
sunglasses in 1937 as Ray-Ban – as they banish the sun’s 
rays – and sold them to the civilian population. By World 
War II, aviators were a standard accessory for U.S. soldiers.

Aerosol bug spray. In 
World War II, soldiers 
stationed in the South 
Pacific needed an easy 
way to kill mosquitos, 
which could potentially 
carry malaria. The first 
aerosol can was patented 
in 1941 and nicknamed 
“bug bomb” by soldiers.

Synthetic rubber. Rubber is an 
incredibly valuable substance for the 
military. In addition to tyres, the U.S. 
military needed rubber for airplanes, 
tanks, vehicles, and battleships. The 
global supply of natural rubber was 
sufficient until World War II, when the 
Axis powers cut off nearly all of the 
rubber supply from Asia. As a result, they 
quickly whipped up a synthetic rubber 
recipe, which is still used to this day.

Feminine hygiene products. Until 
the 1920s, there was no ubiquitous 
form of menstrual absorption 
products, and many women relied on 
homemade products. During World 
War I, a cheap alternative padding 
was developed when a cotton supply 
shortage increased the demand for 
other forms of cheap bandaging.

Jeep. In World War II, the U.S. 
Army had a need for a light 
reconnaissance vehicle and 
asked automakers to develop 
a four-wheel drive vehicle with 
a top speed of 65 mph. The 
automobile’s namesake, General 
Purpose, was abbreviated to G.P. 
and eventually nicknamed Jeep.  

Duct tape. During World War II, the U.S. 
military was in need of a durable adhesive tape 
that could maintain its bond under harsh field 
conditions. It is called duct tape for its waterproof 
nature. It was so popularly used in ductwork that 
it was renamed and recoloured to match the 
metallic silver colour of HVAC systems.

EDITOR’S NOTE

WWI WWII
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“ “The defence industry is segregated from the broader national industrial 
base… There is a need to recognise the value of including it into the broader 

industrial base where we could take advantage of existing commercial 
systems and emerging technologies.

Adopted from original article at https://www.usatoday.com

1945 19691946 19731960 1979

Microwave oven. Microwave 
technology was originally used as a 
radar to help locate enemies during 
World War II. Its ability to cook food 
was discovered by accident. While 
conducting research on microwave radar 
technology, an engineer noticed that 
a candy bar in his pocket had melted. 
This led to the realization that microwave 
equipment could be repurposed to heat 
and cook food.

The internet. You would not be able to 
check the weather anywhere in the world, 
share funny cat videos, or even read this 
article without the military sinking years of 
work and billions of dollars into ARPANET 
– the forerunner for the internet. The 
Advanced Research Projects Agency 
Network began during the Cold War as 
a way for the U.S. military to develop an 
information-sharing system without the 
need for a command center.

Virtual reality. Early flight simulators had 
mechanisms that could move and jostle 
prospective pilots on the ground to prepare 
them for what they might experience in a real 
cockpit, but they were not advanced enough 
to provide visuals to the trainees. In 1979, 
the military produced the first head-mounted 
visual display flight simulator. Using the 
simulator, pilots could train and practice flying 
jet fighters without endangering their lives or 
crashing one of the multi-million dollar planes.

Frozen juice concentrate. In 1943, frozen juice 
concentrate sent to U.S. soldiers overseas would 
turn an unappetising brown colour upon thawing, 
hence the nickname “battery acid”. Adding a dash 
of fresh orange juice to the concentrate before 
freezing preserved its flavour.

GPS. Humans have been navigating land 
and sea for thousands of years, using 
more and more advanced navigational 
methods. In the 1960s, the idea was 
to use satellites to determine a user’s 
position on Earth by measuring his or her 
distance from three peripheral satellites in 
a process known as trilateration. 

EpiPen. A must for anyone 
with severe allergies, the 
EpiPen was initially conceived 
as a military device. This 
invention was first designed 
to deliver treatment to soldiers 
who had come into contact 
with a nerve agent.

EDITOR’S NOTE

as fingerprint and retina scans have also been developed 
to prevent unauthorised people from accessing military 
operations, making cross industry integrations highly 
feasible. 

However, the defence industry is relatively isolated from 
the broader national industrial base. The previous National 
Industrial Master Plan never sought to include defence as 
part of its industrialisation strategies. This segregation is 
not based on specialised technology requirements of the 
military, but rather on government sectoral delineation and 
procurement systems.

Therefore, in reimagining the future of the defence industry 
there is a need to recognise the value of including it into the 
broader industrial base where we could take advantage of 
existing commercial systems and emerging technologies to 
be adapted for defence as well as security purposes and 
vice versa. During the scenarios session, we had speculated 
about the future and how the industry might look if current 
industry trends continue to prevail. This complements the 
need for a #NewIndustrialStrategy highlighted in the previous 
editions of this publication - where we need to create more 
sustainable and resilient industries to enable the industry to 
weather even the toughest, most unexpected scenarios. I 
believe the growth and strengthening of the defence industry 
will require the following:

1. Leverage on the value of government procurement 
and domestic market;

2. Invest in the right strategic technology and 
capabilities;

3. Collaborate with the right partners;
4. Integrate industrial participation and commercial 

technology within the value chain; and
5. Build economies of scale.

The Defence White Paper presented in Parliament earlier last 
year has outlined and recognised some of these strategies. 
Moving forward, there is a need to crystalise some of these 
thoughts and strategies into effective policies and action 
plans. I look forward to the completion of the Defence 
Industry Blueprint.  

In conclusion, I do believe that this edition of myForesight® 
can create better clarity as far as your thoughts and future 
journeys are concerned.  

Lastly, I hope you continue to practice #physicaldistancing 
and adhere to the necessary standard operating procedures 
(SOP) outlined by our health authorities. I do believe that this 
edition of myForesight® could complement your thoughts in 
what change that you are trying to embark on.  Stay safe, 
everyone.
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SOCIAL 
DRIVEN TRENDS

TECHNOLOGY 
DRIVEN TRENDS

ECONOMY 
DRIVEN TRENDS

ENVIRONMENT 
DRIVEN TRENDS

POLITICAL 
DRIVEN TRENDS

MEGATRENDS AND THE WORLD IN 2030

Inspiring a New Narrative of Progress for the 
Nation’s Defence Industry 

With the vast globalisation happening at break-neck speed, one only has to look around to see that the growth of innovation is 
relentless, disruption is accelerating, and work-life expectations have become sky-high. This infographic is about identifying, making 

sense and making use of these rapidly changing megatrends to help us make better informed, more strategic choices, shape markets 
to our advantage, and create a brighter future not just for our nation’s defence industry but our people too.

Mohd Nasir Md Ibrahim 
imnnas@might.org.my

SOCIAL DRIVEN TRENDS

REDEFINING HEALTH
The world in 2030

How Changes in Society Can Impact Defence and Defence Related Industry

‘The society will redefine health and 
focus on the value of wellbeing; 

new approaches to wellbeing 
are embedded at individual, 

organisational and community level.’

The combined value of Wellbeing 
possibilities could reach 

USD 7 Trillion 
within a few years.

The healthcare wearables market, including 
health trackers and remote monitoring devices, is 

set to reach 
USD 60 Billion by 2023.

The self-improvement coaching market  is 
forecast to reach 

USD 13.2 Billion by 2022
 (USD 9.9 Million in 2016)

The global genomics market is projected to 

reach USD 35.7 Billion by 2024 
(USD 18.9 Billion in 2019)

The wellbeing market: preventative health, 
self-improvement coaching, organisational and 

educational programmes, fitness, diet, health and 
beauty, travel and real estate 

The growth of human population 
is unprecedented… The military now requires an open & agile workforce…

1 military personnel
366 people

World population Current (industrial-age) talent model Future talent model

And the world's active military 
manpower..

Linear progression from intake to exit

Manage talent via specialty and seniority

*Military occupation speciality code

Open workforce
• More flexible career paths
• Contact with civilian 

population to get access 
to the skills and talent the 
military needs

Agile workforce
Individualised talent 
management to use 
the full potential of 
every service member 
and employee

Today 
7.7 Billion

ACCESSION END OF ACTIVE 
SERVICE

PRIVATE 
INDUSTRY

GUARD/ 
RESERVE

ACADEMIA

Today 
21 Million

2030 
More? Less?

2030
8.5 Billion

SERVICE

MOS*
1

MOS*
2

MOS*
3

Changing work environment, 
edu-skill needs and & modes 

of delivery

Reliance on digital 
applications & technology

Need for agility, 
adaptability & flexibility

Reshapes value 
expectation

Why it matters?

CHANGING 
NATURE OF 
WORK

NEW 
BEHAVIOUR

EDUCATION 
& LEARNING 
DIVERSIFICATION



TECHNOLOGYCURRENT APPLICATIONS EMERGING APPLICATIONS

Current and Emerging Applications in Aerospace and Defence 4.0

ADDITIVE 
MANUFACTURING

ADVANCED 
ANALYTICS

Prototyping, tooling, and functional end-use 
parts manufacturing

Monitoring real-time aircraft health; identifiying 
system/component failure in advance; making 
intelligent scheduling and forecasting models

Combining new types of novel materials to 
improve aerospace parts and accessories

Developing large-scale digitisation of plane 
maintenance data and schedules; creating 

synergies across business and functional areas 
by enabling the "connected plane"

BLOCKCHAIN

ADVANCED 
ROBOTICS AND 
COGNITIVE 
AUTOMATION

INTERNET 
OF THINGS

DIGITAL 
REALITY (AR/VR/
MIXED REALITY)

ARTIFICIAL 
INTELLIGENCE

Using robotics in aircraft manufacturing for 
more efficient production, with fewer errors and 

quality issues 

Applying AI to robotics, automatic 
programming of tasks and processes in 

industrial settings, and enabling predictive 
maintenance

Enabling greater transparency of information 
between different parties; improving just-in-time 
logistics; reducing erroneous orders; improving 

inventory turnover

Replacing assembly manuals with smart-
glasses display, which substantially reduces 

wiring production time

Monitoring aircraft engine health and optimising 
engine performance based on data collected 

from sensors

Simplifying simulations of aircraft, weapons, 
and satellite performance, avoiding time-

consuming analysis and test of algorithms, 
software, and hardware

Leveraging AI and computer vision 
technologies to augment advanced safety 

features in aircraft; incorporating advanced AI 
into drones; and replacing human copilots in 

new, autonomous aircraft

Improving tracking in supply chains and 
procurement using a shared database with 

supplier and partners; improving validation of 
supplier performance and reputation; and time-
stamping records to reduce fraud and improve 

supply chain security

Using VR to optimise and design factories, and 
simulate an entire factory or warehouse to train 

workers to use equipment more safely and 
efficiently

Managing material costs and demand 
fluctuations by analysing big data, enabling 

integrated smart connected assets and 
operations, and eventually, an autonomous 

production envoironment

TECHNOLOGY DRIVEN TRENDS

LIVING IN A CONNECTED WORLD
The world in 2030

How Changes in Technology Impact Defence and Defence Related Industry

HYPERCONNEC-
TIVITY & THE ERA 
OF BIG DATA

CONVERGENCE OF 
TECHNOLOGIES

RISE OF ROBOTS, 
AUTOMATION 
& AI

DIGITAL 
SECURITY

‘It’s all about hyperconnected devices, data and people; data will 
further improve the capacity of AI-based systems to optimise processes 

and services and disrupt business models across a range of sectors’

Big data revenue is set to exceed 

USD 90 billion by 2025
double the figures reported for 2018.

The estimated economic impact 
of the IoT is estimated at 
USD 11.1 trillion 

per year in 2025

The global autonomous vehicle 
market is projected to grow to USD

556.67 billion by 2026

As computing power and storage 
become cheaper and more 

efficient, and 5G technology 
is rolled out, future rises in 

connectivity will be driven more by 
devices than people

There will be an estimated 

3.5 billion IoT 
connections by 2023, 

up from 1 billion in 2018. 
Currently, there are twice 

as many connected 
devices as people

The connected world market: personalised healthcare and finance, mobility, 
energy efficiency and new business models will emerge, using real-time, purpose-

built platforms

Why it matters?

Transforms capability & 
capacity (adaptation & 

adoption)

R&D and innovation are 
becoming increasingly 

important

Availability of multiple business/ 
application models (Dual-use, 

COTS, MOTS etc.)

Access real-time analytics 
for performance & 

operational optimization



Why it matters?

SELF-
RELIANCE

FISCAL POLICY 
& ALLOCATION

MARKET 
DEMANDPROTECTIONISM

More “Bang for the 
Buck”

(Dematerialisation)

Infusion of local 
content & development 

(Offset?)

Greater chasm 
between “haves and 

have-nots”

Increasingly complex 
trade & investment 

relationships

Guarding  wealth & 
exploiting potential

ENVIRONMENT DRIVEN TRENDS

How Changes in Environment Can Impact Defence and Defence Related Industry

Why it matters?

RESOURCE 
PRESSURES

SAFETY & 
SECURITY 
IMPORTANCE

WELL-BEING 
NEEDS

CLIMATE 
CRISIS

Resources & supply 
chain scrutiny

Shared 
responsibilities

OPTIMISATION OF NATURAL RESOURCES
The world in 2030

‘Public awareness of the need to 
reduce environmental impact is 
growing; open up new possibilities 

across value chains based on 
optimising the use of resources and 

reducing waste.’

The European Commission is 
planning to invest EUR 1 trillion into 
sustainability related projects under the 

European Green Deal by 2030.

The global fashion industry could unlock 
USD 150 billion of net new revenue 

through tackling waste and encouraging 
resale of used products at scale.

Global revenue from smart water networks is 
projected to grow from USD 2.6 billion in 2016 to 

USD 7.2 billion in 2025

40% of steel production is made from scrap and the 
size of the metals recycling market is projected 

to grow from USD 277 billion in 2015 to 

USD 406 billion by 2020, 
at an estimated CAGR of 8%

The ‘natural resources’ market: 
recycling and upcycling will become more 
mainstream as new technological solutions 

become available

ECONOMY DRIVEN TRENDS

How Changes in Economy Can Impact Defence and Defence Related Industry

AVOIDING OWNERSHIP
The world in 2030

‘The desire to “experience”, rather 
than to consume, personalisation, 

experience tourism and virtual 
reality are available, becoming 

more sophisticated and affordable; 
all products to become services, 

shifting from ownership to usership’ 

The global digital content market is 
expected to reach 

USD 237.3 billion 
by 2024, 

up from USD 143 billion in 2019 

The global sports tourism market is 
projected to reach 

USD 2.9 billion by 2028, 
up from USD 1.4 billion in 2018

The global chatbot 
market for banking 

and financial Services 
was valued at USD 357 
million in 2017, and is 

projected to reach

USD 2.1 billion 
by 2024

The 3D printing sector is 
expected to be worth over 

USD 28 billion by 
2024.

Customer experience 
management solutions 
will reach USD 14.5 billion 

in 2024 

The ‘avoiding ownership” market: 
financial services, travel and tourism, 
consumer goods and information and 

communication technologies

Intensification of 
Circular economy

United 
Nation's 

Sustainable 
Development 

Goals



‘Governments are able to manage change through strong leadership, 
superior teams and a clear and compelling vision; leading towards 

citizen-centric service delivery, long term planning, flexible and 
proactive government.’ 

85% of citizens 
expect government to deliver the same, if 
not better, services as the private sector.

By 2020, 5 billion
 personal data records are projected to be stolen globally, 
up from 2.8 billion in 2017. This puts business, government, 

and people at risk and reshapes the digital divide
The number of Internet of Things-
connected devices will likely reach 

25 billion by 2021
Data informed interactions per person grow - 

expected to multiply more than 

300 percent by 2025; 
agencies become more adept at capitialising on their data in 

new ways to better serve their customers and workforce

The “connect to citizen’ market:   
digitalisation, e-government, wearable 

device, IoT & AI, virtual reality and 
connected devices 

POLITICAL DRIVEN TRENDS

CONNECTING CITIZEN
The world in 2030

How Changes in Political Can Impact Defence and Defence Related Industry

RISE OF 
POPULISM & 
NATIONALISM

EMPOWERMENT TRANSPARENCYGOVERNANCE 
GLOCALISATION

For the sources behind this infographic, please visit: www.myforesight.my
This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License

Why it matters?

Facing multi-layered 
governing systems

More weight and voice 
for the people

Abuse of authorityRise of “isms”

“

“

In the thick of a fourth industrial revolution, which will become known 
as the digital revolution, some technology driven trends that will majorly 

impact the defence and defence related industries include advanced 
automation and robotics, Artificial Intelligence (AI) and machine 

learning, sensor technology and the Internet of Things (IoT). 



F       or a long time, national defence centres on a country’s 
military preparedness and combat.  Today however, 
the issue of national security takes on additional 

non-military dimensions including economic, energy, 
environmental, food and cyber security among others. It is 
no surprise therefore that technological advancement in the 
defence sector is a multi-faceted endeavour with cross-
cutting applications. 
 
The defence industry is a clear example of the 
age-old adage that necessity is the mother 
of invention. Unknown to most, the defence 
industry was ground zero for many ground-
breaking technological advancement 
including the internet, drones and GPS. 
These then cutting edge technologies 
were initially designed to counter new 
forms of threats. Today, while physical 
threats remain, new concerns such as cyber 
threats loom large with potentially devastating 
impact to not only defence systems but 
entire critical national infrastructure. 
Cyberattacks compromise 
missions and reduce the 
ability of a military force 
to function effectively. 
These in turn result in 
most nations investing 
heavily in cyber warfare 
capabilities from both a 
defensive and, in some 
cases, an offensive 
standpoint.

The defence industry 
has been a focus area for 
MIGHT since its inception, 
with a number of key 
members being involved 
directly or indirectly in the 
industry. In the 90s, MIGHT 
started the initiative on aerospace 
with defence as the backdrop. 
MIGHT played a significant 
role in the aerospace industry’s 
development particularly in the 
formulation of strategic programmes 

and action plans including incentive packages, local supply 
chain development, human capital development and foreign 
direct investments. A report by the National Aerospace 
Industry Coordinating Office (NAICO) stated that in 2017, 
the Malaysian aerospace industry generates an annual 
revenue of RM 12.7 billion and employs more than 21,000 
skilled workers. 

Exponential technologies are disrupting traditional 
industries at an ever-increasing pace, and the 
pandemic has basically put these changes into 
hyper-speed. The current pandemic has, to 
say the least, created a grim outlook for most 

businesses. However, on a flip side never 
have we had the opportunity to rewrite entire 
sectors, redefine the problems they address 

and reinvent solutions. We must actively 
seek initiatives and technologies that meet 
and exceed the objectives of resilience, self-
sufficiency and strengthening the supply chain.

FROM THE DESK OF

DATUK DR MOHD YUSOFF 
SULAIMAN
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Create resilient industries 
Making Malaysian industries resilient is key towards ensuring their survivability and continue to contribute to 
national growth.

Increase self-sufficiency 
As countries take steps to limit trans-border movements in the attempt to stop the pandemic, more global 
leaders now realise the need for a stronger domestic production system for goods and services, self-sufficiency 
and reduced reliance on global trade. 

Rethink business supply chains 
Globalisation has resulted in a highly complex supply chain. Production while more efficient is also more prone 
to disruptions. It is perhaps time for a re-examination of the extent and limitations of global sourcing practices 
which emphasises 'just-in-time' or 'lean-manufacturing'.  

It is evident that the elements of the superhero’s costume are not a far-fetched 
figment of the imagination. The challenge now is for the local defence industry to 
develop and innovate these ideas further such that we increase our self-reliance 
and the robustness of the industry and sectoral supply chain. Malaysia has solid 
experience in key defence-related industries including the building of military 
vessels and defence and aerospace manufacturing and is able to graduate to a 
higher level of industry offerings and application.  Perhaps it is time to create a new 
chapter. It is our time to shine.

References:

1. National Aerospace Industry 
Coordinating Office, 2017,  https://
www.miti.gov.my/miti/resources/8._
Aerospace_Industry_.pdf

2. https://www.allerin.com/blog/
technologies-that-can-create-a-real-
life-iron-man 

Our local defence and defence related industries (DDRI) meet these criteria and more. However, the effects of strengthening 
the local industries go far beyond improving the security of the nation and as a necessary pre-requisite for a nation’s continued 
prosperity. As is evident during the formulation of the Dasar Industri Pertahanan Negara (National Defence Industry Policy) a 
dynamic DDRI not only provides the necessary support for the protection of national interests, but also boosts employment, 
value-added exports, domestic and regional development and positively influence innovation of other industries.

Even more interesting perhaps is how defence technologies makes its way into everyday life. The fictitious Iron Man is perhaps 
a good analogy of how superhuman feats can be accomplished when we effectively wield the powers of technology. With 
the break-neck speed at which technological advancements are developed and released into the world, creating an actual or 
metaphorical Iron Man suit, is indeed a distinct possibility.  

A Real-Life Iron Man: Fact or Fiction?
Although we do not as yet need an 
Iron Man to protect us from interstellar 
invaders and supervillains, enhancing 
human capabilities using the following 
technologies will benefit us greatly in areas 
such as disaster management, law and 
order and space exploration.

AI
Artificial intelligence to enable 
the coordinated functioning of 
all sub-systems

AR
Virtual display to relay crucial 
information in a hands-free 
manner.

Jetpack
Jet-propelled system to 

enable quick transportation 
and aerial manoeuvrability.

Exoskeleton
Strength enhancing 
attachments to increase work 
capacity, power, and minimise 
fatigue and injury.

IoT
An interconnected network 

of sensors, processors 
and actuators to monitor 
and optimise key system 

parameters.
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MOHD ZAKWAN 
MOHD ZABIDI
SENIOR VICE PRESIDENT
INDUSTRY DEVELOPMENT DIVISION, MIGHT

Let us talk about MIGHT’s involvement in the development 
of Dasar Industri Pertahanan Negara (DIPN) and the local 
Defence and Defence Related Industry (DDRI). Can you 
brief us on the prospects of this programme – how are 
we approaching the stakeholders in order to understand 
their expectations?

First and foremost, we would like to thank MINDEF for their 
trust in MIGHT to assist them in developing the DIPN as 
well as to conduct a holistic study on how to improve and 
develop the local DDRI.

This is no ordinary time, and this calls for no ordinary response. 
Currently, the nation is at war with Covid-19. In just one year, 
we’ve gone from two deaths to more than 2 million across 
the world. Covid-19 is not only a global pandemic and public 
health crisis; it has also severely affected the global economy 
and financial markets. Significant reductions in income, a 
rise in unemployment, and disruptions in the transportation, 
service, and manufacturing industries are among the 
consequences of the disease mitigation measures that have 
been implemented in many countries.

The role of defence and security will also change. 
“Resilience” is the word of the moment, a military outlook 
based on strengthening civilian infrastructure to better 
withstand pandemics, the effects of climate change or 
cyber-attack. Defence organisations across the world 
have been reported to be integrating transformational 
technologies into their operations and accelerating 
digital transformation plans following the crisis. 

Now is the best time to relook at the role of defence 
and security and therefore Dasar Industri Pertahanan 
Negara (DIPN) serves as the policy framework and 
guidance for defence industry development. This 
will incorporate strategies to enhance defence 
technology and science research, funding 
and education while cultivating 
long-term future for the industry 

to reach full potential and play a bigger part to propel our 
countries’ economy. 

As the study involves various stakeholders, several 
engagement methods have been put in place to ensure 
greater coverage. Consensus and the right expectation 
towards DIPN is vital in bringing our local DDRI to the 
forefront, in-line with the five thrusts stated in the Kertas Putih 
Pertahanan (KPP) – the defence white paper. We understand 
getting full commitment from the stakeholders will be a 
challenge. However, we believe that for national interest and 
security, the stakeholders will eventually f i n d 
a common ground to start working 
together. To assist the stakeholders, 
a series of engagement activities 
involving ministries, agencies 
and industry players have 
been planned for the DIPN 
study. We hope to get 
support and commitment 
from all parties to ensure a 
successful development and 
commencement of the DIPN 
study.

ZAKWAN ZABIDI is a Senior Vice President at Malaysian Industry-Government Group for High Technology 
(MIGHT). Zakwan lifts leadership at MIGHT with his management experience and knowledge acquired over 20 
years across a broad range of high-tech industries. In his capacity, Zakwan strengthens MIGHT’s best practices 
in project management and planning. To date, Zakwan has played a key role in a number of MIGHT’s programs 
and initiatives involving national blueprints, strategic roadmaps, innovation models and frameworks, policy and 
strategy development, foresight, technology audit and business strategy development.
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Recently there was a scenario-building workshop 
conducted by MIGHT in collaboration with MINDEF. Can 
you share about the workshop and the key outcomes of 
the programme?

In October 2020, MIGHT conducted a scenario-building 
workshop in collaboration with MINDEF to help set the 
direction for the development of DIPN. It was attended by 
representatives from relevant ministries and agencies.

During the workshop, the participants collaborated to 
explore and identify the most impactful drivers of change 
that will shape and influence the future development of the 
local DDRI. The activities helped the participants understand 
and anticipate plausible scenarios that could affect the local 
DDRI in the next ten years. 

By exploring the defence industry’s potential, we were 
able to develop a shared vision for the future. We collected 
many noteworthy responses from the participants for cross-
ministry collaboration and partnership. We are grateful for 
their involvement throughout the workshop. 

The workshop serves as a platform for stakeholders to share 
their concerns and expectations towards DIPN. Developing 
a policy that will work holistically for the country and industry 
is still a work in progress. Finding the balance between those 
two will be key to charter a bright future for the local DDRI.

When we talk about development of an industry, it is 
inevitable that discussions on budgeting and funding 
will crop up. Through the study and analysis conducted 
by your division, what are the most common issues on 
the topic globally and how do countries overcome the 
issues?

Globally, there are several common issues plaguing 
budgeting and funding for defence. The challenge comes 
down to pinpointing and understanding which of these 
issues are large-scale shifts that require an organisational 
response. 

Among the countries that are leading in defence, only a few 
such as the United States and the United Kingdom meet 
the NATO spending targets of 2% of GDP and 20% of the 
defence budget spent on equipment. The current COVID-19 
pandemic has worsened the situation as countries around 
the world are shifting their spending towards healthcare 
and other, more pressing economic sectors to contain the 
impact of the pandemic to their respective GDPs. We have 
seen a similar trend of a stretched defence budget in the 
local defence industry. 

Having an adequate allocation is crucial to allow 
stakeholders to properly implement a long-term 

plan without disrupting the progress of the plan 
and compromising on requirements. Ultimately, 
it avoids the vicious cycle of project delays 
that result in cost overruns which, in turn, 

cause further delays. Also, we are aware that for a country 
to be self-reliant, it is important that the defence industry 
excels in R&D. Several factors influence R&D including high 
investment costs, funding availability, market acceptance 
and profit uncertainties.

We have seen several approaches by countries globally in 
overcoming the issues. In some countries, interaction with the 
defence industry has changed. Privately financed companies 
have become involved in funding equipment, taking on jobs 
previously carried out by the military and providing facilities 
previously owned and operated by the government. The 
European Union’s (EU) defence procurement, for instance, 
has become increasingly collaborative with the introduction 
of the European Defence Fund, a funding mechanism for 
security and defence acquisition envisioned to help EU 
member states spend on their defence projects collectively 
and more efficiently. Also, the EU focuses most of its R&D 
spending on specific programmes and a forward order book.

Another important aspect to the sustainable 
development of an industry is talent and human capital. 
How do countries globally bridge the skills gap and 
mismatches in talent for their defence industries? What 
measures are being taken to improve the situation?

No doubt that talent and skills are key to sustaining any 
industry. Yes, we have noted a similar trend in the defence 
industry with regard to skills gap and mismatches in talent 
and skills. Many defence organisations struggle to get 
access to the appropriate mix of skills and talent, due in part 
to insufficient qualified and skilled human capital to absorb 
high technology.

It also does not help that skilled manpower is continually 
being pinched by companies outside of the defence industry. 
This can be attributed to the perception that defence is 
unattractive, highly bureaucratic, less dynamic and does not 
pay very well. Declining defence budgets and relatively low 
levels of defence investment over the past decades have 
inadvertently contributed to a stagnation in industrial skills 
and learning. 

Nevertheless, we believe there are a few initiatives in place to 
address these gaps. Funds have been poured on studies to 
review past and current initiatives to address defence-related 
skills gaps. There is collective effort between the Government, 
the industry and training institutions to ensure talents stay 
up to date with the latest trends and developments in the 
defence industry. For instance, training institutions play their 
roles by encouraging the uptake of Science, Technology 
Engineering and Maths (STEM) studies, while the industry 
takes the lead in supporting programmes that align industry 
needs with critical defence-specific skills requirements.
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Liz Alexander, PhD 
Futurist. Author. Consultant. 

Speaker.

Dr. Liz Alexander has been named one of the world’s top female futurists. 
She combines futures thinking with over 30 years’ communications 
expertise to produce publications that showcase the advice of fellow 
futurists on issues including the future of education, and how businesses 
can practically benefit from working with the futures community.  

Dr. Liz is the author/co-author of 22 nonfiction books published worldwide, 
that have reached a million global readers, and has contributed to leading 
US technology magazine Fast Company, Psychology Today, and journals 
such as Knowledge Futures, and World Futures Review. She earned her 
PhD in Educational Psychology at The University of Texas at Austin. 

BIOWARFARE: 
JUST BECAUSE YOU CAN, 
DOES IT MEAN YOU SHOULD?

INSIGHTS
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Our government should have acted with more foresight and clarity in telling the world and Japan what the (atomic) bomb 
meant,” theoretical physicist J. Robert Oppenheimer said after his “creation” was used by the U.S. to kill and injure 
around 200,000 Japanese civilians at Hiroshima and Nagasaki at the end of World War II.  

Similarly, Kamran Loghman, the inventor of weapons-grade pepper spray for law enforcement, was prompted in 2011 to 
lament the “inappropriate and improper use of chemical agents,” by campus police in California against UC Davis student 
activists. 

While we can revel in the fact that human beings are creative problem solvers, we should also acknowledge that this talent 
frequently involves finding innovative ways to kill or maim each other. Nor should we ignore the fact that it is not just rogue 
states and terrorist groups that make use of biological weapons, a subset of what the World Health Organisation considers to 
be “weapons of mass destruction” and includes “microorganisms like virus, bacteria, fungi, or other toxins that are produced 
and released deliberately to cause disease and death in humans.” 

A Brief History of Biological Weapons

BIOLOGICAL WEAPONS

CHEMICAL WEAPONS

Biological toxins were historically employed in warfare until their usage was banned.

Out of 73,000 metric tonnes of 
chemical agents

Major casualties

Out of 8.7 million chemical munitions 
and containers

Sources: Al Jazeera, UNODA | Icons: Vanessa Choi, Ben Davids, BomSymbols - The Noun Project

Sources: Organisation for the Prohibition of Chemical, Al Jazeera

1500-1200 BC
Hittites forces spread 

tularemia bacterial 
disease

14th century
Mongols use plague-

infected corpses

World War I
Germany uses 

anthrax, glanders, 
cholera and the 

plague

1925
Geneva Protocol 

prohibits use

1975
Biological Weapons 

Convention bans use, 
development & production

World War II
Only used in lab 
experiments on 

prisoners

Research and 
stockpiling 
continue

12th century
Romans poison water wells 
with decomposing bodies

1.2 million
World War I

15,000
Italy-Abyssinia 

War 1936

100,000
Iran-Iraq WarMore than one 

million
Gas chambers during 

Holocaust

More than one 
thousand

Syrian Civil War2-5 millions
Vietnam War

18th century
British use smallpox 

in North America
No combat use 

since WWI

93%
destroyed

57%
destroyed
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“

“

There are those who say the First World War was 
chemical; the Second World War was nuclear; and the 

Third World War – God forbid – will be biological

Sir William Stewart, the British Association for the Advancement of Science

We only have to consider the devastating effect of the novel 
coronavirus known as COVID-19—almost 84 million global 
cases and over 1.8 million deaths  and counting (as of 2nd 
January 2021)—to see how lethal a deliberately deployed 
bioweapon could be in the wrong hands. Indeed, our global 
inability to control the ongoing pandemic is just one example 
of the unintended consequences of believing that we have 
total control over nature. 

A Brief History Lesson

Human ingenuity with regards to biological warfare has a 
long and distasteful history. The English word toxic, meaning 
poisonous, comes from the Greek word toxikon, “pertaining 
to arrows or archery.” One early Greek historian wrote of how 
Scythian archers—who had a range of over 1,600 feet and 
could launch some twenty missiles a minute—would tip their 
arrows with what was likely a mixture of gangrene, tetanus, 
and poison from dead snakes, in order to incapacitate and 
kill their enemies during warfare.

Another ancient act of bioterrorism known as the Plague of 
Athens occurred during the Peloponnesian War during which 
the Spartans who were laying siege to that city were reputed 
to have infected the city’s water supply, possibly with fecal 
matter, resulting in the slow, painful death from typhoid fever, 
or blindness and dementia in the survivors. Nevertheless, the 
Spartan army sensibly withdrew when they saw the fires that 
burned the Athenian dead within the city walls, fearing that 
the disease would spread to their own camp.
 
Another historical occurrence of alleged biowarfare concerns 
the oft-disputed claim that during the French and Indian 
Wars (1754 to 1767), the British sent smallpox infested 
blankets to Native American tribes in order to annihilate 
them. Whether the plan was to bring about the tribes’ 
destruction or contribute to what is now being called “herd 
immunity,” contemporary writings show that the intention to 
infect was there. Captain Simeon, the commander of Fort 
Pitt, wrote somewhat ambiguously in his diary at the time: 
“Out of regard for them [two Indian chiefs] we gave them two 
blankets and a handkerchief out of the Smallpox hospital. I 
hope it will have the required effect.”

Millions in Germ War Tests

Any sensible, humane, and ethical individual would realise 
that once unleashed, biological weapons can never be 
contained to just ‘the enemy.’ A secret Japanese program 
known as Unit 731 employing some 3,000 scientists and 
technicians undertook ‘experimental infections’ of dysentery, 
cholera, and bubonic plague on Chinese prisoners, according 
to one article published by a U.S. professor of respiratory 
care and health sciences.  He reported that when millions of 
infected fleas were released by the Japanese over the city of 
Changde in the Hunan province of China in 1941, it resulted 
“in nearly 10,000 cholera cases and 1,700 deaths” among 
the equally vulnerable Japanese troops stationed there. 
 
In traditional warfare this kind of mishap is ironically called 
“friendly fire.” Yet sometimes countries deliberately use 
their own populace as experimental guinea pigs. In his 
1989 book, Clouds of Secrecy: The army’s germ warfare 
tests over populated areas, author Leonard A. Cole—
director of the Program on Terror Medicine and Security at 
Rutgers New Jersey Medical School—drew on declassified 
government reports and other testimonies to report that the 
U.S. Army, “…had been secretly spraying clouds of bacteria 
over populated areas in order to study America’s vulnerability 
to biological weapons.”
 
Unfortunately, and especially in the age of the Internet, 
information also spreads like a virus. In the same book, 
Dr Cole reveals that in the mid-1960s the U.S. released a 
non-toxigenic probiotic into the New York subway system 
to test how easily a biological organism could spread below-
ground. Some have speculated that this knowledge may 
have inspired the release of the nerve agent sarin by non-
state actors on the Tokyo subway system in 1995, leading 
to the deaths of thirteen people and seriously injuring fifty 
more. A toll that could have been much worse had the group 
behind the attack been more scientifically savvy. As Milton 
Leitenberg points out in his book The Problem of Biological 
Weapons , one unintended consequence of reporting—even 
exaggerating—the incidences of bioweaponry, is bringing 
such possibilities to the attention of rogue organisations.
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Airborne Biowarfare and the Evolution of 
Values

Terrorist groups aside, one would expect responsible 
governments to come to an agreement that offensive 
biological inventions are “barbarous,” “abhorrent” and 
“criminal.” This occurred in 1972 with the UN Convention 
on the Prohibition of the Development, Production and 
Stockpiling of Bacteriological and Toxin Weapons and their 
Destruction (BTWC), which was reinforced in 1993. The 
Organisation for the Prohibition of Chemical Weapons was 
set up in The Hague to underscore to States “the huge 
potential for both good and harm that major advances in the 
chemical and biological sciences bring,” requiring “vigilance 
against the misuse of these advances.” Yet, even after signing 
the BTWC, the Soviet Union is said to have continued its 
offensive bioweapons program “into the 1990s .”
 
Loopholes in these conventions also exist and are exploited 
by countries including the U.S. As recent events there 
have shown, one person’s protest against racial injustice 
is another person’s riot. Consider “tear gas” for example, 
a chemical weapon that can be used legally as a tool to 
quell civil unrest, whether against one’s own citizens or at 
embassies on foreign soil that are under perceived attack. As 
news reports suggested, police used such “incapacitating 
chemical agents” against U.S. citizens who acted in a way 
the Trump administration did not like at Washington DC’s 
Lafayette Square and Portland, Oregon, offensively rather 
than defensively. 

Hence, I’m not convinced that international agreements offer 
much of a solution. A more effective way would be to ensure 
that those within the scientific and technical communities 
accept both personal and collective responsibilities,  
especially those working at the cutting edge of bioweaponry, 
by:

Super Soldiers for the Future?

Unfortunately, as one author writing for the Journal of 
Strategic Security points out: “Many communities and 
governments choose not to plan for “worst case” scenarios 
to avoid costs and unnecessarily raising fear or concern 
among the population. However, the lack of planning is 
often what causes the most dollars, time and lives lost in the 
aftermath of a catastrophic event .” 

Sadly, too, while it’s easy enough to outline what needs to 
be done, not everyone shares the same perspective. For 
every advancement such as giving brain implants to opioid 
addicts to help them overcome their substance abuse, there 
are reports of countries using CRISPR technology to create 
“biologically enhanced super-soldiers .” For every doctor who 
claims such beneficial brain implants “should not be used for 
augmenting humans,” there are military ethics committees 
that say such innovations are necessary to enhance military 
capabilities, not least “because everybody else is doing it .” 

Just imagine what could happen if the “new cloaking skin” 
that is being developed in South Korea to help troops 
become “invisible,” even to heat sensors,  gets into the 
hands of terrorists and criminals. I wonder if the scientists 
working on that project have thought of that—or even cared 
about it. 
 
As one U.S. Navy officer told the media when asked about 
the wisdom of gene-hacking soldiers, “When we start 
playing around with genetic organisms, there could be 
unforeseen consequences .” I would offer a minor correction 
to that statement: There will undoubtedly be unforeseen 
consequences!
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future scientists on the 
ethical issues surrounding 
their work 
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professionals to anticipate 
how their innovations could 
be used for anti-social 
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with appropriate entities to 
put in place the necessary 
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THE MALAYSIAN 
DEFENCE WHITE PAPER: 
GROWING THE LOCAL 
DEFENCE AND DEFENCE 
RELATED INDUSTRY 
AGAINST ALL ODDS 

Sahipulhijaiman bin 
Sulaiman 

Deputy Undersecretary, 
Policy and Strategic Planning 
Division, Ministry of Defence 

A QUICK GUIDE TO 
THE MALAYSIAN 

DWP

5 National Defence Objectives Concentric Area of Interests

3 Strategic Pillars

Malaysian Armed Forces as an 
Integrated, Agile and Focused Force

Strategic Outlook

Sources: https://www.facebook.com/KementerianPertahanan/

DEFENCE 
WHITE PAPER

"A secure, sovereign and 
prosperous Malaysia"

The Defence White 
Paper (DWP) focuses on 
strengthening Malaysia's 

position as maritime nation 
with continental roots and 
unique role as a bridging 
linchpin between Asia-

Pacific and Indian Ocean 
regions

Enhance internal 
resilience through 

comprehensive 
defence

Develop multi domain 
capabilities to detect, 

deter and deny

Instilling good 
governance practices 
in pursuing defence 

reform

Advance local defence 
industry by developing 
defence science and 

technology

The land masses of Peninsular Malaysia, Sabah 
and Sarawak; the territorial waters; as well as the 

air space above them.

Malaysia Maritime Zone (MMZ), strategic 
waterways, airspace, and critical lines of 

communication.

Locations beyond the extended area where 
Malaysia's national interest are affected.

Strengthen defence 
capacity and security 

through credible 
partnership

VS
Uncertain big 

power relations

Alarming 
non-traditional 
security threats

The complex 
Southeast Asian 
neighbourhood

Comprehensive
Defence

Credible 
Partnership

Jointness

Technology-
based

Ability to operate simultaneously 
in two theatres

Interoperability

Mission-
oriented

Concentric 
Deterrence
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About a year ago on 2nd December 2019, the Malaysian 
Parliament passed the first Defence White Paper 
(DWP) to address the issue of national defence and 

set the way forward for the next ten years until 2030. 

“This defensive-postured force of the future will be integrated, 
agile and focused, as well as able to respond to all threats 
that Malaysia may have to face. This initiative will be further 
enhanced through robust participation of the Government 
together with the rakyat in ensuring the nation’s security, 
sovereignty and prosperity" as outlined by former Minister of 
Defence, YB Tuan Haji Mohamad bin Sabu.

Not coincidentally, the DWP’s timeframe has been aligned 
with the 12th and 13th Malaysia Plans and has been designed 
in such a way to facilitate defence and budget planning to 
ensure its successful implementation. The DWP also seeks 
the support and commitment from both the government 
and rakyat to invest in defence capability and capacity 
development in order to overcome the current and future 
security challenges, which, undoubtedly are becoming more 
complex and multifaceted. Under these circumstances, the 
DWP was developed based on evidence, inclusivity and 
transparency to get the buy-in from various stakeholders. 

Now, how is this DWP different from previous defence 
policies? For one, the DWP offers a different  strategy, one 
that is more holistic and covers all aspects of military power, 
domestic support and foreign relations. This approach 
involves rallying all layers of   our government and society in 
dealing with issues related to national defence. 

The DWP describes the future defence capability requirements 
based on national interests, and why it needs be protected. 
In a nutshell, it gives clear guidance pertaining to  policies and 
military strategies as well as other vital aspects that need to 
prioritised for the next ten years. Understandably, the DWP 
is a crucial set of guidelines that can be utilised by the local 
defence and defence related industry players when it comes 
to determining which  areas that need to be focused on to 
meet our military needs. This marks an exciting  opportunity 
not only for existing defence industry players, but also to 
new key industry players that are interested to venture into 
defence or defence related industry. 

DWP and the Makings of a Smart Army

The DWP also dedicates a specific chapter to discuss 
opportunities and challenges within the areas of defence 
science, technology and industry. It zooms in on the 
importance of investing on research and development for 
defence, and how improvisation and implementation are 
necessary to  finetune the procurement process. 

It also advocates for the transformation of the local defence 
industry which is arguably in great need of change. This 
means  changing how business is done traditionally, 
which may depend heavily on government contracts and 
eliminating unsavoury practices that squeeze taxpayers’ 

money in the name of profit optimisation). Instead, the DWP 
is hoped to be the catalyst towards a more liberated and 
diversified business by exploring other commercial sectors 
and penetrating the global market. This makes perfect 
sense as the amount of untapped opportunities for our local 
defence industry to venture into the defence market can be 
leveraged.

Consider this: many commercial technologies that are part of 
our daily lives originated from the defence industry. Likewise, 
many commercial products available on the shelf have been 
adopted for military use after careful studies have been made. 
Now if we look at the list of defence capability requirements 
in the DWP, many of the items in the list can be sourced from 
commercially available products. For example, in the area of 
ISR (Intelligence, Surveillance and Reconnaissance), many 
of the products (think: sensors and drones) are available in 
the market and can be utilized or upgraded to meet military 
requirements. Similarly, looking at the defence industry, 
many products like 3-tonne trucks can be modified for the 
commercial market. The question is, can our local defence 
industry think big outside the box and venture out of their 
comfort zones? Can they truly look to the East and provide 
products or services to other consumers outside the defence 
industry, like what Japanese companies have done. Many of 
us are familiar with brands like Mitsubishi and Fujitsu, and 
how these brands are synonymous with vehicles and IT 
related products within the consumer market, but did you 
know that they also build fighter jets and provide surveillance 
systems for the Japan Self Defence Force (JSDF)?
 
Deconstructing the Opportunities Outlined 
by the DWP

As the military marches on towards embracing the 
advancement of technology aligned with the fourth industrial 
revolution (4IR), the door leading to a wealth of opportunities 
for the local defence and defence related industry is thrown 
wide open. Although Malaysia may not be at par yet with 
other developed nations, key industry players should still 
endeavour to build partnerships with foreign companies to 
gain insight and innovations in beefing up our defence industry 
capability. This can be made possible through technology 
transfer, or acquiring and tweaking the technology itself to 
suit our needs as well as requirements.  

And let’s not forget that our local graduates in fields related 
to the defence industry most certainly have the capability 
to produce defence solutions locally, given enough trust 
and funds channelled into R&D while tapping into in-house 
manufacturing opportunities. The changes in warfare from 
conventional into hybrid that combine physical and virtual 
realm also provide new areas for business opportunities. 
This is one of the many emphasis outlined by the DWP 
focusing on “technological-based advancements” as part of 
the characteristic of our future military force. 

Needless to say, we need to move forward by embracing the 
modern doctrine of war, and realise that putting more troops 
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out on the field is no longer feasible especially since soldiers 
can be substituted with technological advancement in the 
course of creating a more cost-effective and efficient military 
force. Meanwhile, the current military personnel should 
be retrained and their roles realigned to suit the evolving 
ecosystem.   

DWP and the Defence Industry: Threats and 
Challenges

The DWP  can be accessed online by just about anyone, 
which means we can expect foreign governments and 
defence industry players to express interest towards 
contributing to the Malaysian defence capability 
development. This translates to our local defence and 
defence related industry possibly facing healthy competition 
from international companies when it comes to bidding on 
government defence projects. 

Many would view this as a challenge, taking into account the 
possible lack of ample experience from our  industry players 
compared to international entities. Strong industry players 
such as those from France and the US have had great 
proven track records that can be hard to beat. However, all 
is not lost: there is definitely room for improvement as we 
seek to  learn from countries like China and Turkey where 
their companies have recently gained more shares in the 
defence and security market. It is a known fact  that many of 
their products are developed based on reverse engineering 
and joint ventures with other experienced companies. More 
encouragingly, they were able to produce similar or more 
superior products at a lower cost. As such, our local defence 
industry should not be intimidated but instead must step up 
their capability and capacity to be able to compete and offer 
better products or services at a more competitive price. All 
this may sound preposterous, but it is highly possible. What 
we  need is the right mindset to invest and procure the right 
resources. Our local defence and defence related industries 
should take this opportunity to seek foreign partners who 
have had years of experience and technological know-how 
in manufacturing military grade products that are proven and 
accepted worldwide. 

Driving Solid Collaborations Towards Smart 
Defence Industry Growth

This is another reason why the defence industry is identified 
as an important focus area in current and future defence 
cooperation as prescribed in the DWP. Acknowledging 
that defence diplomacy is another form of deterrence in 
defending the country, the DWP discusses the current 
bilateral and multilateral relations with Malaysian partner 
countries and indicates our interests in future engagement 
with other potential partners. 

The defence industry is a proponent of credible partnership 
between countries as it can certainly benefit both sides 
under the arrangement of defence cooperation. Through 

strong defence collaborations, local companies tap into 
international think-tanks either through government-to-
government (G-to-G) or business-to-business (B-to-B) 
engagements during meetings, conferences or exhibitions. 
The Policy and Strategic Planning Division (Bahagian Dasar 
dan Perancangan Strategik, BDPS) and the Defence Industry 
Division (Bahagian Industri Pertahanan, BIP) under the 
Ministry of Defence can be a solid bridge to link Malaysia and 
other countries when comes to defence cooperation. Local 
companies are encouraged to communicate with these two 
divisions to get advice and prospects in other countries. 

The defence industry has also been incorporated as 
part of a strategy to increase our defence capability in 
the 12th Malaysia Plan. It shows that the government has 
acknowledged the importance of the defence industry in 
contributing towards a more resilient and vibrant Malaysian 
economy. This is parallel with the DWP which calls upon the 
local defence industry to not only to assist the government 
in achieving self-reliance, reducing dependency on foreign 
countries, but to also re-invigorate the current economic 
landscape as it can potentially give high returns and provide 
many job opportunities to Malaysians.

Next Steps Towards a More Robust 
Malaysian Defence Industry

In conclusion, there is indeed a brighter future for the 
local defence and defence related industries as outlined 
by the DWP. Currently, the government is working on a 
National Defence Industry Policy to pave the way forward 
for all stakeholders in the industry. This is a very positive 
development that indicates the government’s commitment 
in improving the local defence industry. 

Now is the time for Malaysian industry players to change 
their mindset, to be more diverse and more competitive 
in overcoming current challenges as well as reach out to 
grab untapped opportunities. New companies should also 
consider looking at the defence or defence related industry 
as another area of business to venture into and invest due to 
their great potential in the future. Many countries in the Asia 
Pacific and the Indian Ocean regions are increasing their 
defence spending shows how vast opportunities can look 
like for defence or defence related industries. Recent budget 
announcements by Japan, Republic of Korea and Indonesia 
among others are clear evidence that governments will 
continue to invest in their national defence as security 
concerns are gaining attention among policy makers. 
Malaysia is not far behind, as political masters and the rakyat 
are becoming more aware of defence issues with the release 
of the DWP. The local defence and defence related industry 
must tap this expanding market and seize opportunities to 
grow beyond their familiar playing field.     
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MALAYSIA’S DEFENCE 
INDUSTRY – DEVELOPING A 
BLUEPRINT FOR SUCCESS 
WITH STRONGER LOCAL 
COMPETENCIES

MIDA is the government's principal investment promotion and development 
agency under the Ministry of International Trade and Industry (MITI) to oversee 
and drive investments into the manufacturing and services sectors in Malaysia. 
Headquartered in Kuala Lumpur Sentral, MIDA has 12 regional and 20 overseas 
offices. MIDA continues to be the strategic partner to businesses in seizing the 
opportunities arising from the technology revolution of this era.

T he defence industry has been recognised as a key driver for the advancement of indigenous technical capabilities. The 
massive scope of the sector has encouraged the usage of high value added products, promoted linkages to supporting 
industries, generated employment opportunities, promoted exports, as well the development of dual use technology in 

contributing to the growth of the civilian economy.   

Developing countries such as Indonesia, India, Turkey and South Africa have been aggressively pursuing defence industrialisation 
strategies to achieve higher technological and industrial developments, and now it’s time for Malaysia to shine. 

Malaysia as an emerging economy, aims to undertake the same strategies for both military purposes and economic benefits. 
Decades of defence industry development have mainly focused on domestic self-reliance strategies in supplying spare parts, 
providing logistics support, modification, upgrades, retrofits as well as maintenance, repair and overhaul (MRO) activities. 
These are essential to ensure a continuous supply of weapons and a state of operational readiness of its armed forces assets.  
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DEFTECH’s armored vehicles

Enhancing the Local Defence Industry 
Ecosystem

The emergence of key players in Malaysian defence started 
in 1969 with the establishment of of SME Ordnance Sdn. 
Bhd. (then known as Syarikat Malaysia Explosive Sdn. Bhd.) 
to provide firearms and ammunition for the Malaysian Armed 
Forces. Over time, a number of local companies, armed with 
their own unique set of capabilities came into the defence 
scene as supply chain partners for Original Equipment 
Manufacturers (OEMs) and MRO service providers for 
military equipment, aircrafts, ships, and vehicles. 

Throughout the years, government-linked companies 
and private enterprises have progressively upgraded and 
expanded their operations to provide specific defence 
products and services. DRB-HICOM Defence Technologies 
Sdn. Bhd. is one of the key players that have sound 
capabilities in assembling armoured and logistics vehicles. 
Continuous improvement and successes propelled them into 
the domains of aerospace, composite structures, unmanned 
systems, and system integration.
                                

In the field of defence electronics, Sapura Secured 
Technologies Sdn. Bhd., a Malaysian manufacturer of military 
standard electronic equipment, has harnessed the power 
of cutting-edge technology and capability to fully design, 
develop and manufacture products locally. Its tactical military 
radios are currently exported and used by military forces in 
the Middle East and North Africa. 

Boustead Heavy Industries Corporation is another Malaysian 
entity with diverse interests in the defence, security and 
marine sectors.  It is one of the leading defence contractors 
in Malaysia to have been listed on Bursa Malaysia. Its 
subsidiaries, Boustead Naval Shipyard, Boustead DCNS 
Naval Corporation, BHIC AeroServices and Contraves 
Advanced Devices are notable players in the defence sector 
backed by a portfolio of activities ranging from shipbuilding, 
manufacturing of electronics components and MRO of 
naval vessels, submarines, military helicopters, and weapon 
systems.

Another significant player in the aerospace and defence 
industries is National Aerospace & Defence Industries Sdn. 
Bhd. (NADI). With subsidiaries such as AIROD, AIROD 
Techno Power, AIROD Aerospace Technology Sdn. Bhd., 
Aerospace Technology Systems Corporation (ATSC) and 
SME Aerospace which provides MRO services and activities 
such as aircraft modifications and upgrades as well as 
manufacturing of aerospace parts and avionics. 

NADI’s reputable technical competencies in providing MRO 
services for military aircraft was evident by the appointment 
of its subsidiary, AIROD as an authorised Lockheed Martin 
C-130 Hercules aircraft service center as well as key success 
in securing a service contract in 2015 with the US Navy to 
repair a squadron of thirteen KC-130J aircraft which were 
based in Japan. Another subsidiary ATSC, has established 
a Sukhoi Technical Centre at the Royal Malaysian Air Force 
airbase in Gong Kedak, Kelantan. With this vital infrastructure 
to its name, ATSC was recognised as a one-stop centre for 
Su-30 MKM Fighter Jet MRO and a supply chain producer 
for all the systems incorporated in the aircraft including some 
non-Russian equipment. 

A Quick Glance at Global Outlook and 
Opportunities

Despite challenges posed by the global COVID-19 pandemic, 
countries around the world had no qualms on spending their 
budget on strengthening and intensifying their military force, 
amidst some geopolitical tensions. So robust is the growth 
that global defence spending is expected to increase by 2.8 
percent in 2021, potentially exceeding USD2 trillion. 

Due to the significant cost associated with defence 
procurement, it is also paramount for Government defence 
contracts to be awarded to capable local industry players to 
further stimulate the domestic economy while minimising the 
outflow of currency. 
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AIROD completed maintenance and repair work on the first U.S. KC-130J aircraft in a contract to support the U.S. Marine Corps Transport 
Refueler Squadron, based in Japan. (U.S. Embassy photo)

Malaysian defence industry players should take advantage 
of the market opportunities in the ASEAN region where 
member countries collectively spend about USD30 billion 
annually on defence requirements. Case in point: leveraging 
our established capability in aircraft MRO to tap into 
the regional defence market is very much in line with the 
aspiration of Malaysian Aerospace Industry Blueprint 2030 
to become an aerospace hub in Southeast Asia.

Ties That Bind: Facilitating Beneficial 
Foreign Investment Partnership

Undoubtedly, Malaysia aims to be the preferred global 
outsourcing centre, particularly for OEMs and Tier-1 
companies in the defence industry. In line with making 
Malaysia captive outsourcing hotspot, MIDA’s various 
efforts and facilitation in evaluating tax incentives, import 
duty exemption on machinery, equipment and components 
as well as funding schemes have assisted local defence 
industry players with the  implementation and expansion of 
their projects. 

The Malaysian Government is committed to support the 
domestic defence industry with the goal of developing high 
technology products while encouraging and facilitating joint 
ventures with foreign companies n the defence sector. The 
long-standing industrial expertise of foreign defence industry 
players will definitely benefit Malaysian companies’ when 
it comes to building capabilities, enlarging capacity and 
evolving new market access for locally built products. 

MIDA has always been on track with their comprehensive 
supply chain initiatives. In 2018, MIDA organised an Industrial 
Linkages Programme for the aerospace sector in Turkey that 
enabled Malaysians companies to explore business and 
investment opportunities through strategic partnerships and 

joint ventures. The participating Malaysian companies were 
also exposed to best practices in the industry to help gain 
competitive business edge in the global landscape. 

Industry 4.0 Transformation Initiatives

As the principal investment promotion agency of the country, 
MIDA supports local industry players in their bid to undertake 
quality investment projects through fiscal and non-fiscal 
incentives in technology development. To mitigate impacts 
of the pandemic on businesses while adapting to the new 
normal, Malaysian defence industry players need to review 
business strategies, industrial footprints and operating 
models to sustain their operations. Re-examining production 
technologies and understanding the national importance of 
Industry 4.0 transformation, MIDA actively promotes local 
industry players to incorporate Industry 4.0 technologies 
such as connected tools, Big Data, virtual reality and 
additive manufacturing to step up the pace in increasing 
manufacturing and operational effectiveness as well as 
flexibility of the entire production chain. 

Productive consultations between MIDA and key 
stakeholders in the defence industry such as the Ministry of 
Defence (MINDEF), the Technology Depository Agency (TDA) 
and the Ministry of International Trade and Industry (MITI) 
are necessary to formulate the Dasar Industri Pertahanan 
Negara. This helps to identify gaps in the defence industry 
ecosystems, capacity building for domestic players and 
enhancing the effectiveness of current initiatives, such as the 
Industrial Collaboration Programme, to ensure sustainable 
growth of the Malaysian defence industry. 
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EXPORT OPPORTUNITIES 
FOR MALAYSIA’S DEFENCE & 
DEFENCE RELATED INDUSTRY  

MATRADE’s mission to promote 
Malaysia’s export has enabled 
many local companies to carve 
new frontiers in global markets. 
Today as we continue to put the 
spotlight on capable Malaysian 
companies on the international 
stage, we are helping make 
the phrase ‘Made-In-Malaysia’ 
synonymous with excellence, 
reliability and trustworthiness.
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T ransport & Logistics Section is one of the sectoral desk under the Exports Promotion & Market Access Division. The sub-
sectors/industry under the purview of the Section include aerospace, defence, automotive, rail, maritime and logistics. 

Malaysia's industrial base in the defence sector is 
concentrated in areas such as repair and maintenance with 
high reliance on partnerships with international companies. 
In the last decade, the Malaysian defence industry has limited 
local players with most companies supplying common user 
items.  Few of the large companies carried out substantial 
work for the military, with involvement in local shipbuilding, 
maintenance and servicing of aircraft while most of their core 
work were in civilian business. 

However, with the Vision 2020’s goal of making Malaysia a 
fully industrialised and technologically advanced nation, the 
Malaysian defence and defence-related industry has been 
identified as one of the strategic components that forms an 
integral part in Malaysia’s defence and security capabilities. 
Many local companies are now engaged in joint ventures 
with foreign companies for shipbuilding and the assembly of 
armoured and military vehicles.

A well-developed local defence-related industry reduces the 
nation’s reliance on foreign manufacturers and suppliers, 
hence builds up national self-dependence.  Even though 
Malaysia’s defence & defence related industry (DDRI) is 
relatively new in export markets when we compare with other 
well established foreign defence industries, but the industry 
is growing steadily especially in the area of maintenance, 
repair and overhaul as well as upgrade of military equipment.
  
The Malaysia External Trade Development Corporation 
(MATRADE) has created new inroads in promoting Malaysia’s 
DDRI in the export market through various initiatives. In 2019, 
MATRADE successfully matched Malaysian companies 
in this industry with international companies during the 
Langkawi International Maritime & Aerospace Exhibition 
(LIMA) 2019 and International Paris Airshow 2019. MATRADE 
has facilitated meetings between Malaysian companies and 

foreign buyers through its signature International Sourcing 
Programme (INSP) and Business-to-Business (B2B) events. 
Besides that, MATRADE is also supporting the Ministry of 
Defence in organising Defence Services Asia Exhibition 
and Conference (DSA) 2022, a home grown defence and 
homeland security show by bringing foreign buyers during 
the event.

The defence industry has a lot of potential to grow 
compared to established sectors such as electronics, oil 
& gas, automotive, services and manufacturing.  However, 
the DDRI has grown local capabilities in designing and 
manufacturing of specialised vehicles, military trucks and 
wheeled vehicles including armoured vehicles, all purpose 
vehicles, tank transporter, weapon carrier vehicles and 
mobility utility trucks. The scope of defence industry involves 
manufacturing of products for use in aerospace, maritime, 
defence, automotive and ICT.

For a strategic reason, the industry will have to achieve 
self-reliance in spares and logistic support, modification, 
upgrades, retrofits, maintenance, repair and overhauls 
without foreign assistance. The Malaysian government 
considered domestic defence industry an essential element 
of sustainable self-reliance by ensuring the continuous supply 
of weapons, ammunitions and spares in times of crisis, thus 
ensuring the integrity of supply and performance of weapons 
procured from overseas. A strong defence industrial base 
will create high technology employment, value-added work 
and backward linkages in support of small and medium 
scale industries, especially in heavy manufacturing industries 
and dual-use technology. Strategically, Malaysia pursues 
defence industrialisation to obtain high-end sensitive military 
technology and expertise as well as economic spin-offs to 
the non-defence sectors.  

Formulate specific industry strategies 
based on domestic ecosystem & global 
development

Implement promotional programmes in line 
with the industry's strategies to enhance 
Malaysia's exports

Monitor, analyse and report the development 
of respective sectors to ensure the trade 
performance of the sector are in tandem with 
global growth & to propose revise strategies 
& action plans

Establish Sector / Sub sector Working Group 
& conduct regular meetings with members 
from private & public sector to analyse, 
strategise, implement & monitor action plans 
that support export growth

Work closely with Country Desk to link & 
connect suppliers & potential buyers for 
business matching, follow up on progress & 
prepare success / impact stories

Engagement in meetings, dialogues & 
deliver presentation relating to respective 
sectors

Execute special projects to promote 
respective sectors

FUNCTIONS
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Development of Malaysia’s DDRI started much later than its 
neighbouring countries such as Singapore, Indonesia and 
Thailand. The industry started developing from twenty-five 
years ago following the government’s efforts to promote 
homegrown defence capabilities.  Nonetheless, to date, 
Malaysian companies in DDRI have exported various types 
of specialised vehicles to Brunei, Singapore, Taiwan, Korea 
and Bangladesh. Malaysia has vast capabilities to undertake 
activities such as in the areas of maintenance, repair and 
overhaul (MRO), upgrading and refurbishing of specialised 
vehicles, provide ICT solutions for military simulation training 
and support services, command and control systems as well 
as manufacture high speed specialised craft of advanced 
composite material.

The current movement control protocols and overseas travel 
restrictions due to COVID-19 have made MATRADE’s export 
promotion activities, particularly participation in trade shows 
and trade missions, no longer feasible in the physical form. 
Nevertheless, to ensure that the promotion of Malaysian 
defence industry continues, MATRADE shifted to digital 
format for most of our promotion programmes. Starting the 
2nd Quarter of 2020, MATRADE has introduced eBizMatch, 
a virtual B2B event.  This new digital initiative will enable 
companies in DDRI meet with foreign buyers during this 
difficult time.

In order to assist Malaysian companies in defence and 
defence-related industry to reduce their financial burden 
of export promotion, in 2020, MATRADE introduced new 
elements in Market Development Grant (MDG) to enable 
eligible companies to claim:

• logistics cost of up to 30% of total logistic costs subject 
to a maximum of RM15,000 per shipment, including the 
cost of transportation, warehousing and freight.

• financial difficulties faced by sudden cancellation or 
postponement of trade promotion events, partial 
compensatory support was provided through the 
MDG programme for non-refundable participation fees, 
airfares and accommodations.

In MATRADE, we do understand that digitalisation is the new 
norm that companies need to adapt nowadays.  In ensuring 
that Malaysian companies are well equipped with market 
information, MATRADE has developed MyExport, an online 
service for Malaysian exporters registered with MATRADE 
to access to key trade information and market intelligence 
on regional economic and market developments, export 
opportunities, standards and foreign trade policies and 
regulations. MyExport deployed 2,660 trade leads, based on 
inquiries received from foreign firms keen to acquire goods 
and services from Malaysia.

Since face-to-face training, physical workshops, conference 
and events are not feasible due to social distancing 
requirements and travel restrictions, MATRADE turned 
these activities to digital solutions and online learning 
method. Throughout 2020, 134 webinars were organised in 
collaboration with various partners. Among topics covered 
were market updates, trade promotion strategy, supply 
chains and the impact of COVID-19 on business continuity, 
which can be useful for the Malaysian companies in defence 
industry.

The Malaysian Government, through its Dasar Industri 
Pertahanan Negara, will continue to advance the Malaysian 
DDRI and MATRADE as the national trade Promotion Agency 
will fully support the industry with intensive promotion 
programmes to spur growth in the defence industry. MATRADE 
is fully committed to develop the nations’ competitiveness 
by enhancing its economic and technological capabilities. To 
achieve this aspiration, MATRADE continually collaborates 
with the Ministry of Defence through Defence Industry 
Division, Ministry of Home Affairs, Ministry of Science, 
Technology and Innovation, National Security Council and 
Malaysian Industry-Government Group for High Technology 
(MiGHT) to assist, develop and facilitate the Malaysian 
defence industry. The synergy between the government 
bodies and agencies empowers the 5 Thrust in Dasar 
Industri Pertahanan Negara, especially in penetrating the 
global market as well as driving the companies to perform 
better in production and MRO activities.
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Lt Col Dr. Nizlan joined the Malaysian Armed Forces in 1989 and was 
commissioned as an artillery officer in the Malaysian Army. He has held various 
appointments in the artillery unit, the Artillery Directorate and in the Army 
Headquarters as a staff officer. He was the Commanding Officer of 4th Royal 
Artillery Regiment (4 RAR) before pursuing his studies in Doctor of Management 
(DMgt) program at University Malaya from 2017-2020. Currently, Lt Col Dr. Nizlan 
holds the position of Deputy Director of Comparative Technology in Malaysian 
Institute of Defence and Security (MiDAS). In this issue, Lt Col Dr. Nizlan bin 
Mohamed will dissect the current standing, evolution, potentials and future 
plans of the development and capabilities of the Malaysian Defence Industries.

UNLOCKING THE 
POTENTIAL OF INDIGENOUS 
TECHNOLOGY CAPABILITIES 
IN THE MALAYSIAN DEFENCE 
INDUSTRIES DEVELOPMENT

Lt Col Dr. Nizlan bin 
Mohamed

Malaysian Institute of Defence 
and Security (MiDAS)

Evolution and role of defence offsets in 
Malaysian Defence Industrialisation

The evolution of the Malaysian Defence Industry 
brought upon us a remarkable wave of transformation 
in the defence paradigm, particularly in the evolution of 
security and defence of this nation. Spanning across 
the emergency era, independence period, post-Cold 
War era and the current generation, our local defence 
industry has seen sound development since then 
without losing sight of its principal objective, which 
was to create a modest but credible defence industrial 
capability and the ability to provide first-line logistical 
support to Malaysian Armed Forces (MAF) in the 
form of through-life maintenance, repair and overhaul 
(MRO). 

“

“

The principal objective of the Malaysian Defence Industry was the 
creation of a modest but credible defence industrial capability providing 
first-line logistical support to Malaysian Armed Forces (MAF) in the form 

of through-life maintenance, repair and overhaul (MRO).

The Malaysian Indigenous Defence Industry goals 
and purpose

Driven by technology transfer

Provide first-line 
logistical support to 
MAF through MRO

Foster local 
employment 
opportunities

Sub-
assembly

Local 
production

Joint 
development

Growing 
knowledge 

base

Training

Create a sound 
defence industrial 

capability
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Malaysia is classified as a ‘third-tier’ arms 
producing country according to Bitzinger’s 

classification of a country’s defence industry. 

Only capable of producing arms which is 
relatively ‘low tech’ (including but not limited to: 

small arms, ammunitions, armoured vehicles 
and small sized ships)

On this note, however, the recent years also saw the presence 
of offset deals projects which have increased in importance, 
resulting in a rising proportion of indirect offsets due to 
Malaysia’s growing recognition of dual-use technology on 
the broader defence economy. These indirect offsets have 
been mainly targeted on foreign commercial technology 
ventures, such as GPS, drones, digitalisation equipment and 
IT projects.

Unravelling the challenges of the Malaysian 
Defence Industry

Admittedly, the defence industry is rife with numerous 
challenges when it comes to furthering its development. 

The Malaysian government needs to refine a strategy in 
a holistically manner involving all the interested parties for 
the future needs of the country’s security and defence; and 
aligning it with the necessary capabilities development of 
the Malaysian Armed Forces that can assuredly safeguard 
the country’s sovereignty and integrity, and the country’s 
survivability in times of major powers conflicts.

The key to more robust development of the Malaysian 
Defence Industry lies in concerted efforts involving other 
pertinent government agencies, private sectors, NGOs 
and personal capabilities expertise. This points towards 
the rallying of and capitalising on the involvement of MDIC 
(Malaysian Defence Industry Cooperation), MIDES (Malaysian 
Industry Council for Enforcement and Security), as well as 
SMEs with the Ministry of Defence’s support. Among vital 
criteria or approaches needed to meet the national defence 
requirements are as follows (DWP, 2019):

1. Future-proofing the defence industry with tactical 
research and development. This includes developing 
focused capabilities in defence science, technology 
and industry based on R&D across critical technology 
sectors;

? Did You Know?

2. Incentivising economic spillover contributions to 
the nation. Benefits from defence science, technology 
and industry as a result of the spillover to other economic 
sectors can drive our nation’s economic growth; 

3. Fulfilling the nation’s defence needs. The defence 
science, technology and industry establishment equip 
and sustain some of the defence needs, creating 
a resilient and long-term cycle of self-reliance. This 
invaluable support can trigger the realisation of 
sustainable self-reliance in producing critical assets and 
defence equipment.

The key to more robust development 
of the Malaysian Defence Industry 
lies in concerted efforts involving 

other pertinent government 
agencies, private sectors, NGOs and 

personal capabilities expertise. 

The core strategy lies under the Ministry of 
Defence’s STRIDE (Science, Technology and 
Research Institute for Defence)

• Role includes supplying scientific and 
technical expertise to the MAF

• Fuels collaboration with defence entities 
and universities via defence R&D projects

• Main challenge includes lack of government 
funding for defence-based R&D

What drives the Malaysian defence 
industry R&D ecosystem? 

A bolder way towards the development of 
local indigenous technology capabilities 

The key to developing Malaysia’s indigenous technology 
capabilities in Malaysia lies within addressing the core 
challenges and conceiving strategic solutions to combat the 
issues. 

Mustafa Kemal (2015) explained that indigenous 
technology development is the process of 
developing an authentic product using the 
maximum rate of domestic capabilities (utilising 
technical assistance mainly based on research 
and development). Technology development 
includes design, building, modification, or 
improvement of the prototype of a vehicle, engine, 
instrument, or the like as determined by the basic 
idea or concept (Hagan G., 2009).
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Lack of efforts to capacitate indigenous tech sector Absence of continuous industry education

Malaysia shall have a strategy to maximise the indigenous defence industry by 
adapting six vital elements as follows:

Reducing fiscal deficit. By implementing such measures it helps the economy of the country and marketable 
for ASEAN countries defence procurement.

Employment Opportunities. Defence industries and manufacturing development will pave away for a more 
eccentric generation of employment opportunities to diversify and revolutionise domestically, especially 
during this challenging period of pandemic uncertainties.

Instill Nationalism and Patriotism Spirit. In developing the defence industry locally, all Malaysians should 
be inculcated with the spirit of defending the nation with pride and embrace the nationalism spirit of 
togetherness from all walks of life.

Leveraging the Defence White Paper (DWP). The DWP remains vital to provide policy guidance for defence 
management with strategical plan outline to strengthen the military’s standpoint and national interest. In 
tandem with this development, the Ministry of Defence is putting together the National Defence Industry 
Policy (NDIP) which is a comprehensive strategy and mechanism to transform the current local defence 
industry to be more competitive, sustainable and persevere in years ahead.

Smart Partnership Collaboration. Expedite a synergy of incorporating among all ASEAN countries through 
ASEAN Defence Industry Collaboration (ADIC) platform by maximising multilateral defence cooperation and 
capacity building to exploit the regional market volume. For example, establish standardisation of producing 
military apparels, consists of clothing, shoes, helmet gears and accessories from defence companies/
manufacturer among ASEAN countries and equally divide the profit gain from these venture partnerships.

Security and Strategic Imperative. The security threat is imminent in this region of ASEAN. Malaysia is a 
strategic country to lead the ASEAN countries in the various platform such as ASEAN Defence Ministers’ 
Meeting (ADMM) to develop security measures by enhancing the defence industry domestically thus propel 
strategic mechanism in various cooperation avenues within ASEAN countries.

Combating the challenges surrounding the development of Malaysia’s indigenous technology capabilities 

PROBLEM PROBLEM

SOLUTIONS SOLUTIONS

Government support and guidance through 
funding and budget allocation

Organising seminars, roundtable talk and other 
pertinent discussions on current tech trends 
by the Malaysian Institute of Defence and 
Security (MiDAS) to broaden the indigenous 
technology capabilities sector horizon

Proper evaluation and analysis of the future 
of indigenous defence industry in Malaysia

Building a strategic game plan towards 
growth

Incorporate productive and functional 
organisational approach mechanism

Revival of new guidelines and policies

Appointing inspirational leadership personality 
with influential organisation committee to 
optimise and implement technology
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Conclusion

It is foreseeable that the core challenges encountered in this 
indigenous tech industry can be solved with full support from 
the government and relevant local industries as well as the 
stakeholders for endorsement in our local manufacturing 
technology industry. While our capability is still confined to 
necessary manufacturing activities and MRO operations, 
and regional defence manufacturing is still restricted to a 
limited number of sectors, with minimal R&D activities or 
export opportunities, there is a wealth of untapped potential.

There is no time like the present: these challenges would 
have to be dealt with swiftly. In light of COVID-19 and other 
non-traditional security challenges that are descending upon 
us, other security threats continue to escalate as is evident 
by the tensions in the South China Sea, and the broader 
global and regional instability as can be seen by intensifying 
U.S.-China rivalry, and the recent clash between China and 
India at their border. Malaysia is also faced with increasing 
threats from non-state actors in the maritime domain, with 
the risks of illicit criminal activities, terrorism networking 
and kidnapping for ransoms still lurking in nearby waters. 
The way forward for Malaysia’s indigenous tech sector to 
grow is by playing a more proactive and constructive role to 
ensure the peace and stability of the region, leveraging its 
geographical advantages and diplomatic prowess to punch 
above its weight.

Post COVID-19, a lacklustre economic outlook is likely also to 
compel governments to take a harder look on expenditures. 
Malaysia is not exempt, which is why the government needs 
to make wise, informed decisions to invest in defence. This 
would bring long term implications on its national security, 
and if done strategically and effectively, we can emerge 
victorious in the face of the rapidly evolving defence and 
security landscape, and it is urgently vital to implement the 
reforms identified. A clear indication of the government vision 
will undoubtedly provide a much-needed impetus in facing 
an uncertain future. 

The way forward for 
Malaysia’s indigenous 

tech sector to grow is by 
playing a more proactive and 
constructive role to ensure 
the peace and stability of 
the region, leveraging its 

geographical advantages and 
diplomatic prowess to punch 

above its weight
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of Malaysia

The Malaysian Defence and Defence Related 
Industry (DDRI) has its origins in the early-1970s, 
when Malaysia embarked on industrialisation as an 

approach to transform the economy. These beginnings also 
coincided with the PERISTA plan, the special expansion and 
modernisation programme of the Malaysian Armed Forces 
(MAF) launched in the late 1970s.  Years of government 
support and favourable programmes that offset constraints 
provided opportunities to grow and benefit from collaborative 
ventures with foreign manufacturers. However, it is evident 
that after more than 40 years of various government initiatives 
and support programmes, the local defence industry has yet 
to fully develop and meet the aspirations of penetrating the 
global market.   

Vision for the Defence Industry

The National Defence White Paper tabled in the Malaysian 
Parliament, in 2019, alludes to the Government’s long-term 
vision to create a viable and sustainable defence industry in 
Malaysia. The benefits and spin-offs from the existence of 
a strong Malaysian defence industry are well articulated in 
this policy document. Nevertheless, financial constraints and 
economic uncertainties may hinder continued institutional 
support in the years to come. Coupled with superior, state-
of-the-art products by more well-established foreign players, 
it will become increasingly difficult for domestic DDRIs to 
compete on the international stage. Given this scenario, 
Malaysian DDRIs are faced with a daunting challenge. In 

DEFENCE INDUSTRY TRENDS: 
INVESTING IN A SMARTER 
FUTURE 
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order to survive, this industry has to transform itself, 
albeit with a more focused support by the Malaysian 
government. The following are some thoughts on the 
way forward in developing a more viable and profitable 
defence industry in Malaysia.

New Strategies for the Defence Industry

The Ministry of Defence is currently in the process of 
formalising a National Defence   and Security  Industry 
Policy. Among the many initiatives proposed, this 
policy aspires to provide greater guidance for domestic 
research and enhanced funding opportunities. Clearly, 
these are two critical issues for domestic DDRIs. Most 
businesses in the Malaysian defence industry seek 
to secure opportunities with long-term partnerships 
and economies of scale for production of their goods 
and services. These two critical elements need to 
be ‘assured’ prior to investment decisions. In order 
to achieve this, the government should consider the 
following:

• Formulate a Defence Industry Development Act 
to coordinate the inherent capacities of various 
government agencies and the private sector 
in pursuing research and development (R&D), 
production, manufacturing and logistics support 
of defence weapon systems and equipment. The 
introduction of such an act will help ensure greater 
assurance of support, particularly in the provision 
of long-term contracts, for industry players who 
consistently deliver on their contractual obligations.  

• Increase spending on defence as current budgets 
are largely allocated for operational expenditure 
(an average of 75% of annual defence budgets 
over the last five years). 

• Commit to a long-term defence investment plan 
for upgrading and acquisition of new capabilities. 
This plan needs to be transparent for DDRIs to be 
able to make informed decisions on their corporate 
strategies. Without doubt, the underfunding of 
defence over the last decade has been a major 
challenge for DDRIs.

• Adopt Through-Life Capability Management 
(TLCM) concepts diligently. This calls for an 
approach to procurement of ‘capabilities’ planned 
and managed coherently throughout its lifespan.  
Long-term assurance for maintenance, repair and 
overhaul contracts of entire military systems as 
sets of capabilities will eventually lead to greater 
investment and commitment from DDRIs. These 
contracts can be awarded to multiple companies, 
leading to increased competition. Currently, there 
are few incentives for large DDRIs geared to 
provide TLCM to ensure operational availability of 
major assets.  

Joining Hands to Uplift the Defence Industry

DDRIs need support from various government agencies and 
research communities to design, innovate and create marketable 
products. This is a key foundation for Malaysia to develop a 
sustainable level of self-reliance in the production of various 
equipment and systems required by defence, enforcement and 
security agencies. 

One such entity that offers invaluable support includes the 
National Defence University of Malaysia (NDUM). NDUM 
contributes towards fulfilling such needs through undertaking 
focused research in defence and security-related areas.

NDUM and how it supports DDRIs
Provide focused research on national security and 
defence, food and water security, cybersecurity, 
disaster management and humanitarian relief, as 
well as defence health and medicine.

How is this achieved?
NDUM receives grants, particularly from the 
Malaysian government which mandates that 
research undertaken at the University has to 
be defence related through collaboration with 
defence or non-defence industry.

The results?
Competent human capital and research outputs 
that are competitive at national and international 
levels.

Past results:
In the last few years, research has been carried 
out on future soldier systems and enhancement of 
armoured vehicle performance and survivability. 
The outputs of this research are currently in the 
validation process for commercialisation.

National Defence University of Malaysia 
(NDUM) contribution

The National Defence University of Malaysia (NDUM) contributes 
to fulfilling such needs through undertaking focused research in 
defence and security related areas. This includes national security 
and defence, food and water security, cybersecurity, disaster 
management and humanitarian relief, as well as defence health 
and medicine. As an academic institution, one of its fundamental 
objectives is to carry out. This produces competent human 
capital and research outputs that are competitive at national and 
international levels. NDUM receives grants, particularly from the 
Malaysian government which mandates that research undertaken 
at the University has to be defence related through collaboration 
with defence or non-defence industry. In the last few years, 
research has been carried out on future soldier systems and 
enhancement of armoured vehicle performance and survivability. 
The outputs of this research are currently in the validation process 
for commercialisation.
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When Education is Key to Growth

Since its establishment in 2006, NDUM has been consistently 
developing and delivering academic programmes to fulfil 
the requirements of producing the human capital needed 
by both the Malaysian Armed Forces (MAF) and domestic 
DDRI. Their efforts include:
• Offering various programmes at both undergraduate as 

well as postgraduate levels to qualify young Malaysians 
and serving military officers with suitable tertiary 
education. These include degrees in civil, mechanical, 
electrical and electronic engineering, all developed 
to established standards and accredited by both the 
Malaysian Qualification Agency (MQA) and the Board of 
Engineers Malaysia

• Spearheading comprehensive computer science 
programmes (intelligent systems and computer security 
systems, maritime technology and aviation technology) 
geared to meet the aspirations of the defence industry

• Incorporating leading programmes through course 
work, including an MSc in Defence Technology, MSc 
in Aeronautical Engineering, Master in Mechanical 
Engineering and MSc in Cyber Security and Management

• Conducting workshops to train researchers in producing 
research grant proposals to obtain international grants

• Nurturing collaborative relationships between NDUM 
researchers from the Centre for Defence Research 
and Technology (CODRAT) with counterparts in the 
Science and Technology Research Institute for Defence 
(STRIDE) of MINDEF

• Boosting optimised infrastructure within the R&D sphere 
including acquisition of cutting-edge lab equipment, 
thus providing the impetus to undertake solid research 
using a multi-disciplinary approach

Pivoting Towards Stronger Competitive 
Advantage 

It is widely recognised that DDRIs need to achieve a 
competitive edge without depending solely on government 
procurement contracts. Instead of merely offering military 
off-the-shelf (MOTS) or commercial off-the-shelf (COTS) 
solutions, it makes more sense for DDRIs, and their research 
partners, to develop functional systems in varied domestic 
operational environments through close collaboration with 
defence and security agencies. 

The challenge of creating these collaborative teams must 
be surmounted through the Malaysian Industry Council for 
Defence, Enforcement and Security (MIDES). Close working 
relationships between end-users on the ground, researchers 
and industry players must be established if there are to be any 
fruitful outcomes. Such collaborative teams could look into 
common challenges faced across all defence, enforcement 
and security agencies and design common user items. 

One such area worth looking at in the current security climate 
is in the development of robust networks of communication. 
As multiple agencies come together under the ambit of the 

National Security Council for border security operations, 
the existence of good, robust communication networks will 
enhance information sharing, collective decision-making and 
speed of execution in fluid operations. 

Another area which has plenty of room to create a niche is in 
the realm of cyber-physical systems which is fast developing 
in the context of the 4th Industrial Revolution. The capacity to 
create and integrate machines which are digitally connected 
to their parts will enable the collection of real-time information 
as well as large volumes of data to support analysis and 
MRO activities. Leveraging new technology is one way 
DDRIs can achieve the desired level of competitiveness and 
grow a sustainable business.

A Smarter, Brighter Future for the 
Malaysian Defence Industry

The global defence export market is expected to be worth 
one trillion US dollars in the next decade. Despite the negative 
impact of the COVID-19 pandemic on many industries, the 
need for enhanced security in a turbulent world will mean 
that defence and security systems will continue to be in 
demand. 

Malaysia has to pursue defence industrialisation with greater 
rigour if it wishes to tap into this ever-growing market. It is 
probably time to engage in the development of this industry 
using a more holistic effort through long-term planning. 

Towards this end, the Government has to come up with 
a clear strategic master plan. This should outline plans for 
a strategic build-up of human capital, determine specific 
research areas and suitable research organisations. The 
government should also allocate appropriate long-term 
funding in collaboration with industry. Such a concerted effort 
with the relevant stakeholders and international partners has 
the potential of making greater inroads into the lucrative 
defence industry market.
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SCIENCE, TECHNOLOGY, 
INNOVATION AND ECONOMY 
(STIE) IN THE MALAYSIAN 
DEFENCE SECTOR 

Up until World War II (WWII), the global defence industry 
has always looked upon commercial technology 
innovations for inspiration when adopting new 

advancements. For most governments around the world, 
this meant examining the market and relying on innovations 
that could be adapted for military use.  

Now, imagine if the Malaysian defence sector turned 
the tables and spearheaded its own original and highly 

developed technologies, thus making a name for itself in 
research and innovation (R&I) communities, globally. These 
are the aspirational goals of the scientists and researchers 
behind the National Policy for Science, Technology, and 
Innovation (NPSTI) 2021-2030 and the 10-10 Malaysian 
Science, Technology, Innovation and Economy (MySTIE) 
Framework, which are only two of the many initiatives 
that link science, technology, and innovation (STI) and the 
economic development of Malaysia together.

MOSTI is looking forward “to create a conductive environment for the 
advancement of science and technology as a means of generating knowledge, 
wealth and raise the quality of life through sustainable development.” 
Therefore they are responsible to enhance Malaysia competency in S&T in 
order to increase nation competitiveness in global market while maintaining 
commitment towards environment management. 
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Science & Technology Drivers
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Harnessing the Full Innovation Potential in 
the Defence Sector by 2030
 
By the end of the next decade, the endgame of both 
these initiatives is to achieve these aspirational goals for 
the Malaysian economy. Several, pace-setting, Malaysian 
institutions and industries with strong knowledge networks 
and value chains aspire to build global competitive 
advantages for Malaysia. The NPSTI 2021-2030 and 10-10 
MySTIE are intended to provide Malaysia exactly that, along 
with ecosystems that harness the full innovation potential 
and propel our country towards becoming a knowledge-
intensive economy by 2030. 

Armed with the objective of galvanising local technology 
development and application efforts to achieve a high-tech 
nation status for Malaysia, NPSTI 2021-2030 retains the six 
strategic thrusts from the previous policy and puts forward 
27 additional strategies to develop Malaysia’s STI capacity 
and capability while the 10-10 MySTIE Framework will serve 
as a catalyst to achieve the strategic goals.

With the emphasis on developing Malaysia’s own, original 
technology for industries, the second and third thrusts of this 
policy will foster Research, Development, Commercialisation, 
and Innovation (R&D&C&I) to support Malaysia’s 
development. The second thrust prioritises collaboration in 
developing technologies through R&D&C&I, while the third 
thrust stimulates the advancement of Malaysian industries 
through industrial collaborations that drive economic growth 
using Malaysian technology. This will hopefully bring on the 
dawn of a new era where the commercialisation of Malaysian 
products and technology will grow exponentially. 

And how will the Malaysian defence industry benefit? These 
initiatives will pave the way towards robust sharing of 
resources, knowledge, expertise, facilities, and technology 
within the defence industry in Malaysia. To ensure that the 
Malaysian defence industry ecosystem benefits by prioritising 
national sovereignty, MOSTI has formed MOSTI-MINDEF 
Strategic Collaboration to discuss and debate on R&D&C&I 
of products, technology and services related to the defence 
and security sectors.

What Drives a Knowledge-based Economy?
 
Now that the NPSTI 2021-2030 is in motion, the 10-10 MySTIE Framework, which was formulated by Akademi Sains Malaysia 
(ASM), now enters the arena as a gamechanger by providing  a systematic approach not only transforming Malaysia into a 
knowledge-based economy but to transform Malaysia from technology user to technology developer/creator. The MySTIE 
Framework is derived from 10 Science & Technology (S&T) drivers and 10 Malaysian Socio-economic drivers. For S&T drivers 
to create value addition, it is imperative that they are linked to specific Socio-economic drivers.  This facilitates focused and 
inclusive development of the 30 national STIE niche areas to ensure Malaysia will become a high-tech nation over the next 
decade. 

Responsive STI governance.
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Science & Technology Drivers Socio-economic Drivers

50/60
Next-generation mobile networks that enable higher frequencies, 
capacity and lower latency.

SENSOR TECHNOLOGY
High-performance sensors, including microelectromechanical 
systems (MEMS), magnetic materials and piezoceramics, 
wearable biosensors and printable wearable electrochemical 
sensors.

ADVANCED MATERIALS
New, stronger, durable and efficient heat and energy conducting 
materials that have wide industrial, biological, medical and other 
applications.

4D/5D - PRINTING
Printing using smart materials that change forms according 
to the environmental changes or responding to stimulus, and 
print parts as simultaneous multilayer curved layers, making the 
objects stronger and more cost competitive than 3D printing.

ADVANCED INTELLIGENCE SYSTEMS
Encompasses big data processing, advanced robotics, 
artificial intelligence, machine learning, directed self-assembly, 
neuromorphic engineering and quantum computing to enable 
flexibility, adaptability, precision and efficiency in analyses, 
information processing and response.

CYBER-SECURITY & ENCRYPTION
Technologies, processes, practices and methods that protect 
information and communication systems (networks, devices and 
data), mitigating risks associated with malicious attack, digital 
hijacking, unauthorised access and damage to systems and data.

AUGMENTED ANALYTICS & DATA DEICOVERY
Advanced data discovery methods that enable users to gain 
insights into patterns of the data generated using various 
statistical methods, pattern recognition, machine learning, natural 
learning and other advanced data analysis tools.

NEURO TECHNOLOGY
Technology that enables the study of brain processes, brain-
computer interface, decision-making, behaviour and neurological 
disorders.

BLOCKCHAIN
Digital ledger system that is democratic, incorruptible, efficient, 
verifiable and holds permanent record of every transaction of 
value among multiple economic agents.

BIOSCIENCE TECHNOLOGY
Technology that uses biological processes, systems or living 
organisms to manufacture products or produce technology 
based on molecular biology, bionics, bioengineering, genetic 
engineering and nanotechnology.

Technology Innovation in the Malaysian Defence Industry: a Bumpy Road vs Long-term 
Sustainability?
 
Despite steady advances in Malaysia’s defence industry, including increased competitiveness in Maintenance, Repair and 
Overhaul (MRO) and manufacturing and fulfilling the supply-chain requirements of Original Equipment Manufacturers (OEMs), 
there is still room for significant growth and improvement which can be realised by the application of STI.
 
Continuous reliance on foreign partners in the procurement of assets should not be in any long-term game plan as it creates 
limited domestic opportunities for economic spillovers. An effective strategy for achieving sustainability in this area lies within 
inter-agency collaboration, which means that MOSTI, MINDEF, research institutes such as the Science and Technology 
Research Institute for Defence (STRIDE), The Malaysian Institute of Microelectronic Systems (MIMOS), NanoMalaysia Berhad, 
academia as well as the private sector should team up in developing and deploying Malaysian made products, technology, and 
services. One specific area for creating sustainability is the use of advanced materials, a vital science and technology driver, as 
identified in the 10-10 MySTIE Framework. 

ENERGY
This sector is constituted by a complex and inter-related 
network of entities involved in the production, management 
and distribution of energy to fuel the economy and improve the 
quality of life of the rakyat. This includes both renewable and 
non-renewable energy sources.

SMART CITIES & TRANSPORTATION
Smart cities and transportation involve integration of physical 
and natural infrastructure with advanced technologies to deliver 
sustainable, resilient, and prosperous living conditions.

BUSINESS & FINANCIAL SERVICES
This sector encompasses services that support business 
functions broader economy, such as Information Communication 
Technologies (ICT), logistics, financial services and other 
professional services.

WATER & FOOD
Water and food are core to the sustainable development of 
communities across the globe. This demands a well-integrated 
ecosystem to ensure water and food security to address the 
challenges of rising population, urbanisation, climate change and 
economic disparities.

MEDICAL & HEALTHCARE
Medical and healthcare encompass all goods, services 
and payment mechanisms for prevention, restoration, cure, 
maintenance of one’s physical, mental or emotional wellbeing.

EDUCATION
Education spans from preschool to post-doctoral and continuing 
education. The purpose of education is to nurture a creative 
society and a skilled workforce. The education sector is also an 
important revenue earner for the country.

CULTURE, ARTS & TOURISM
Malaysia is a confluence of diverse range of people and cultures. 
This sector covers a wide array of activities including expression 
and application of creative content and artworks. Tourism sector 
leverages on the diverse cultural heritage and natural resources 
of Malaysia.

AGRICULTURE & FORESTRY
Agriculture and forestry is an important socio-economic driver 
for Malaysia. Agriculture encompasses crops, livestock, and 
fisheries. Agriculture and forestry are key sectors for food 
security, employment and revenue generation for the country.

SMART TECHNOLOGY & SYSTEM
Smart technology and systems that create resilient utilisation of 
resources through selfmonitoring, troubleshooting, optimising 
and integrating manufacturing processes and supply chains. This 
allows for adaptive data-driven decisions and intelligent cyber-
physical systems.

ENVIRONMENT & BIODIVERSITY
Preserving and conserving the natural environment and 
biodiversity of Malaysia are important in harnessing its value for 
sustainable development. This requires a sustainable approach 
to unlocking the value of terrestrial and marine ecosystems.
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Commercialisation and R&D
 
MOSTI has also implemented the National Technology 
Innovation Sandbox (NTIS) that allows researchers, 
innovators, startups, and high-tech entrepreneurs to test 
their products, services, business models and delivery 
mechanisms in a live and safe environment. This accelerates 
R&D and commercialisation by working with regulators 
to relax rules and regulations for a controlled testing 
environment. To date, a total of 98 applicants had been 
approved by the Executive Selection Committee (ESC) of 
NTIS, while 41 applicants with total committed value of 
RM28.5million in funding had been approved by the Fund 
Approval Committee under NTIS. One of the technologies 
that is being tested and deployed in the NTIS, are unnamed 
systems such as drones that could also be deployed 
in Security and Defence Surveillance and Monitoring, 
Humanitarian Assistance and Disaster Relief (HADR) as 
well as Search and Rescue (SAR). An Artificial Intelligence 
(AI) powered drone can perceive their surroundings, which 
enables them to map areas, track objects and provide 
analytical feedback in real-time.
 
As funding is key to any development of a new technology, 
MOSTI’s Strategic Research Fund (SRF) was created 
to finance high-impact technological research towards 
increasing the industry’s competitiveness in strategic priority 
areas including the defence and security of the nation. 

What Does the Future of Malaysia’s 
National Defence Industry Look Like?
 
There are several other opportunities available to elevate 
Malaysia’s national defence sector based on the 10-10 
MySTIE Framework. When the Smart City & Transportation 
socio-economic driver is combined with S&T drivers such 
as 5G/ 6G, Sensor Technology, and Blockchain, a smart 
drone surveillance system for homeland security could 
be produced. When the same S&T drivers are combined 
with Energy socio-economic drivers, this enables the 
development of solar power satellite space energy 
harvesting for terrestrial remote installation usage. With the 
10-10 MySTIE Framework working in tandem with NPSTI 
2021-2030, Malaysia can shift to becoming a country 
that develops technology rather than solely a consumer of 
technology.
 
The development and deployment of Malaysian products 
and technology supports MINDEF in addressing threats 
or attacks, including Non-Traditional Security (NTS) issues 
involving non-state actors and trans-border crimes. These 
include terrorism, cyber threats and illegal fishing that can 
disrupt internal stability, causing loss of life, as well as harm 
Critical National Information Infrastructures (CNII). The 
advent of new and emerging technology is ongoing and 
must be supported to mitigate the risks posed by the land 
border between states, globalisation, communication and 
transportation facilities and other emerging global trends. 
MOSTI intends to continue working closely with MINDEF 
through the NPSTI 2021-2030 and the 10-10 MySTIE 
Framework to develop and grow Malaysian defence and 
defence-related companies  using STI.

13 Reasons Graphene Is a 
'Wonder Material'
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Source: AlexanderAlUS / CC BY-SA 3.0.

Tapping into ‘Wonder Materials’
 
Advanced materials such as graphene, a “wonder material” 
with a strong highly flexible nature as well as an efficient 
heat and electrical conductor, is used in printed technology, 
wearables technology, flexible electronics and other 
applications. This provides  opportunities for Malaysian 
companies, including those in the defence industry, to 
venture into new market segments. Malaysian defence 
companies can now upgrade and move up the value chain by 
developing graphene-based products or components such 
as Light Combat Aircrafts (LCAs), Armoured Vehicles (AVs), 
electronic communication systems and ballistic helmets. 
Malaysian defence companies are now able to collaborate 
and leverage the R&D&C&I initiatives on graphene undertaken 
by entities such as MIMOS and NanoMalaysia Berhad. This 
collaboration includes exploring new developments in the 
Internet of Things (IoT) and the Internet of Nano Things 
(IoNT) where these SMART platforms are mainly sensor fed 
and graphene induced.
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Application of the 10-10 MySTIE Framework to the Smart Technology and 
Systems (Next-Generation Engineering & Manufacturing) Socio-economic Driver
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Global factory quality 
management through 
dynamic edge-cloud 

computing

Assembly lines with automated 
predictive maintenance capabilities, 

whereby replacement parts are 
automatically 3D/4D-printed and 

installed by robots

Medical & Healthcare
Production output based on demand 
forecasting using digital media data 

to predict undersupply of critical 
medical equipment during initial 

stages of disease outbreaks such as 
COVID-19

Business & Financial Services
Direct manufacturer to consumer 
transactions using drone delivery 

services and facial recognition 
payment

Environment & Biodiversity + 
Agriculture & Forestry

Blockchain technology to ensure 
sustainable manufacturing through 
use of smart contracts to determine 

certification and regulatory 
compliance of raw materials

End-to-end, remotely controlled 
production lines using modular 

robotic production cells and 
automated guided vehicles (e.g. 

robots, drones)

Machine learning and neural 
networks to derive patterns for 

production process improvement 
using sensor data protected by 

biological encryption keys

Automated dynamic edge-cloud 
computing and digital twin 

technologies to scale production 
output based on big data-driven 
demand forecasting (e.g. social 

media posts, market data)

Demand forecasting for 
inventory and supply 
chain management 

using predictive 
analytics

Blockchain technology 
for IP protection and 

secure sharing to 
manufacturing

Machine learning 
algorithms and IoT 

sensors for predictive 
maintenance

Automated robotic 
assembly and 

intralogistics lines

Personalised 
products using 

scalable 4D-printing 
manufacturing

7 95

1 73 52 4 1 752

3 4

1 752 86 86

1 752 6752 106

861 752 6

1 75

1 752 1 752 6

How can smart technology and systems innovations be integrated with other sectors?

+
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Research Institute for Defence 
(STRIDE) Ministry of Defence

STRIDE-ING INTO THE  FUTURE 
OF THE NATIONAL DEFENCE 
INDUSTRY

*The views and opinions expressed in this article are those of the author and do not 
necessarily reflect the official policy or position of STRIDE 

Since its inception in 1958, STRIDE 
has been focusing  on the areas of 
defence research and development 

(R&D), as well as providing technical support 
exclusively for the Ministry of Defence 
(MOD) and Malaysian Armed Forces (MAF). 
With the goal to provide the Ministry with 
its own scientific and research facilities, 
STRIDE has crafted each of their divisions 
to focus on specific defence technologies 
such as electromagnetic compatibility 
(EMC), unmanned air platform systems, 
tropical testing, weapon system, personnel 
protection, electronics, communications, 
surveillance and geospatial technologies; 
personal protection equipment (PPE), and 
food and rations; chemical, biological, 
radiological and nuclear (CBRN) defence; 
aeronautics and vehicular technologies; 
weapons, propulsion and ballistics; and 
maritime and ship technologies. The 
research is developed based on the needs 
of stakeholders consisting of MOD, MAF, 
key players in the defence industries and 
national security agencies.

How Important is STRIDE 
Within the Defence Industry 
Ecosystem?

STRIDE plays an important role in the 
development of the defence and defence 
related industries. With strategic initiatives 
developed to strengthen its cooperation 
with strategic partners for the latest and 
developed defence technology exploration, 
STRIDE aims to execute strategies such as:
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• R&D / ST & I collaboration programmes with strategic 
partners.
i. R&D / ST & I activities with existing strategic 

partners (NDA / MoU / MoA)
ii. Technology transfer programmes with global 

leaders in defence and technology and related 
industries.

iii. Black Box Laboratory (MKH) analysis in 
collaboration with the Ministry of Transport (MOT)

iv. Conducting Testing and Packaging of Dangerous 
Goods in collaboration with the Strategic Trade 
Secretariat (STS), Ministry of International Trade 
and Industry (MITI)

• Cooperation programmes through bilateral/multilateral 
relations

• R&D and innovative product development through 
national defence industry expertise

• Establishment of key committees for the evaluation, 
screening, and selection of collaborative projects with 
the national defence industry

• Establishment of Defence Industry Incubator 
Programme to enhance the capabilities of the defence 
industry

The efforts fuelling the collaboration have significant 
benefits in boosting technology development and business 
competitiveness locally and abroad, thus enhancing the 
impact of public-funded research on the safety and economy 
of the country.

Leading the National Defence Science 
and Technology Scene: STRIDE and Its 
Roadmap Towards Achieving Excellence 

We all know that defence technologies and related products 
and services are solely developed for defence applications, 
yet some of these technologies can also be applied for 
commercial use, and vice versa.

The key elements required for defence technology 
development is skilled human resource (researchers), the 
availability of research grants (funding), relevant guiding 

policies (i.e., national defence policy, science and defence 
policy) and local industry support.

Here are some key strategies outlined to propel STRIDE 
towards achieving its vision to be a leader in the national 
defence science and technology scene.

Defence Science and Technology Advisory 
Council 

The Defence Science and Technology Advisory Council 
is chaired by a committee of scientists providing scientific 
and technological advice to the Ministry of Defence. Here, 
STRIDE provides secretariat services for the council with the  
objectives of:

a. Determining the policy, direction and planning of S&T 
Defence at the national level;

b. Ensuring defence S&T research is carried out effectively 
and comprehensively; and

c. Advising and promoting the implementation of defence 
research policies and programs.

The role of this Council is to ensure the progress of national 
defence S&T through the involvement of national research 
institutions, defence industry and local institutions of higher 
learning. 

The responsibilities and jurisdiction of the Council among 
others are to ensure that aspects of defence S&T in the 
National Defence Policy (DPN) and Defence White Paper 
(DWP) are implemented in line with the country's economic 
development.

STRIDE as Defence R&D fund manager

The lack of government funding for defence related R&D 
has always been a thorn in the flesh for STRIDE as defence 
related R&D was often deprioritised as compared to other 
research areas. As the local defence R&D fund manager, 
STRIDE will possess more freedom in managing the 
research allocation, thus shifting the paradigm to benefit the 
local defence industry.

Capacity building involves undertaking activities that can 
strengthen the knowledge, abilities, skills and behaviour 

of individuals and continuous improvement of institutional 
structures and processes so that the organisation can 

effectively meet its mission and goals sustainably. 
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STRIDE as a Product Certification Body for the 
Local Defence Industry

Defence related products or systems are highly controlled 
technology-based productions that have to undergo 
rigorous testing and fulfill the requirements to comply with 
international defence certification standards in order to 
ensure its reliable functionality. 

Consequently, these requirements indirectly contributed to 
the high cost of production and maintenance, yet there is no 
absolute guarantee that it will perform well as stated in the 
product specification when operating in Malaysia’s tropical 
environment.  
With STRIDE in the picture, a comprehensive plan to 
build certification can help verify  the credibility of defence 
equipment and products according to their specifications.

Technology Transfer Programmes from Leading 
S&T Organisation

Transfer of technology is derived from high value products 
and services procured by the government. The scope 
of technology transfer includes Economic Enhancement 
Programme (EEP), Countertrade Trade Programme, Offset 
Programme, Inter-governmental Strengthening Program 
(Bilateral/Multilateral) and other strategic partnership 
programmes.

The strengthened technology transfer programme will 
create a conducive ecosystem for STRIDE to conduct its 
R&D projects effectively as well as providing comprehensive 
technical assistance to the MOD, MAF, security agencies 
and the defence industry.

Properly planned and established programmes that are 
aligned with the DWP and the National Defence Industry 
Policy Framework (DIPN) to support the acquisition and 
development of defence related technology is crucial. 

In addition to involvement of international strategic partners, 
another aspect being considered is to capitalise on offset 
programmes to provide funding for scientific research, 
applications and innovation and acquisition of strategic 
technologies to develop local expertise and R&D capabilities. 
For this purpose, STRIDE has proposed for the government 
to allocate 10% to 15% of the total nominal offset value from 
industry collaboration programmes.

Establishment of Defence R&D Repository 
Centre

Generally, the availability of specific technology databases 
in the field of security and defence R&D are limited and 
restrictive. This makes cross referencing on the research 
topics and distribution of funds to researchers rather difficult 
to monitor and trace. 

To counter this, STRIDE is proposing the establishment of  
the Defence Repository Centre as a strategic initiative for 

the sharing of the latest research data in the field of security 
and defence. This has been enshrined in the Defence White 
Paper (Chapter 7 Para 33) as well as the STRIDE Strategic 
Plan 2021-2025 (Thrust 3). 

In supporting this repository, strategic partnerships will be 
established with agencies within the MOD (Information 
Management Division, Defence Industry Division and 
the MOD) as well as other agencies such as Universiti 
Pertahanan Nasional Malaysia (UPNM), Ministry of Science, 
Technology & Innovation (MOSTI) Open Data Platform, 
Malaysian Government Central Data Exchange (MyGDX), 
Malaysian Administrative Modernisation and Management 
Planning Unit (MAMPU) and the Malaysian Research & 
Education Network (MYREN).

Opportunities and Challenges in Building High 
Technology Capabilities and Capacities in the 
Local DDRI

Capacity building involves undertaking activities that can 
strengthen the knowledge, abilities, skills and behaviour 
of individuals and continuous improvement of institutional 
structures and processes so that the organisation can 
effectively meet its mission and goals sustainably. 

Advancement of scientific and technological development 
is a key strategic factor in building technological capability. 
Developing a country with a strong science and technology 
background requires substantial investment in R&D. 

If this is achieved, Malaysia can diversify its industrial base 
by identifying critical technologies needed. The strategic 
options available to our nation in the context of capability 
management in the local DDRI can fortify SMEs. 
 
Moving Forward

Without a doubt, STRIDE is highly capable of contributing 
significantly to the success of improving the national defence 
industry through the implementation of an advisory council, 
strategic collaboration programmes, expansion of R&D 
funding allocation and high value technology transfers.  
  
Malaysian DDRIs are ripe for growth and transformation. 
Developing and implementing this blueprint can help form 
part of a wider ‘horizon scanning’ role whereby Malaysia 
can ideally be agile enough to engage relevant entities 
where appropriate in order to succeed in the local defence 
sphere, and ultimately be seen as the digitally-empowered 
technology leader that we want and need to be.
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ISSUES AND CHALLENGES 
OF DEFENCE AND DEFENCE 
RELATED INDUSTRY 

A strong and capable defence industry is essential in delivering a modernised defence 
capability.  Without this to safeguard Malaysia’s national interests, by avoiding threats 
which could badly affect the country’s sovereignty, independence, and integrity, 

Malaysia is more vulnerable. The defence and security challenges facing Malaysia are 
multifaceted, covering traditional and non-traditional concerns. Economic downturns, political 
instability, industry capabilities, technology know-how, funding availability, and talent scarcity 
are among the key issues identified as challenges faced by Malaysia’s defence industry at 
present. 
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CHALLENGE 1
Limited Local Market Share & the Effect of COVID-19 on the Economy

The domestic market, with a population of approximately 32 million, is relatively small. This means that exporting domestic 
defence products to regional and global markets instead of relying heavily on the Malaysian government purchasing and 
budget allocation may be our best bet. 

Currently, the domestic defence industry captures less than 1% of the total global market. Although the global defence 
market offers an abundance of opportunities, the domestic industry is still far behind in terms of capabilities, capacities, 
industry development, technological readiness as well as skills and competencies. Stringent export controls imposed by 
arms-producing nations also pose a tall challenge for Malaysian players keen to penetrate into global markets.

Pandemics, such as COVID-19, are for the most part disease outbreaks that have become widespread following the 
spread of human-to-human infection. Needless to say, pandemics have various negative social, economic, and political 
consequences. Effective prevention and response to a pandemic requires national health systems that are accessible, 
equitable and affordable. It is difficult to implement a strict security policy during such times as most of the domestic 
population are more concerned about their own survival. Defence industry players are not excluded from the effects of 
a pandemic and a comprehensive defence industry policy is vital to ensure sustainability within the domestic defence 
industry supply chain.

CHALLENGE 2
Industry Development Limitation

Malaysia's defence industry development has stagnated throughout the years for various reasons.  One key reason lies in 
talent management and insufficient qualified skilled workforce capable of adopting changes in technology. In economic 
terms, inadequate domestic investment is limiting the capability for creating high value-added products. Meanwhile 
other developing countries that have been pursuing aggressive defence industrialisation, with the aim of achieving 
technological and industrial development, have successfully built their own defence products and technology. This has 
led to the current state of affairs where the domestic defence industry in Malaysia will only see progress if the defence 
industry policy is successfully implemented.
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CHALLENGE 3
Industrial Policy and Good Governance

The defence industry covers diverse activities across the automotive, aerospace, maritime, ICT, weaponry, and other 
shared defence sectors. The time needed to nurture a genuine defence industry is probably longer than most other 
industries due to the need for harmonisation with current policies across the sector. Currently while key sectors like 
Aerospace, Shipbuilding and Ship Repair (Maritime) and ICT have included defence related industry in their policy 
development, other sectors focus more on commercial businesses. 

Uncommon technical standards and specifications of advanced weapon systems, diversified acquisitions which 
contribute increased costs, and reliance issues on foreign sources of technology have led to inefficiencies in integration 
and interoperability of domestic defence assets.

From a national perspective, reducing dependency on foreign resources at certain levels will increase the defence 
industry’s competitiveness and self-reliance. Finding an optimal balance between national defence and industry needs 
together with strong defence procurement is a recipe for success. A comprehensive Dasar Industri Pertahanan Negara 
(DIPN) is more likely to succeed than solely being a “corporate welfare” policy. Transparent roles for defence institutions 
and implementation and enforcement of the policy will determine the way forward for the defence industry.
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CHALLENGE 4
Competitiveness in the defence industry

Rapidly emerging technology in recent years has brought many previously  commercial ICT companies investing into the 
defence industry. As technology evolves, start-up companies are beginning to dominate by competing with prominent 
traditional defence players, which inevitably changes the industry landscape towards a more technologically driven 
market. 

Even though technology has become a crucial element for industry development, certain industry players have begun 
to dominate the defence market; some even with industry collaboration programs. Throughout the years, the defence 
industry’s capabilities have been limited to restoration, repair, upgrade of military equipment, vessel and weapon 
equipment and assembly of armoured vehicles and lighter military vehicles. 
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CHALLENGE 5
Developing Skilled Human Capital

The purpose of the Malaysian defence industry should not only be to fulfil the demand for military equipment but also to 
create high-skilled job and high-income job opportunities. Results so far have been lacklustre, with domestic defence 
industry performance rather lagging behind with minimal job creation recorded, mostly in low-end technology activities. 
 
A mismatch between the market and demand for skilled manpower is common in the defence industry, which is why 
intelligent collaboration between training institutions and industry players is a must. Only through understanding the 
needs of the defence industry can inclusive solutions be developed and offered by training institutions. Manpower from 
institutions of higher learning should be enhanced with the necessary skills at the technical level which will be developed 
in parallel to ensure the manpower needs of the defence industry is managed from the ground-up.
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CHALLENGE 7
Cost Management & Funding

Following the 9 September tragedy resulting in the loss of more than 4000 lives, global military spending is on the rise.  
Relatively speaking, defence spending in Malaysia is lower than neighbouring countries like Singapore. Financial crises 
and economic slowdowns are the major causes for reduced defence spending. 

 With ongoing crises and pandemic-fueled chaos, governments worldwide focus their efforts more on healthcare and 
economic development. Since the domestic defence industry is mainly dependent on government projects, inadequate 
Government spending will cause a significant impact on defence industry development. Defence industry contribution 
to the national economy might be lower than from other industries, but due to its strategic value add in protecting and 
maintaining the safety, security, and interests of the country; the defence industry should continue to be recognised and 
strengthened.

CHALLENGE 6
Technology & Capabilities

The defence industry is constantly changing. The main challenge for domestic defence to have indigenous technology 
besides a home-grown technology is the reluctance of Original Equipment Manufacturers (OEMs) to transfer critical 
technology capabilities and know-how. 

There are also barriers to technology transfer from military to civilian application and vice versa, due to the confidential 
nature of its research and development (R&D) projects as well as manufacturing processes. Most research institutions are 
working in silos without proper coordination, although there are sectors that have successfully established a platform like 
Aerospace Malaysian Innovation Centre (AMIC) to overcome rising issues on technology development.
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FOOD FOR THOUGHT: 
UNMANNED SYSTEM AND ITS 
FUTURE IN THE DEFENCE 
INDUSTRY 

U nknown to many, drones have existed long before it made headlines in recent years. The 
origin of drones attributes to the need realised by major government leaders and the military 
for intelligent warfare devices since the 1960s. It was said that the US Army actively used 

drones for surveillance purposes during the Vietnam War. The Israeli military also followed suit in 
1982 during the Lebanon War.

Whether we call them Unmanned Aircraft Systems (UAS), Miniature Pilotless Aircraft or Flying Mini 
Robots, we can’t deny the fact that drones are rapidly growing in popularity not just for commercial 
and entertainment use but also within the defence sphere. Admittedly, drones are still in the infancy 
stage in terms of mass adoption and usage, but they have already broken through rigid traditional 
barriers in industries which otherwise seemed impenetrable by similar technological innovations.

Today, technological advancements within the next decade will revolve around cyber-physical 
capabilities with the advent of the Industrial Revolution 4.0 technologies (IR4.0), which comprises 
5G/6G wireless technology, big data technology, the Internet of things (IoT), and Artificial Intelligence 
(AI). The adoption of the IR4.0 technologies in the military context are already being used for the 
enhancement of four main capabilities; awareness, distance, precision, and speed. Meanwhile, 
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disruptive technologies have been developed to focus on 
human-machine teaming, militarisation in space, additive 
manufacturing or 3D printing, quantum computing, 
nanotechnology and advanced materials, synthetic biology, 
and autonomous unmanned systems and robots.

Unmanned systems such as drones and robots make up 
a major part of the efforts to use machines to augment 
routine work as well as to fill the human physical limitation 
gap. We have already seen unmanned systems, especially 
drones and Unmanned Aircraft Systems (UAS), being used 
for different but sometimes overlapping purposes within the 
civilian and military environment.

Unmanned Aircraft Systems (UAS) 
Ecosystems in Commercial Sectors

According to an analysis by Huawei's Wireless X Labs and 
Keystone Strategy, the UAS ecosystem can be organised 
around key technology stacks namely drone operations, 
insurance training and operation management, analytics, 
data platforms, Infrastructure as a Service (IaaS), flight 
planning and management, hardware, and connectivity. 
Analysts forecast that, in the next five years, the UAS 
technology market will be worth approximately USD41 to 
USD114 billion globally. There is an array of applications 
for UAS in commercial sectors including agriculture, 
construction, disaster management, energy and utilities, 
media and entertainment, oil and gas, security, transport and 
logistics as well as the weather and environment, resulting in 
both short- and long-term opportunities. 

This analysis shows that the market for drones and UAS 
for commercial use has a huge potential, which makes 
perfect sense for Malaysian companies and start-ups to 
reap benefits as part of the global drone ecosystems. The 
Malaysia Digital Economy Corporation (MDEC) has been 
championing drone technology on Malaysian soil with the 
MyDroneTech initiative. The initiative is aimed to fast-track 
the growth of the drone industry along with respective high 
potential companies by advocating forward-looking policies, 
building collaborative ecosystems, connecting relevant 
communities, and facilitating growth programmes.

Unmanned Systems Technology in Defence

The advancement of unmanned systems and drone 
technologies in military application has enabled these 
systems to become more autonomous with minimal 
intervention by a pilot or an operator. All leading countries 
including the United States, the EU, China, Turkey, Japan, 
and South Korea have been accelerating their R&D efforts 
in unmanned systems for military use for many years now. 
These unmanned systems include Unmanned Aerial Vehicle 
(UAV), Unmanned Ground Vehicle (UGV), Unmanned Surface 
Vehicle (USV) and Unmanned Underwater Vehicle (UUV), 
all of which will be equipped with selections of capabilities 
depending on missions be they in the air, on the ground, or 
above and underwater.

Unmanned Combat Aerial Vehicles (UCAV) are weaponised 
UAVs developed to strike targets on the ground or in the 
air. They were developed to reduce the risk of human pilots 
behind enemy lines. Current operations utilising the UAV and 
UCAV UAV and UCAV include the Suppression of Enemy 
Air Defences (SEAD); Intelligence, Surveillance, Target 
Acquisition & Reconnaissance (ISTAR); precision strikes; 
Electronic Countermeasure (ECM) for radar jamming, and 
Beyond Line of Sight (BLOS) communications relay for other 
unmanned systems. 

Future applications of UCAV may include missions as 
wingman aircraft in a Manned-Unmanned Teaming operation 
(MUM-T). This technology utilises artificial intelligence for 
semi- or fully autonomous capability to coordinate with the 
pilot of the main platform, be it a fighter aircraft or a helicopter. 
The main platform will fly with a squadron of several UCAVs, 
with each having a specific capability, while the pilot can 
direct each of them to perform a multitude of missions to 
achieve a higher success rate.

Reaching for the Skies

A loitering drone, also known as a kamikaze drone, is a type 
of UAV designed to engage Beyond Line of Sight (BLOS) 
ground targets with an explosive warhead. They are equipped 
with high resolution electro-optical and infrared cameras that 
enable the operator to locate, survey, and guide the drone to 
the target. A defining characteristic of loitering munitions is 
the ability to “loiter” in the air for an extended period before 
striking, giving the operator time to decide when and what to 
strike. In contrast, swarm drones are mini- or micro-drones 
acting in groups of at least three to five units. The swarm 
technology allows the drones to autonomously coordinate 
their actions to cooperatively allocate tasks and resources 
and plan flight paths, working together towards a common 
goal with little to no human supervision. This is especially 
useful in confusing and overwhelming enemy air defences 
through electronic countermeasure (ECM) as well as through 
directed attacks.

Covering All Elements

Similar to the UAV, Unmanned Ground Vehicles (UGV) can 
function in both general and specific missions, including but 
not limited to, improving ground Intelligence, Surveillance, 
and Reconnaissance (ISR); as a battlefield in situ Command 
and Control (C2) and communication relay units to increase 
situational awareness and battle damage assessment 
capability. UGVs can also fulfill logistical purposes by 
carrying supplies and equipment in combat beyond a 
soldier's physical limitations and can reduce exposure to 
insurgencies. 

During operations, UGVs can act as a force multiplier by 
providing direct fire support for infantry squads or platoons 
on the field as part of Manned-Unmanned Teaming (MUM-T) 
units similar to a wolf pack. This can be achieved by the 
multitude of equipment UGVs can carry, which may include 
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guided and unguided rocket launchers, multi-calibre machine 
guns, mortar launchers as well as loitering drones. On less 
aggressive aspects, UGVs may also be assigned to support 
please change to casualty evacuation (CASEVAC) missions 
by retrieving casualties from the hotspots.

Elsewhere in aquatic realms, Unmanned Surface Vehicles 
(USVs) which are classified as water-borne vessels, can 
operate on the sea surface without any onboard operators. 
Similarly, AUVs, a subset of UUV, offers a range of military 
application including oceanography, naval support roles such 
as Intelligence, Surveillance, and Reconnaissance (ISR), 
border and littoral zone patrol, and mine countermeasures. 
Bigger AUVs can even  lead attack missions such as anti-
submarine warfare and time-critical strikes.

The Risks of Uncontrolled Proliferation of 
Drones and UAVs

For all the technical and strategic advantages of drones 
and UAV technology that are beneficial within commercial 
use, there remain several ethical considerations for the use 
of unmanned systems in the military context. The usage of 
UAVs and UCAVs, for example, has changed the rule of 
engagement in military conflict especially in counterterrorism, 
which is evident from the increase in operations across 
borders and individual targeting and strikes in neutral 
sovereign states.

The advent of fully autonomous drone technology also 
presents a moral, political, and legal dilemma. The main issue 
would be the ability of the drones to differentiate between 
military and civilian targets as well as the machine's inability 
to make moral decisions when it comes to leading  missions 
with potential significant collateral damage. For these 
reasons, analyst Zak Kallenborn argued in a recent study for 
the U.S. Air Force Center for Strategic Deterrence Studies, 
that some types of loitering drones and swarm drones would 
count as Weapons of Mass Destruction (WMD) due to the 
reasons stated above. 

The combination of affordability with easy access to the 
readily available off-the-shelf drones have been used by 
criminals and insurgencies alike to use them for their own 
malicious purposes. The probability and frequency of these 
attacks are both high and their impact on national security 
can be very substantial. Therefore, the need for a country to 
develop its capacity and capability for detective, protective 
and preventive countermeasures against such threats is 
highly essential.

Heralding the Dawn of Next-Gen Drones

Drone technology is constantly evolving, so it is not surprising 
to see future drone tech undergoing groundbreaking, 
progressive improvement at a break-neck speed. Drone 
technology has seven potential generations:

Drone and unmanned systems present a huge leap in 
advancing human-machine interactions. Many benefits have 
been derived so far from drone technology with a lot more in 
store to spur future-forward innovations that seek to increase 
efficiency and improve our lives. It is important to recognise 
the enormous amount of R&D efforts that went into drone 
and unmanned systems development for commercial 
and military use in the past decades. These endeavours 
will continue as billions of funds are being channelled into 
advancing neural systems to create a fully autonomous 
unmanned systems. However, the evolution of drones and 
unmanned systems for military use, from piloted to semi- 
and  fully autonomous, requires more focus and critical 
thinking in the sense of tactical and strategic advantages 
against ethical, moral, and political obligations. More 
importantly, we should never undermine the importance of 
the human element in assessing and reacting in a critical 
situation. A country must also prioritise its defence R&D 
to build and fine-tune capability for countermeasures and 
capacity against drone and UAV led attack.

GENERATION 1 
Basic remote control aircraft of all forms 

GENERATION 2
Static design, fixed camera mount, video 
recording and still photos, manual piloting 
control 

GENERATION 3
Static design, two-axis gimbals, HD video, 
basic safety models, assisted piloting 

GENERATION 4
Transformative designs, Three-axis 
gimbals, 1080P HD video or higher-value 
instrumentation, improved safety modes, 
autopilot modes

GENERATION 5
Transformative designs, 360° gimbals, 
4K video or higher-value instrumentation, 
intelligent piloting modes

GENERATION 6
Commercial suitability, safety and regulatory 
standards based design, platform and 
payload adaptability, automated safety 
modes, intelligent piloting models and full 
autonomy, airspace awareness 

GENERATION 7
Complete commercial suitability, fully 
compliant safety and regulatory standards-
based design, platform and payload 
interchangeability, automated safety 
modes, enhanced intelligent piloting 
models and full autonomy, full airspace 
awareness, auto action (takeoff, land, and 
mission execution)
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The Main Drivers of Future Drone Technologies

5G wireless technology and its associated ecosystems are at the forefront of a seamless digital 
transformation with objectives to deliver the higher multi-Gbps peak data speeds, ultra-low latency, 
more reliability, massive network capacity, increased availability, and a more uniform user experience 
to more users. Technology with higher performance and improved efficiency can, without a doubt, 
empower new user experience and bridge the gap between new and existing industries.

Data is the new currency of the future. Big data technology is important as the sheer amount of 
data, with volumes doubling every year in an ever-accelerating trend, requires a sheer amount of 
understanding to translate into useful knowledge and insights. Machines can only be as smart as the 
data they have access to. Just look at companies like Google, Instagram, Facebook and Amazon, and 
how they have been actively  capturing, storing, sharing, and using tons of data from users to predict 
their behaviour, patterns, likes, dislikes and so on. 

With the widespread advent of the Internet of Things (IoT), data is the key in linking up everything to 
everyone. Applications of IoT can also be seen in agriculture (smart farming), wearable tech such as 
fitness bands that monitor calorie expenditure and heartbeats, traffic monitoring, smart homes, retail, 
city, and grid and so on. 

Current IoT applications in the defence sector incude predictive maintenance management, readiness 
assessment of assets and people, and threat assessments. In the grand scheme of IoT, all incoming 
data will be collected, processed, and analysed in near real-time to create an effective common 
operational picture.

Artificial Intelligence (AI) has established its presence across a myriad of fields in recent years. 
Going deeper into AI technology, machine learning consists of techniques that enable computers 
to figure things based on big data and deliver AI applications. Deep learning, on the other hand, 
is the next iteration of AI and a subset of machine learning that enables computers to solve more 
complex problems. Deep learning is a subfield of machine learning, and neural networks make up the 
backbone of deep learning algorithms. It is the number of node layers, or depth, of neural networks 
that distinguishes a single neural network from a deep learning algorithm, which must have more than 
three. 

The integration of AI and its subsets is bringing more autonomy to military applications and can further 
revolutionise the development of command and control (C2) systems, unmanned systems, drones, 
robots, and future soldier programmes. 
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WARRIOR IN THE MAKING: 
VIEWS FROM THE LOCAL DEFENCE INDUSTRY

What are the most important achievements for your organisation in the 
defence industry?

Boustead Heavy Industries 
Corporation (BHIC)

Destini Prima Sdn BhdDreamEDGE Sdn Bhd

Over the years, Boustead Heavy Industries Corporation (BHIC) has undertaken several major projects 
in shipbuilding. These include delivering six KEDAH-class Patrol Vessels that are now considered the 
backbone of the Royal Malaysian Navy’s (RMN) fleet. Our associate, Boustead Naval Shipyard Sdn Bhd 
(BNS), is currently undertaking the construction of six units of Littoral Ships (LCS) and Littoral Mission 
Ships (LMS) for RMN Upon completion, these ships, which are among the key assets in RMN’s 15to5 Fleet 
Transformation Programme, will significantly boost its fleet’s strength and capability.  

BNS had also successfully carried out the Ship Life-Extension Programme (SLEP) on the RMN’s KASTURI-
class corvettes, where the ageing ships have had their technology upgraded to continue to be of operational 
service in the fleet. 

In addition, BHIC Group undertakes MRO works for military assets such as RMN’s surface ships and 
submarines, helicopters belonging to RMN, Royal Malaysian Air Force (RMAF) and the Malaysian Maritime 
Enforcement Agency (MMEA), as well as the Malaysian Army’s radars and guns. Through our work, we 
indirectly contribute to safeguarding the nation’s defence and security. BHIC Group also contributes 
towards the development of Malaysia’s defence industry by promoting the development of local talents 
and companies, especially amongst Small Medium Enterprises (SME), through our Vendor Development 
Program and participation in skills development initiatives such as Young Engineers Scheme and Protégé 
(formerly known as Skim Latihan 1Malaysia or SL1M). 

In constructing the future of a more robust and developed domestic defence and defence related industries, we asked three 
local key players: Boustead Heavy Industries Corporation (BHIC), Dreamedge Sdn Bhd and also Destini Prima Sdn Bhd about 
their achievements, exciting technologies or products they are using now, their growth strategy, key growth drivers as well as 

competitive edge wielded to cater to the industry’s diverse and dynamic needs.

Destini Prima Sdn Bhd was named the second Centre of Excellence (COE) by Martin-Baker Aircraft 
Company Ltd (MBA) for its escape system maintenance facility in 2012. The award symbolises our 
compliance to all mandatory requirements such as trained technician, adequate facility and complete toolset 
in performing maintenance procedure on aircraft ejection seats. 

Since 1999, Destini Prima has carried out overhaul and maintenance activities on over 336 ejection seats, 
including the: CH11A, BA10LH and IT10LK seat types.  The Company supports the RMAF and intends 
to support other customers within the Asian region with spares, tooling, test equipment calibration and 
technical assistance. 

Martin-Baker’s vision for a COE is to have a facility devoted to obtaining the highest standards of 
achievement in escape system maintenance, with a strong focus on using best practices with regards to 
standards, methodologies, tools, supply chains and knowledge which are considered typical approaches in 
MRO. 

Martin-Baker has a reputation for ensuring quality, reliability, and value in providing its customers with 
affordable high quality products in accordance with customers’ specifications and requirements for Escape 
Systems.  MBA also values these qualities in its representative organisations, such as Destini Prima that 
carries out escape system maintenance on its behalf.

DreamEDGE is one of the premier engineering services solution providers offering value added digital 
engineering services to various clients that cuts across industry verticals such as automotive, heavy 
industries, rail, electronics, energy, defence, precision equipment and tooling design. Considered as a Tier 
1 company which has grown to a more than 100 engineers operation, DreamEDGE has been successful in 
securing a significant number of contracts in the areas of design as well as other research and development 
works from multinational corporation and companies alike based in Japan, United Kingdom, Austria, Brazil, 
Saudi Arabia, United Arab Emirates which establishes the confidence in our capabilities.

1

2 | 2021 www.myforesight.my 51



What are some of the newer, exciting technologies or products that your 
organisation is working on?

Among them are:

1. The LCS, which are first-in-class ships capable of operating in four dimensions of modern warfare, 
namely surface, sub-surface, air and cyberspace. These state-of-the-art combat ships are being built 
by BNS and feature sophisticated weapons,armoury and combat management systems. Much of 
the design, high-end engineering and systems integration works are carried out by Malaysians whose 
involvement in the LCS Project has boosted the development of highly-skilled personnel in the local 
defence, security and marine sectors.

2. As for ship design, we are also working on improving the second generation patrol vessels for RMN 
and have produced the first Malaysian-designed offshore support vessel, fully developed in-house by 
our ship design team.   

3. Through an external JV, we undertake manufacturing of various products focusing on high-tech 
industrial, defence and aerospace applications such as electronics (e.g. printed circuit boards, RF and 
LF cables, and electronics sub-assembly) and additive manufacturing (e.g. metallic printed parts for 
prototyping and samples). We also provide training and simulation services at our JV’s Combat System 
Training Center and offer engineering support services for radars and electro-optics. 

Our strategy is to maintain our position as one of the leading defence contractors in Malaysia while 
enhancing BNS’ strength as the go-to shipyard for the RMN. We are confident that the BHIC Group will 
benefit from the 15to5 Transformation Programme and the Government’s commitment to safeguard the 
nation’s maritime security and strategic interests, even amidst challenging economic times. Meanwhile, 
we will also be leveraging on our facilities and human capital to expand our market reach by offering our 
shipbuilding and MRO services beyond Malaysian shores and expanding our scope of services in the 
aviation sector. We are also eyeing the cybersecurity sector to diversify our portfolio. 

There is indeed demand for the role of autonomous or remotely operated Unmanned Ground Vehicle (UGV) 
technologies for defence operations. We had the opportunity to develop one unit in collaboration with a 
government defence agency. The UGV is electrically operated with battery packs and capable of being 
remotely controlled via long range WIFI or 4G cellular network. 

This unit was also developed as a multi-role vehicle capable of carrying payloads for reconnaissance, 
surveillance, rescue and customisable to be integrated with other equipment or attachments depending on 
its applications. 

It features live video feed from its 360-degree camera, geo-location targetting, LIDAR for obstacle sensing to 
aid the pilot in manoeuvring the vehicle remotely over a great distance via a large screen monitor. 

Also equipped with a ‘follow me’ function should the unit be used on the field without any remote 
operations. 

We are gearing up our capabilities towards evolving and diversifying our engineering prowess by turning 
our focus on the armoured vehicle sector, which ultimately allows us to be a full-fledged go-to defence 
engineering service provider offering comprehensive defence mobility technology related end-to-end solution 
to clients. 

Destini Prima has strengthened its capabilities and expertise in Maintenance, Repair and Overhaul (MRO) 
for safety and survival equipment. We are partnering with major OEMs whose products are currently being 
used by Malaysian government agencies, RMAF, RMN and the Army. We would like to introduce our own 
safety related products such as life saving jackets into the local market. By producing locally manufactured 
products, we hope this can encourage local industry players to support the domestic industry instead of 
purchasing it from abroad. 

2

How do you intend to set the organisation on a growth trajectory with the 
defence industry in coming years?3
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What does it take to be competitive in the defence industry market?

In order to have an edge in this very competitive industry, a company must deliver quality products and 
services on time, at cost and to the satisfaction of its customers.  must also be able to offer value- added 
services, anticipate clients’ needs and have a good grasp of the trends and technologies used in modern 
warfare. A strong focus on R&D which allows the development of new products and technologies that meet 
the expectations of end-users is also essential. To attain these and be competitive, a company should ideally 
have the necessary facilities or infrastructure, a pool of talented and capable human capital, strong support 
from its shareholders, good business development, a smart marketing team and strong partnerships with 
renowned companies.  

Destini Prima is proactive and constructive in presenting our own in-house capability. A good example would 
be our local service center for the overhauling of aircraft engine fire extinguishers, making us highly capable 
of requalifying cylinders governed by Department of Transport (DOT), USA. 

Besides that, we’ve also been established as MRO service provider for floatation helicopter devices from 
Safran Aerospace, MRO for SCAMA and ESCO’s aircraft barrier systems, MRO for Survitec’s aviation safety 
equipment for Aviation from Survitec and also for Aircraft Recovery System (AMS). 

I envision us like a butterfly breaking free out of its cocoon, transforming into something better and beautiful. 
With that in mind, we need to begin somewhere and prepare ourselves to gradually break free of the 
past where we rely too heavily on outsourcing our defence assets and technologies from foreign defence 
suppliers or producers. 

Undeniably, we can’t be developing our own defence standards overnight, but we can definitely start with 
focusing our efforts to develop local champions on certain sectors of the defence domain. Priority should be 
given to local players keen to play their part in developing solutions, technologies or other requirements for 
our defence sector. 

Here’s an example: Turkey has been widely successful in developing their defence technologies, making it at 
par with developed nations today. 

Developing our very own products and technologies can greatly help reduce our dependence on foreign 
techs, lower our forex outflow as well as creating an economic platform for Malaysians to thrive in this 
sector, not to mention the added benefit towards enhancing our nation’s security interest. 

4
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Serving the military sector is a challenge in itself, what does it take for your 
organisation to cater to the diverse and dynamic needs?

BHIC Group is committed, as always, to deliver all projects entrusted to it at cost, on time and to the 
satisfaction of our esteemed customers. This is we are continuously upgrading our facilities, enhancing 
the skills of our human capital, and improving our productivity as well as efficiency in order to maintain and 
strengthen our position as the leading maritime and defence solutions provider in Malaysia. In doing so, 
we are committed to develop local talents, nurture the development of local vendors especially amongst 
SMEs to create a vibrant, capable ecosystem in the local defence and marine sectors. We are also 
constantly engaging the military and other stakeholders such as the Ministry of Defence and the Ministry 
of Finance to be aligned with our country’s strategic needs to serve our customers better. We also partner 
up with renowned international companies such as Naval Group, Airbus Group and Rheinmetall in strategic 
partnerships to tap into their cumulative expertise and experience to serve the Malaysian Armed Forces 
better.

Despite hurdles in the industry, we remain genuine and passionate towards our cause as we demonstrate 
strong commitment and bullish sentiments in all that we do. We will continue our momentum to harness 
our talents’s potential as we work hard to cater each of our client’s specific needs based on the merits we 
possess. 

A comprehensive government policy with its implementation exercised religiously towards supporting the 
development of our domestic defence industry on this is crucial. The support must entail the full spectrum 
encompassing human capital development, capability building and technology support. 

Procurement policies must also be friendly to local players by giving them opportunities to undertake 
projects as this would then allow them to gain the experience and know-how to further improve. 

Any defence technology requirement that is beyond the present capabilities of our local players must include 
industrial level technology transfer programmes done thoroughly and with full transparency. Such methods 
can really help develop our defence industry. 

On our part, we have established a close working collaboration with a technology partner from Turkey 
who has extensive experience and knowledge. We have also mobilised our engineers on staff placement 
programmes at their facilities in Turkey to gather as much knowledge as possible. 

Only through the transfer of such know-how and technology can we rapidly develop our defence industry on 
the domestic front. 

Talent development is a key driver in the defence industry. With the right pool of talents, fruitful research and 
development initiatives can lead to new technological advancements within the industry. 

6

What do you regard as the key-growth driver of the defence industry and 
how is it going to affect or challenge the organisation’s operations?

Among the key growth drivers are:

1. Regional geopolitical and geostrategic developments posing threats or challenges to Malaysia’s 
maritime and strategic interests. These require RMN to beef up its capacity and modernise its armada 
to face threats posed by potentially hostile states and also unconventional sources. To do so requires 
RMN to have fit-for purpose assets which will translate into orders and jobs for local players in the 
defence and security sectors.  

2. The use of high-end technologies in the military and ICT sector which has become more pronounced 
with the advent Industry 4.0. The development of high-tech skills, knowledge-based and innovation-
driven human capital both in the military and defence sector to operate efficiently and competitively in 
today’s technology-intensive defence realm.  

3. RMN’s 15to5 Transformation Programme which aims to develop a fit-for-purpose, modern armada 
capable of safeguarding Malaysia’s maritime borders and interests, and the Defence White Paper 
(DWP) charting the strategic direction of the nation’s defence sector from 2020 to 2030. We are 
confident that our business units will benefit from RMN’s 15to5 Transformation Programme as well as 
from the business opportunities that can be potentially generated from the DWP.

5
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CONGRATULATIONS!

THANK YOU FOR YOUR PARTICIPATION!

These are among the consolation winners who have 
been selected from this competition.

IN PARTNERSHIP WITH



The light from the screen of his laptop was blinding. His article 
for The Bulletin lay unfinished. Writer’s block – the curse of all 
journalists. His fingers hovered over the keyboard as he heaved a 
huge sigh, hoping for some inspiration to magically hit him on the 
head. His stomach growled. 

“Layla,” he called, “I feel like eating… nasi lemak. Order me the 
nearest one. And don’t forget to tell the guy to leave it at the door.” 

His phone screen lit up immediately, followed by a sleek female 
voice that answered. “Noted. Your nasi lemak will arrive in….20 
minutes.” 

“What! That’s too long. Cancel it, I’ll get something myself.” 

As he closed the door of his apartment, he noticed his neighbour 
who lived across him was also leaving hers. 

Darn it. This was exactly why he had originally planned to order in - 
the least social interaction, the better. 

He quickly looked down to the floor, but it was too late; he had 
accidentally caught her eye. The woman gave him a quick move 
of her lips as though she was about to smile before mimicking 
him. Richard painfully walked a step behind her to avoid further 
interaction as they headed for the elevator. 

After exiting the elevator, Richard strode to the intended stall and 
proceeded to an ordering machine and paid with a tap of his card. 
He stood back and observed the stall; the place was desolate and 
silent. 

Years ago, there would have been a crowd of customers here, with 
workers serving them. But now, with the danger of the virus, it was 
safer to have ordering machines. In fact, it didn’t look like anyone 
was taking care of the stall at all, if it wasn’t for a huge screen 
displaying numbers and a flap in which the food was pushed 
through, not unlike pet doors. For sanitary purposes, the food was 
prepared behind a blank wall - not a person was in sight. Richard 
felt a pang within him but brushed it aside. 

The digits on the screen matched Richard’s receipt number and 
a brown package was pushed through the flap. Richard promptly 
took the package and within minutes, was back inside his 
apartment. 

In his haste, he knocked over a photo frame and the sound of glass 
breaking pierced his ears. Richard turned back and froze when he 
realised what had broken. Gingerly, he picked up the photograph 

from the floor. It was a picture of his family – his parents sitting at 
the centre, his two sisters and himself standing behind his parents. 
They were beaming for the camera because no one could have 
predicted what would happen. 

It was taken a month before his father’s death to COVID-19, which 
caused his mother to be so ill with grief that she remained in bed 
for several months, refusing to do little else but cry and sleep. His 
sisters were too busy with their careers to care for their mother. 
And himself? He couldn’t believe it. His father was gone - his hero 
and only friend. 

Richard sat down at his desk, photograph still in hand. Opening 
the email that was sent four days ago, his laptop screen screen 
displayed: 

“Dear Mr. Richard Lim, We regret to inform you that your 
employment at The Bulletin is terminated henceforth due to the 
economic crisis…” 

As he stared at the screen, he suddenly felt droplets of water falling 
on the photograph and realised he was crying. This uncharacteristic 
burst of emotions was out of character. What was happening to 
him? 

I need people... But he had no one to turn to. 

Richard opened the article that he had been trying to write for 
the past week and stared at the title – ‘The Death of Human 
Interaction‘. There was never a more fitting title for right now. 

“Layla, I…. I need help. How…. how do I…..get people?” 

“I’m sorry, I do not understand the question.” 

“I NEED PEOPLE” 

“Understood. Calling PEOPLE.” 

The dial tone rang. 

“Hello, you have reached PEOPLE. PEOPLE is fully occupied at the 
moment but we will get back to you as soon as we can.” 

“Please hold."

ENGLISH CATEGORY
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First it was the perishables. Then people got smart. Shelves were 
emptied of canned foods, dried biscuits. They knew it was going to 
be for the long haul. 

You could travel to the farthest mini mart – not even a supermarket 
– as far as you could get past the one-mile radius, and still nothing. 
In the end, when riots and looting broke out – people who were 
only trying to feed their hunger – they had to bring in the military. 

I imagine the outskirts are doing better. They have land, and land 
means food. When factories started shutting down across the 
country, they still had their backyards and empty, open fields. 
What little production made it to the finish line was first given to 
the military and police, those working hard to maintain order in 
the chaos, and then sold to the highest bidders. The leftovers are 
rationed to every household, by district then by neighbourhood. 
That was when the riots quickly died down. People stayed indoors, 
as they were told, in exchange for that little bit of food. It wasn’t the 
virus that divided and conquered, in the end. It was the food. 

Today is ration day. 

If I’m lucky, I might get greens. My muscle cramps are flaring up 
again, and the tingling comes at night. 

The neighbourhood next to mine got sawi on their ration day 
yesterday. I know because I heard the kid next door exclaiming 
about it. How his parents procured the vegetable, I have no idea. 
That gave me hope, though I knew he could have been playing. 

My neighbours are the only real human sound I’ve heard in the past 
nine months. Nine months, long enough to have a baby. The baby 
would’ve been born in darkness, shaded by drawn up curtains 
in this building and all along this street. For privacy; for fear. I’d 
plastered up my windows in the second month of martian law. Best 
not to move it now to avoid attracting attention. Silence is the best 
strategy. If they don’t know you’re here, they can’t get you. 

I listen intently at the front door and when I’m sure there is no 
one outside, I quickly unlock the door and place the basket at the 
foot of it and close it behind me. I don’t want to risk being seen 
by neighbours. In desperate times, those closest to you are the 
biggest threats. 

Sometimes I think about saying hi, or thank you. Maybe the 
troopers aren’t so scary after all. They’re human too, just carrying 
out their duty so that they can get their ration. Sometimes I ache to 
say something, just to let them know I’m here, all alone. I am also 
jealous of them; they walk in the bright corridor that I was once 

well-acquainted with. I haven’t seen real light in months. Calcium is 
nothing without vitamin D. 

A sound at my door, almost imperceptible. I’m scared of troopers, 
but even more scared of defying a trooper. I crack my door open 
half an inch. The boy from next door is stooped over my basket 
and freezes when he sees me. For 12 full seconds neither of us 
moves. 

I think of shouting for a trooper though I don’t know if any would be 
within range. I open my mouth, my throat constricting to form the 
first consonant. 

“Help –”. 

Why did I think of saying that? Before I could, a little hand appears, 
clenching something. Sawi? Despite my fear, my hand reaches out 
for it. Then the boy was gone. 

Later that night, on the rooftop, I would stare out at stretches of 
rooftops in the neighbourhood, covered in beans, lettuce, spinach. 
All this time I was living in the dark, sustenance was growing up 
here, a network of resistance. 

But as I sit, unfurling the leaves of the sawi, my feet tingling, my 
eyes trying to make sense of the small scrap of paper with the 
challenge: 

“11pm rooftop.”

All I could think of was the little hand on the Outside, warm and 
human against mine on the Inside, skins briefly touching in between 
two worlds, long enough for me to see the light.
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Bencana! Malapetaka! Pengakhiran dunia! Dalam sekelip mata, 
kehidupan kita disimpul dalam pusingan 360 darjah yang tiada 
siapa pernah bayangkan. Namun hidup mesti diteruskan walau 
sukar, walau perit untuk melangkah hari-hari mendatang. Kita 
menyaksikan ratusan syarikat-syarikat gergasi dari pelbagai 
industri yang akhirnya gulung tikar atau terjejas teruk lalu memahat 
kenangan pahit dalam sejarah peradaban moden dunia. Buat 
kali pertama dalam sejarah, harga minyak jatuh ke paras negatif. 
Kesannya dirasai di seluruh dunia.

COVID-19 yang mulanya hanya warta berita pada waktu malam 
mula tersebar ke seluruh dunia meragut ratusan ribu nyawa dan 
aku, insan biasa hidup mengais di kota raya masih diberi peluang 
yang maha esa untuk menghela nafas di celah rimbunan hutan 
konkrit Kuala Lumpur. Peritnya hidup dalam tempoh berkurung 
hanya tuhan saja yang tahu, makan dan minum tidak sempurna, 
mengharap bantuan ihsan dari orang sekeliling. Terima kasih! 
Hanya Tuhan mampu membalas jasa kalian.

Adakah ini ujian? Adakah ini peringatan? Malah balasan kepada 
kita yang semakin alpa? Bagiku ini adalah peringatan keras bukan 
sahaja secara fizikal, malah rohani semua insan yang bergelar 
manusia. Masing-masing hanyut dalam dunia sendiri tanpa mengira 
batas norma kehidupan. Anggap sahaja ini peluang yang diberi 
untuk kita melihat kembali kedudukan kita sebagai hamba pada 
yang maha esa.

Ah! Dangkalnya pemikiran! Kamu berasal daripada kampung 
mana!? Kalau begitu semua benda yang berlaku adalah peringatan 
Tuhan!? Kolot! Semua sudahku dengar dari celahan rimba kota 
raya ini. Lihatlah sekeliling kita, fikirlah sejenak, hanya di dalam 
keadaan begini sahaja kita mampu melihat nilai diri seorang insan. 
Membantu tanpa diminta, lari dari membantu, menipu dalam 
membantu bahkan mencuri hasil bantuan. Itu hanya bukti kecil dari 
mata seorang gelandangan seperti aku. Kamu orang bijak pandai, 
lihatlah sekeliling kamu,apa yang sedang berlaku. Bukankah benar 
apa yang aku kata? Atau kamu hanya pejamkan mata, asalkan 
tekak kamu masih terjaga?

Bukan salah yang aku cari dan bukan jari yang aku tuding. Mungkin 
sukar untuk menerima pandangan gelandangan seperti aku. Tapi, 
sudah banyak yang aku lalui, sudah banyak yang aku tempuhi. 
Aku juga pernah senang. Ratusan ribu ringgit di dalam peti besi, 
limpahan harta yang tidak akan terhabis. Aku punya isteri, aku 
punya anak. Aku harap mereka mengampunkan dosa-dosa aku 
yang lalu. Aku diuji dengan kesenangan dan akhirnya tewas di 
kancah maksiat. Bergelumang dengan duit yang aku tahu haram 
puncanya, tetapi aku endahkan asalkan hidup aku selesa. Kini, 

walau berkais mencari nafkah, dapat aku rasakan ketenangan yang 
tak mampu aku beli dengan harta kekayaan aku dahulu. Cukuplah 
mengimbau hidup aku yang dulu,percayalah bukan itu yang kamu 
patut teladani.

Tidak kira agama apa yang kamu puja, siapa tuhan kamu, kita 
manusia biasa sentiasa harus diingatkan dan saling mengingati 
kerana kita sering terlupa! Terlupa bertanya khabar orang yang kita 
sayangi,terlupa menolong orang yang dalam kesusahan, terlupa 
mengucapkan syukur serta terima kasih d iatas segala nikmat. 
Syukur telah menyelamatkan aku dari terus hanyut. Aku bersyukur 
dengan kehidupan aku kini, aku tidak membandingkan harta 
kekayaan aku lagi. Aku bersyukur dengan ujian yang aku alami, 
dan begitu juga kalian. Perjalanan kita belum berakhir. Tetapi bukan 
semudah yang kita harapkan. Anggap lah ini sebagai perjalanan 
di dalam satu terowong yang walau panjangnya sepanjang 
tujuh benua, akhirnya akan ada cahaya yang menyambut kita di 
penghujungnya.

Aku terbaca sebuah keratan akhbar yang berkenaan kes bunuh diri 
yang meningkat di waktu wabak ini melanda. Baiklah, sejujurnya, 
aku terbaca di dalam tong sampah sewaktu mencari sisa makanan 
di belakang restoran ayam goreng ternama di Jalan Pudu. 
Sedih bukan? Tetapi alah bisa tegal biasa. Mudahnya mereka 
mengambil nyawa sendiri yang diberi sebagai pinjaman. Tetapi 
,bayangkan jika orang-orang sekeliling mereka lebih mengambil 
berat, menghulurkan tangan, mungkinkah perkara yang sama 
akan berlaku? Ya,mungkin kamu juga serba kekurangan, tiada apa 
yang mampu dibantu. Sedarlah kita, terkadang, mereka hanya 
perlukan rakan untuk berbicara, tempat untuk meluahkan apa yang 
terpendam di benak jiwa mereka. 

Ini yang aku aku cari, ini yang aku mahu tudingkan. Kesedaran 
masyarakat yang ini bukan pengakhiran dunia yang menghalalkan 
sifat pentingkan diri kita. Aku dapat menggambarkan masa 
hadapan pasca wabak ini. Lihatlah sekeliling kita, capai tangan 
mereka dan bantu apa yang termampu. Andai aku sudah tiada, 
simpan surat ini sebagai bukti untuk anak cucu kalian. 

Moga kita berjaya harungi bersama, jumpa kalian di hujung 
terowong. 

Yang benar, Si Pengutip Sampah.
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Anakku pulang ke rumah dengan membawa sebuah keterujaan 
yang aku sendiri tidak pernah lihat sebelum ini. Dia telah menerima 
satu tugasan khas untuk subjek Sejarah di sekolah. Patutlah dia 
begitu beria. Dia dapat tajuk yang memang diingininya. Tentang 
sejarah pandemik global COVID-19 yang berlaku pada tahun 2020. 

Aku masih ingat lagi. Waktu itu, aku baru berusia empat tahun. 
Walaupun aku belum masuk ke alam persekolahan, memoriku kuat 
mengenangkan saat di mana kami sekeluarga terpaksa duduk di 
rumah bagi mencegah virus tersebut dari terus merebak. Awalnya 
aku tidak mengerti apa itu coronavirus. Tetapi aku membesar 
dengan kesan yang dibawanya. Sungguh hebat penangan virus 
yang satu ini. Segala-galanya berubah dengan begitu drastik sekali. 
Bukan saja dari segi pentadbiran negara, malah juga ekonomi 
dunia, industri pelancongan dan sistem perlembagaan. 

Saintis hanya menemukan vaksin pada tahun 2025. Selama lima 
tahun, kami semua hidup dalam ketakutan. Pelitup muka sentiasa 
dipakai dan hand sanitiser akan dibawa ke mana-mana. Penjarakan 
fizikal terus dilaksanakan di tempat-tempat awam. Malah, SOP 
yang ditetapkan oleh pihak kerajaan bagi mengekang penularan 
virus tersebut diperketatkan lagi pada tahun ketiga. Semuanya 
gara-gara gelombang ketujuh virus itu di mana buat pertama 
kalinya, kes positif mencecah hingga ke 12,000 orang dalam satu 
hari!

Virus yang sehingga kini masih belum ditemui dari mana asalnya 
juga melalui proses mutasi di mana pesakit yang pernah positif 
sebelum ini masih boleh dijangkiti lagi. Norma baharu yang 
disangka hanya bertahan selama beberapa bulan terpaksa 
diteruskan sehinggalah vaksin ditemui. 

Dan bercerita tentang vaksin, perang dunia ketiga hampir tercetus 
kerananya. Seperti biasa, Amerika Syarikat cuba untuk menjadi 
negara pertama yang mendapat vaksin tersebut bagi penduduk di 
negaranya. Lebih-lebih lagi apabila dua presiden mereka meninggal 
dunia kerana virus tersebut. Negara yang kononnya paling maju di 
dunia ini hampir lumpuh kerana COVID-19. China dan Russia pula 
terus-terusan dingin dengan sekutu Amerika Syarikat. Malaysia 
hampir terkesan dengan kemelut politik yang melanda dunia. 
Angka kematian mencecah bilion! 

Keadaan politik dalam negara juga memberi kesan yang mendalam 
terhadap Malaysia. Pemberontakan yang berlaku di negara-negara 
jiran telah menginspirasi anak-anak muda untuk menggulingkan 
dua kerajaan yang bersilih ganti. Ibu dan ayahku adalah sebahagian 
dari anak-anak muda yang terlibat dalam protes besar-besaran ini. 

Untuk 10 tahun pertama, keadaan negara sedikit kucar-kacir. 
Banyak syarikat yang pernah menjadi kebanggaan negara terpaksa 
gulung tikar. Buat pertama kalinya juga, kadar pengangguran 

negara menjadi yang paling tinggi dalam tempoh 30 tahun.

Aku banyak menghabiskan masa di rumah. Sesi persekolahan 
diadakan secara dalam talian. Aku tidak pernah merasai 
pengalaman membesar seperti kanak-kanak sebelumku. Aku 
hanya tahu apa itu nilai persahabatan apabila aku pertama kali 
bertemu dengan sahabat-sahabat dalam talianku pada hari jadiku 
yang ke-15. Ketika itu, keadaan negara sudah semakin pulih. 
Ekonomi global juga bertambah baik. 

Tapi malangnya, perkara yang kami paling takuti berlaku. 
Perubahan iklim dunia yang drastik telah menambahkan banyak 
bencana alam. Kuala Lumpur hampir tenggelam akibat banjir 
yang paling besar pernah direkodkan. Negara-negara lain juga 
turut melalui keadaan yang sama. Ais di kutub utara dan selatan 
semakin mencair, menambahkan paras air laut. Benar kata Greta 
Thunberg. Kita telah gagal menjaga alam semesta untuk generasi 
akan datang. 

Tapi aku telah berjanji pada diriku sendiri bahawa anakku, Putri 
Asyira Yasmine, tidak akan melalui saat-saat getir yang pernah aku 
lalui ketika membesar. Segala apa yang dimahukan, pasti akan ku 
turuti. 

Asyira sama seperti kebanyakan kanak-kanak yang lahir pada 
tahun 2040. Hanya mempunyai satu penjaga. Istilah ibu dan ayah 
tunggal tidak lagi menjadi satu bahan ejekan masyarakat. Malah, 
peranan ibu dan ayah tunggal dipandang tinggi dengan banyak 
bantuan diberi oleh pihak kerajaan. Kami bersyukur atas bantuan 
yang disalurkan. Kami berharap sangat agar masa depan anak-
anak kami lebih terbela. Aku tidak mahu melihat Asyira derita 
seperti mana aku derita dulu. Dialah satu-satunya permata hatiku. 

"Mama, nanti tolong Syira carikan maklumat pasal COVID-19 ya?" 
pinta Asyira, manja. 

Aku tersengih, sebelum bangkit dari perbaringan. Asyira cepat-
cepat memapah tubuhku dan menyandarkannya pada dinding 
yang beralaskan sebiji bantal. 

"COVID-19? Kan mama dah banyak cerita pada Asyira sebelum 
ni?" tanyaku sebelum mengurut-ngurut dada kerana tiba-tiba saja 
boleh terbatuk-batuk. 

"Kali ni Asyira nak mama rekod video dan cerita, boleh?" 

Biarpun aku sedang lemah dan hanya bergantung pada alat 
bantuan pernafasan kini, aku hanya menganggukkan kepala tanda 
setuju. Apa saja untuk anakku yang satu ini, akan ku lakukan 
dengan sepenuh hati.
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MYFORESIGHT® IN THE NEWS
Scenario Building Workshop - Future of Youth 2035
Institute for Youth Research Malaysia (IYRES)
20th -21st January 2021 & 11th February 2021 

myForesight@MiGHT team recently joined hands with Institute for Youth Research Malaysia (IYRES) to conduct two 
comprehensive virtual workshops. 

The first, Scenario Building Workshop was held 20-21 January with the objective of exploring the Future of Youth 2035. 
During the event, attendees participated in Scenarios’ exploration exercises as part of the ‘Kajian Kompetensi Pemimpin 
Muda’ that will provide a framework on future leaders characteristics and competencies. This was the first scenario planning 
workshop to be run live and facilitated virtually using CISCO WEBEX platform and MURAL application.

Meanwhile, the Scenario Analysis Workshop, held on 11 February, was chaired by IYRES panel experts and sought to 
uncover the foundation of strategic planning and analysis as well as validate the outcome from the first workshop while 
paving the way forward for future discussions.
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MYFORESIGHT® BOOK CLUB
The Age of Surveillance Capitalism 
The Fight for a Human Future at the New Frontier of Power

The Economics of the Global Defence Industry 
Routledge Studies in Defence and Peace Economics

ISBN-10: 
ISBN-13:  
Author:  
Publisher: 

ISBN-10: 
ISBN-13:  
Author:  

Publisher: 

1610395697
978-1610395694
Shoshana Zuboff 
PublicAffairs; 1st 
edition (January 15, 
2019)

1138608092
978-1138608092
Keith Hartley
(Editor), Jean Belin 
(Editor) 
Routledge; 1st 
edition (November 
18, 2019)

In this masterwork of original thinking and research, Shoshana Zuboff provides 
startling insights into the phenomenon that she has named surveillance 
capitalism. The stakes could not be higher: a global architecture of behavior 
modification threatens human nature in the twenty-first century just as industrial 
capitalism disfigured the natural world in the twentieth.

Zuboff vividly brings to life the consequences as surveillance capitalism advances 
from Silicon Valley into every economic sector. Vast wealth and power are 
accumulated in ominous new "behavioral futures markets," where predictions 
about our behavior are bought and sold, and the production of goods and 
services is subordinated to a new "means of behavioral modification."

The threat has shifted from a totalitarian Big Brother state to a ubiquitous digital 
architecture: a "Big Other" operating in the interests of surveillance capital. 
Here is the crucible of an unprecedented form of power marked by extreme 
concentrations of knowledge and free from democratic oversight. Zuboff's 
comprehensive and moving analysis lays bare the threats to twenty-first century 
society: a controlled "hive" of total connection that seduces with promises of total 
certainty for maximum profit -- at the expense of democracy, freedom, and our 
human future.

With little resistance from law or society, surveillance capitalism is on the verge of 
dominating the social order and shaping the digital future -- if we let it.

This book makes an original contribution to our knowledge of the world’s major 
defence industries. Experts from a wide range of different countries – from 
the major economies of North America and Western Europe to developing 
economies and some unique cases such as China, India, Singapore, South Africa 
and North Korea – describe and analyse the structure, conduct and performance 
of the defence industry in that country.

Each chapter opens with statistics on a key nation’s defence spending, its 
spending on defence R&D and on procurement over the period 1980 to 2017, 
allowing for an analysis of industry changes following the end of the Cold War. 
After the facts of each industry, the authors describe and analyse the structure, 
conduct and performance of the industry. The analysis of ‘structure’ includes 
discussions of entry conditions, domestic monopoly/oligopoly structures and 
opportunities for competition. The section on ‘conduct’ analyses price/non-
price competition, including private and state funded R&D, and ‘performance’ 
incorporates profitability, imports and exports together with spin-offs and 
technical progress. The conclusion explores the future prospects for each 
nation’s defence industry. Do defence industries have a future? What might the 
future defence firm and industry look like in 50 years’ time?

This volume is a vital resource and reference for anyone interested in defence 
economics, industrial economics, international relations, strategic studies and 
public procurement.
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Map the future
As a stakeholder and strategic policymaker, you can 
contribute by voicing out your opinion to help us map 
out the desired collective future for Malaysia.

This is an invitation by myForesight® to every member 
of the public. If you think we could have done better or 
perhaps you would like us to cover a specific topic in 
the study of Foresight or better yet, you would like to 
contribute an article, we would love to hear from you.

Send your feedback and get in touch with us at 
foresight@might.org.my

Website: www.myforesight.my
 
We look forward to hearing from you.

myForesight® team.


