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Hype Cycle for Emerging Technologies, 2020

Socio-economic impact of a changing technological landscape 
can dramatically shake up how we go about fulfilling our basic 
needs, quality of life and wealth creation. Governance styles, too, 
will not be spared. Fittingly, these two intertwining aspects—tech 
and governance, will be discussed at length in this infographic-
style article. 

First, we’ll take a look at how emerging technologies are bound 
to change Malaysia’s tech horizon. Second, we are going to dive 
deep to see if we are ready to keep up. 

So, what’s new? Or rather, what’s evolving? As is the case with 
any new technology, where are the new opportunities going to 
come by? To kick things off, we are going to take a look at a 
Gartner Hype Cycle graph that provides a visual representation 
of the maturity and adoption of emerging technologies and their 
applications. This graph shows us relevant factors to consider 
with respect to how and where new technologies are solving real 
business problems.

As this shift also creates new opportunities, we can then see how 
industry players, governments and the civil society would react 
to new technologies or applications that could evolve over time.

By framing our observation around Gartner‘s thematic trends, we set out to gauge the disruptive power and development of 
the three technologies below. Essentially, these three technologies are some of the most widely implemented as far as local 
public sector’s digitalisation initiatives are promised.

1. Authenticated Provenance
2. Al-Assisted Design
3. DNA Computing and Storage
4. Low-Cost Single-Board Computers 

at the Edge
5. Self-Supervised Learning
6. Health Passport
7. 2-Way BMI (Brain Machince Interface)
8. Generative Adversarial Networks
9. Biodegradable Sensors
10. Differential Privacy
11. Private 5G
12. Social Data
13. Adaptive ML
14. Composite AI
15. Generative AI
16. Package Business Capabilities
17. Citizen Twin

18. Digital Twin of the Person 
19. Multiexperience
20. Responsible AI
21. AI Augmented Development
22. Composable Enterprise
23. Data Fabric
24. Embedded AI 
25. Secure Access Service Edge (SASE)
26. Social Distancing Technologies
27. Explainable AI
28. Carbon-Based Transistors
29. Bring Your Own Identity
30. Ontologies and Graphs

Source: Gartner. Gartner’s Top Strategic Technology Trends for 2021
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When Budget 2020 was announced, it was tabled with a 
clear intention to drive nation-wide digital transformation. 
Evidently, supporting start-ups, re-training the workforce and 
improving infrastructure were key measures reinforced. This 
renewed focus was meant to make way for two key tech 
trends to grow: preparing 5G deployment and accelerating 
adoption of next-gen technologies.

Based on the Gartner Hype Cycle graph, these three 
technologies may change the tech ecosystem but appear 
susceptible to plateauing in the next 10 years. However, 
to fully benefit from these technologies, the government 
needs to foster a climate that’s thoroughly inclusive for the 
ecosystem to work effectively.

AI

• The future is full of uncertainty and requires fast decision-making. AI’s well documented ability to 
analyse, respond and adapt to “measured” situations provide a novel new way of solving problems.

• For example, generative AI is the type of AI that can create new or alter existing content (images, video 
etc.). Although these new artifacts are similar to the original content, but they are not exactly the same. 
However, fake content can pose serious misinformation and reputational risks and is expected to 
increase rampantly in the next five years. 

FUNDING 
(Public & private funds and initiatives

• Industry Digitalisation Transformation Fund (2019 budget)
• MIDA-Industry4WRD Intervention Fund 
• SME Corp Malaysia-SME AI programme matching grant - the 

collaboration with SME Corp Malaysia will also promote local 
digital innovation by adopting cloud and AI technology to 
help SMEs create innovative products.

• RHL Ventures: It is a Malaysia-based venture capital firm 
that is heavily investing in areas such as artificial intelligence, 
machine learning and IoT. 

• Cradle Fund: Cradle Seed Ventures (CSV) is the venture 
capital arm of Malaysia’s premier early stage financier and 
influencer. It supports start-ups such as Go-Mad.AI, which is 
an on-demand nutritionist start-up based in Malaysia.

• NEXEA Venture Capital: This Malaysia-based VC firm offers 
funding and help for tech start-ups through mentoring, 
networking and consulting.

• TH Capital: This Malaysia-based VC empowers 
entrepreneurs with funds, networking and growth 
opportunities in South East Asia. With a focus on technology 
and innovation, the VC invests in high-growth tech start-ups 
in AI, cloud, IoT, mobile gaming and more.

• SunSEA Capital: This venture fund invests in digital start-ups 
across Malaysia, Thailand, Singapore, Indonesia, Philippines, 
Vietnam and Hong Kong. They believe that AI is important 
along with the rise of chatbots, robotic process automation 
and other tech development bandwidths.

INFRASTRUCTURE
• Data Free Trade Zone (DFTZ) - an eFulfillment and eServices 

hub designed to facilitate cross-border trade and enable 
local online businesses to export their goods (MDEC & 
Alibaba)  

• Key Agency: Malaysia Digital Economy Corporation (MDEC)
• Malaysia City Brain project - A partnership between MDEC, 

Kuala Lumpur City Hall, and Alibaba, the initiative combines 
5G, IoT, and AI technologies to optimise traffic, parking, and 
energy management.

• AI-based security and surveillance solutions - Since 2017, 
MIMOS has been working with Huawei to develop AI-based 
security and surveillance solutions that include advanced 
video analytics and facial recognition systems.

• The introduction of Malaysia’s first AI park and scholarship 
programme.

• The demand for computing power is ever-increasing 
since the rise of AI. This challenges the ability of existing 
infrastructure to cope with high density, which is why 
Malaysia has seen growth in this industry and is tapped as a 
key location for data-centres.

• Centre of Artificial Intelligence for Future Industry (CAIFI) is 
building an AI ecosystem for the Malaysian industry to move 
into Industry 4.0.

POLICY & REGULATIONS
• National Policy on Industry 4.0 (Industry4WRD) aims to drive the country towards an Industry 4.0 hub for Southeast Asia, using 

new technologies to increase productivity and competitiveness across industries.
• National Big Data Analytics Framework - Drive big data analytics (BDA) demand across all sectors and activate adoption & usage 

of BDA in the public sector
• National AI Framework - Drive Malaysia’s AI ecosystem, by leveraging AI and machine learning for digital transformation.

TALENTS & SKILLS
• AI park to foster R&D and grooming of local talent - The Malaysian company G3 Global has inked a USD1b agreement with two 

Chinese firms to develop its first AI park. The park will serve as a platform to groom local AI talent, and support efforts to build a 
commercial AI ecosystem and advance AI research in Malaysia. 

• MCMC introduced its MYINDUSTRY AI Scholarship, an AI-focused Masters funded by the industry, universities, and Malaysia 
Digital Economy Corporation (MDEC).

TECHNOLOGY PUBLICATION & PATENTS
• 50 AI patents have been registered in Malaysia in the last 10 years.
• The industry, particularly small and medium enterprises (SMEs), were more inclined towards doing business through traditional 

ways; some of them might have avoided adoption of new technologies such as AI and big data due to the high entry cost.

ARE WE READY?ARE WE READY?
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5G 
NETWORK

• In the face of rapid changes and decentralisation, organisations need to be more agile and responsive 
than ever. Being modular, efficient, continuously improving and innovating is a core principle that 
forward-looking organisations must embrace. 

• Modular business models enable organisations to pivot from rigid, traditional planning to being agile. 
Being agile offers plenty of benefits, as it pushes out more innovation, cuts costs and attracts more 
partners. 

• 5G wireless technology delivers higher multi-Gbps peak data speed with ultra low latency. With its 
massive network capacity and increased availability, 5G is more reliable and promises a more uniform 
user experience to more users.

FUNDING 
(Public & private funds and initiatives

• Industry Digitalisation Transformation Fund (2019 budget)
• MIDA-Industry4WRD Intervention Fund
• National Ferberisation and Connectivity Plan - RM10b 

boost from Universal Service Provision Fund to accelerate 
connectivity for the masses.

• The SPV is expected to invest a total of RM15b (US$3.7bn) 
over the next decade and will be given the appropriate 
spectrum to own, implement and manage 5G infrastructure.

• The government will introduce an RM5b grant for ecosystem 
development to promote innovation.

• In the 2020 budget, the government provided RM25 million 
for digital grants.

INFRASTRUCTURE
• Ministerial Value Innovative Centres (VICs, proposed), 

National Digital Identity (forthcoming).
• The National 5G Task Force was mandated to study and 

recommend a holistic strategy for the fifth generation (5G) 
mobile technology deployment in Malaysia.

• RM15b to set up an entity that will be granted an entire 
spectrum and operational scope to manage 5G roll-out by 
the end of 2021, a single entity that will come under the 
purview of the MCMC, fully owned by the MOF.

• Malaysia is speeding up 5G deployment in the country 
through a “special purpose vehicle” (SPV)

• Priority will be given to locations in states that can facilitate 
and speed up The National Fiberisation and Connectivity 
Plan (NFCP).

• Jendela will lay the foundation for comprehensive and 
high-quality broadband coverage facilities and prepare the 
country for the transition to 5G connectivity.

POLICY & REGULATIONS
• MyDIGITAL initiative seeks to transform Malaysia into a 

digitally-driven, high income nation and a regional leader in 
the digital economy.

• The Jalinan Digital Negara (JENDELA) plan was formulated 
to provide wider coverage and better quality of broadband 
experience for the rakyat, while preparing the country for 5G 
technology. 

• National Fiberisation and Connectivity Plan - in response 
to the nation's desire to improve broadband quality and 
coverage, reduce broadband prices and provide Internet 
access across all spectrums of the society.

• The SPV is part of Malaysia’s new MyDigital economy 
blueprint to bolster its national fibre infrastructure and 
incentivise major cloud suppliers to set up local datacentres, 
among other things. The plan focuses on bringing forward 
the plan to roll-out 5G technology from 2021 to the last 
quarter of 2025.

TALENTS & SKILLS
• Huawei has collaborated with the Sarawak government 

to boost ICT talent by introducing the Sarawak Digital 
Youth Talent Development Programme and in transforming 
CENTEXS into a digital academy in Sarawak.

• Huawei Malaysia is committed to helping Malaysia build 
a new Intelligent Malaysia regarding the five areas of ICT 
- talent development, economic policy optimisation, grant 
subsidies programmes, technology enablement, and industry 
partners’ ecosystems.

• Huawei’s first ASEAN Academy in Malaysia, with an 
investment of RM3 million will nurture 50,000 Malaysian 
talent in the next five years across various businesses and 
technology sectors. The academy will provide more than 
3,000 ICT courses involving 100 skilled trainers to nurture 
national digital talent by working with local universities 
such as Tunku Abdul Rahman University College (TARC), 
University of Malaya (UM) and Multimedia University (MMU).

TECHNOLOGY PUBLICATION & PATENTS
• Ericsson Innovation Centre for 5G (IC5G) in Universiti 

Teknologi Malaysia is the first centre of its kind in Malaysia. 
The centre conducts research, seminars, training, 
hackathons and exhibitions.

• The Malaysian government will build and manage its own 
5G network in partnership with Telekom Malaysia (TM) and 
Huawei Technologies.

• 37 patents have been registered for 5G in Malaysia from 
2014.

• Neighbouring countries such as Singapore, Thailand and 
Vietnam are ahead in 5G roll-out and Malaysia has to 
catch up quickly to remain competitive and be attractive to 
investors.

• SME Corp Malaysia will promote local digital innovation by 
adopting cloud and AI technologies to help SMEs create 
innovative products.

Are we ready? To this end, we have put together a list of examples consolidated from various references. As a result of these 
vast collection of references, we have managed to highlight a few contrasting results and opinions. The F.I.R.S.T acronym, 
which stands for Finance, Infrastructure, Regulation & policy, Skills & Talent and Technology is used to illustrate Malaysia’s tech 
ambition. BLOCKCHAIN

• Increased consumer data exposure, fake news, videos, and biased AI have caused organisations 
to shift from trusting central authorities (government registrars, clearing houses) to trusting 
algorithms. 

• Algorithmic trust models protect the integrity, privacy and security of data, provenance of assets, 
as well as the identities of people and things. 

FUNDING 
(Public & private funds and initiatives

• Industry Digitalisation Transformation Fund (2019 budget)
• MIDA-Industry4WRD Intervention Fund

• Global Tech Fund (GTF) by MDEC for catalysing digital 
innovation ecosystem.

• The equity crowdfunding platforms (ECF), co-investment 
scheme known as Malaysia Co-Investment Fund (MyCIF) 

INFRASTRUCTURE
• Malaysia’s Securities Commission (SC) is currently 

pioneering the regulatory sandbox for capital markets called 
'AFINity@SC', short for 'Alliance of FinTech Community’

• National Trusted Cryptographic Algorithm List (MySEAL) 
is a project to develop a portfolio of national trusted 
cryptographic algorithms, managed by CyberSecurity 
Malaysia. The project was specifically designed to provide a 
list of cryptographic algorithms suitable for implementation 
within the Malaysian context that supports the National 
Cryptography Policy (NCP).

• Malaysian Common Criteria Evaluation and Certification 
(MyCC) is a systematic process for evaluating and certifying 
the security functions of ICT products against ISO/IEC 
15408 standards known as Common Criteria (CC). MyCC 
can be used to verify the security functions of applications 
connected to the blockchain.

• Melaka Straits City is a project set to build a tourist city 
based on the blockchain technology. The creation of the 
blockchain city aims to enhance tourism development and 
improve blockchain education. The 835-acre blockchain city 
is supported by the government of China and several major 
corporations.

• Developed by Malakat Ecosystem, the Halal Blockchain 
Network (HBN) is a halal food supply chain that capitalises 
the blockchain network technology. 

• Malaysia Blockchain infrastructure and ecosystem are 
illustrated in figure 1. 

POLICY & REGULATIONS
• BNM has issued the 'Anti-Money Laundering and Counter 

Financing of Terrorism (AML/CFT) - Digital Currencies (Sector 
6)' policy on the 27th of February 2018 as part of its effort to 
promote greater transparency surrounding digital currencies 
in Malaysia.

• In Budget 2019, the Minister of Finance announced that the 
Capital Markets and Services (Prescription of Securities) 
Order would be gazetted to set up a new regulatory 
framework to approve and monitor Digital Coin and Token 
Exchanges.

• The Securities Commission Malaysia (SC) announced that 
it registered three Recognised Market Operators (RMOs) to 
establish and operate digital asset exchanges (DAX) in the 
country.

• The future of travel in a COVID19 world requires show proof 
of COVID19 testing and vaccination history, as well as the 
Immunity Health Passport as an end-to-end platform for 
users.

• HBN will help to ensure the food supply chain is in 
accordance with Islamic Halal requirements as food 
production processes can now be tracked.

• Regulation of the blockchain law in Malaysia and/or 
cryptocurrencies should be welcomed as it provides more 
certainty and protection to the general investing public.

• More information is illustrated in figure 2

TALENTS & SKILLS
• CyberSecurity Malaysia offers several training programmes 

on cryptography as follows:
 i) Cryptography for Beginners
 ii) Cryptography for Security Professionals

• MDEC’s Malaysian Digital Hub programme aims to spur 
the growth of local tech companies by partnering with co-
working spaces to foster a community where entrepreneurs 
can network with potential partners, investors, and talent. 

• The Malaysian government’s Tech Entrepreneur Pass 
programme identifies talent through a digital hub.

TECHNOLOGY PUBLICATION & PATENTS
• 'Securities Commission (SC) Innovation Lab’ compiles 

industry and public input in order to formulate the regulatory 
framework needed for the Alternative Trading System (ATS) 
announced in Budget 2018. Among the products included 
were digital currencies.

• MIMOS is currently investigating ways and means for further 
blockchain and DLT technology adoption. These measures 
will be mapped across existing applications and software 
systems for government and local industry use-cases.

• 120 blockchain patents have been registered in Malaysia 
since 2017, of which, 49 are foreign patents.

• 2020 Global Start-up Ecosystem reported that Malaysia’s 
capital was ranked 11th as an emerging start-up ecosystem 
in the world.
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Infrastructure & Ecosystem Figure 1

Early Blockchain Players in Malaysia

Source: MIGHT. Malaysia blockchain & distributed ledger 
technology (DLT) report 2019. 
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The Current Government Effort In 
Blockchain Regulatory Environment

Scope
• Legal Tender, Moneygame

Initiatives
• Fintech Regulatory 

Sandbox – 2016
• BNM alert and update list
• Anti-Money Laundering 

and Counter Financing of 
Terrorism Policy for Digital 
Currencies (Sector 6)

• Anti-Money Laundering 
and Counter Financing 
of Terrorism (AML/CFT) - 
Money Services Business 
(Sector 3) (Supplementary 
Document No. 1)

Impacts :
• Financial system stability
• Scam list
• Reporting Institutions
• E-KYC

Scope 
• Digital Assets Exchanges, Securities, Fundraising

Initiatives 
• The Capital Markets and Services Act 2007 (CMSA)
• Affinity Innovation Lab - Over The Counter
• International Organisation of Securities Commissions (IOSCO) 

on ICOs
• Industry Consultation on the introduction of Alternative Trading 

System (ATS) in the Malaysian capital market Jan-Mar 2018
• “Capital Market Architecture Blueprint in Decentralised World” 

report Nov 2018
• The Project Castor for Over the Counter Market (OTC)
• 31st Jan 2019, The Securities Commission Malaysia (SC) 

amended its Guidelines on Recognised Markets to introduce 
new requirements for electronic platforms that facilitate the 
trading of digital assets

• Under the revised guidelines, any person who is interested in 
operating a digital asset platform is required to apply to the SC 
to be registered as a Recognised Market Operator

Impacts 
• Transparent securities based transactions
• Industry engagement for policy on capital markets

Scope 
• Cyber security

Initiatives 
• National Cyber Security 

Policy (NCSP)
• MS ISO/IEC 27001 

Information Security 
Management System 
(ISMS) Implementation

• MyCC Evaluation and 
Certification services

• Technology Security 
Assurance (TSA) Service

• National Trusted 
Cryptographic Algorithm 
List (MySEAL)

Impact 
• Computer security
• Information technology 

security (IT security)

Figure 2 Regulation/standards /policy 

The Current Government Effort In 
Blockchain Regulatory Environment

Figure 2 Regulation/standards /policy 

Source: MIGHT. Malaysia 
blockchain & distributed ledger 
technology (DLT) report 2019.

Scope 
• Financial and Legal 

Monitoring of Digital Assets 
Ecosystem

Initiatives 
• Budget 2018
• Budget 2019 - The Capital 

Markets and Services 
(Prescription of Securities) 
Order to be gazetted in 
2019 to set up a regulatory 
framework to approve and 
monitor Digital Coin and 
Token Exchange

Impact 
• Market stability

Scope
• Education

Initiatives
• E-scroll system

Impact 
• Simplifying authentication 

and verification of university 
diplomas

Scope :
• Use Cases for National 

Competitiveness

Initiatives 
• Industry engagements 

Proof of Concept projects
• Facilitating role in 

developing use cases 
in support of Industry 
development efforts

Impacts 
• National trade Interests
• National competitiveness

Scope 
• Trade Facilitation Smart 

Manufacturing

Initiatives 
• UN/CEFACT initiative
• Industry 4.0

Impacts 
• National trade interests
• Inputs to mitigate 

possibilities of Technical 
Barriers to Trade (TBT)

Conclusion 
So, are we ready for new tech? Here are our top 
recommendations to speed up our tech development 
and adoption. Going back to the two premises this mini 
study is based on, we can conclude that:

• The key driver for the Malaysian government lies in 
participating early in the development phase of these 
breakthrough technologies. In part, this will help the 
government clearly navigate the many intuitional, 
industry and talent challenges it currently faces. 
However, as more collaborative and deliberative 
efforts to bump up adoption will be rolled out, a 
wider global network that champions ethics, good 
governance and compliance is required for wider AI 
adoption.

• Global talent deficit across the three technology 
domains showcases the size of the challenges 
faced by the industry and the future of work. While 
automation will nudge the workforce to upskill, it is 
easier said than done. Without a strong focus on tech 
adoption and implementation, it would be difficult to 
refresh current workforce considering the volatility of 
today’s economic climate.

• Collaborations and partnerships between local and 
foreign industries need to be bumped up to increase 
local R&D and innovation output. 

• Firm yet Innovative policies need to be crafted to 
give Malaysia a speed advantage in governing the 
development of these technologies. Also, friendly 
policies can empower more local players to explore 
broader markets outside of Malaysia. Ultimately, 
the right policy ecosystem will promote growth 
and ensure that we can strike the right balance 
between profitability, social inclusion, environmental 
sustainability and technology governance. 
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Scope 
• Legal Definitions of 

Technology

Initiatives 
• National Mirror Committee 

for Blockhain and DLT 
T/C/G 15

• One of Founding members 
for the global ISO 
committee for Blockchain 
and DLT ISO/TC 307 
Blockchain & DLT

Impacts 
• National trade Interests
• Inputs to mitigate 

possibilities of Technical 
Barriers to Trade (TBT)

• Technology interoperability

Scope 
• Consumer Protection

Initiatives 
• Consumer Protection 

(Electronic Trade 
Transactions) Regulations 
2012

• National Consumer 
Protection Policy 2002 
Trade Description Act 2011

Impacts 
• E-Commerce
• MLM
• Scams


